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How to read this document set

D6 - Research Environment and Roadmap

SINGLE SOURCE OF TRUTH

Every fact in this set is held once, in a machine
readable register under the knowledge base
registers/ directory, and every document is
rendered from those registers.

A guardrail, an action class or a metric is
described once and cited everywhere else by its
identifier. Where a document needs narrative
around a register entry, the narrative lives in the
document and the facts live in the register.

IDENTIFIER SCHEME

e AC action class

e GR-Lnn guardrail, by layer
e SD supervision determinant
e SP supervision point

e MG metric

e CI composite index

e DM applicability domain

e (S condition set

e (B cloud capability contract
e BL backlog item

e F durable finding

e EV evidence file

NAMING POLICY

This set is identity-free by construction, not by
later redaction. No address, hostname, cloud
identifier, repository URL, personal name other
than the candidate and the supervisor, or
customer reference appears anywhere in it.

Hosts are named by service role. Vendor and
open technologies are named, because the
technical content depends on it. Raw evidence
stays on the host under evidence/ and is cited
by identifier, never quoted.

READING ORDER

e DO Executive Brief, read first

e D2 Supervision and Autonomy Framework, the
argument

e D1 Founding Case Architecture, the evidence
base

e D3 Guardrail Catalogue, reference
e D4 Measurement Framework, reference
e D5 Applicability Domains

e D6 Research Environment and Roadmap

EVIDENCE MARKS

e | OBSERVED | verified on the host in this run,
with an evidence identifier.

e | REPORTED | drawn from the doctoral proposal
or the run brief, not verifiable on this host.

e | PROPOSED | a design proposal of this run, not
a description of anything that exists.

e NOT DETERMINED | could not be established;
the reason is always stated.
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CROSS-REFERENCES

Cross-references are by document number and
identifier, never by page number, because page
numbers change when a register grows and the
document is re-rendered.

Example: see D3, GR-L06-02 .
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1. From founding case to research environment

D1 through D5 establish what the Agent Console host is, what it is missing, and what a control would
need to be for the missing property to become structural rather than instructional. None of that
argument can be tested on the host it was drawn from. The host runs production workloads, the
guardrails it lacks cannot be safely toggled off and on around live agents, and the divergence rate in
F-001 was discovered by a manual audit precisely because nothing on the host would compute it as a
running measurement. A framework that can only be evaluated on the one environment that produced
it is not yet evidence of anything beyond that environment, which is the limitation Section 9 of D2
states plainly.

This document specifies what has to exist instead: an isolated environment built to run the same
taxonomy, the same guardrail catalogue and the same metrics as a controlled experiment, on synthetic
workloads, with every guardrail independently switchable and every measurement bound to the
configuration that produced it. Three questions structure the rest of the document. What of the
founding case can this new environment actually reuse, and what must it not reuse (Section 2)? What
does the environment look like as a set of layers with defined interfaces (Section 3)? And given that
this is a doctoral build with a fixed amount of candidate time, what order should the 58 items of the
improvement backlog be built in, and what forks in that plan remain genuinely open (Sections 5
through 9)?

1.1 What this document contributes

A candid accounting of transfer, not a claim that the founding case generalises by default. Eleven of
the fifteen cloud capability contracts in Section 4 are rated not transferable from the founding case as
found, and the gap analysis in Section 2 rates the environment's central control, the tool layer's
permission model, the same way. The reference architecture in Section 3 is built around that
accounting: every layer states, without euphemism, whether the founding case supplies a pattern
worth keeping or only a pattern worth avoiding. The backlog phasing in Section 5 and the roadmap in
Section 8 follow directly from the same evidence used throughout the set, and the decisions in Section
9 are left open because they are the supervisor's to make, not because the candidate has no view.

2. Gap analysis: what carries over and what does not

Every capability below was examined against four questions: is it present in the founding case, is it fit
for research use, is it required for the doctorate's experimental environment, and if there is a gap, how
large is it. Fitness is recorded in one of four classes. Reusable as is means the mechanism can be
adopted unchanged. Reusable with modification means the mechanism is sound in its present form
and needs bounded, scoped changes, not a rebuild. Reference pattern only means the idea is worth
keeping but the implementation is not; the environment needs something built from scratch that
follows the same shape. Not transferable means the capability, as it exists on this host, must be
actively avoided rather than adapted, because adapting it would carry the exact weakness the
doctorate studies into the environment meant to test for it.

Table D6-1a. The fifteen cloud capability contracts, ordered as in the register, with the founding case's
own transfer verdict for each. Full contract text and both provider bindings follow in Section 4.

ID CAPABILITY CONTRACT FOUNDING CASE

CB-01 Compute host for an agent workload A single long-lived virtual machine on a managed cloud compute service,
carrying fourteen concurrent agent sessions inside one terminal multiplexer
under one operating system account, with the control plane co-resident.
reference pattern only.
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ID CAPABILITY CONTRACT FOUNDING CASE

CB-02 Workload identity One shared operating system account for every agent, an instance role any
process can mint, and five sets of static administrator key material in a
single file owned by the governed account. There is no workload identity of
any kind. not transferable.

CB-03 Secret custody Thirteen secret files and seven unencrypted private keys for other estate
hosts sit on an ordinary filesystem owned by the account every agent runs
as. There is no vault, no per-secret authorisation and no retrieval log. not
transferable.

CB-04 Ephemeral credential issue Static, non-expiring key material is the primary identity, and the ephemeral
instance credential that does exist is freely mintable by any unprivileged
process, so its expiry confers no bound. not transferable.

CB-05 Network segmentation One flat subnet, no host firewall, no segmentation of any kind between
agent workspaces, because every agent is a process of one account on one
host. not transferable.

CB-06 Egress control No egress control of any kind. Outbound access to any destination on the
standard TLS port is open, and the instance metadata endpoint is reachable
from every process. not transferable.

CB-07 Object storage for evidence Transcripts of about 1.13 GiB and the console audit log sit on an ordinary
filesystem owned by the account the process runs as, with no versioning, no
retention policy, no separate reader and no off-host copy. not transferable.

CB-08 Append-only log sink The console audit log is append-only by convention only: world-readable,
owned by the same account the process runs as, sitting under a writable
allowed root, with no hash chain, no sequence number, no signature and no
off-host copy. Nothing at all audits what an agent does. not transferable.

CB-09 DNS and TLS A provider hosted zone and a single wildcard certificate, both reachable
using the administrator key material held by the account every agent runs
as, with no separation between the acting identity and the issuing authority.
reference pattern only.

CB-10 Approval gate service A deployment approval gate exists in which approval authority is genuinely
structural, since only a human identity token can write an approved status
and no agent token reaches that middleware. Reviewer independence is
instructional only, and the approved artefact is not bound to what the
process manager re-executes, which has already shipped unapproved code
twice. reusable with modification.

CB-11 Event and notification transport An inter-agent message bus exists in which every agent's bus token is a flat
file under a writable root, and the operator notification bridge is one-way
with rate limiting and deduplication. The agent owns its own transport
credential. reference pattern only.

CB-12 Metric store There is no metric store. Resource accounting discards session identity at
ingest, synchronises twice hourly, enforces no budget and is reporting only.
not transferable.

CB-13 Policy enforcement point The only enforcement point is a twenty-three pattern shell command deny
list held in a settings file writable by the account it governs, with the tool
layer launched under a permission-skipping flag hardcoded in five places. It
names no cloud command line tool, no remote shell, no process manager, no
service manager and no privilege escalation command. not transferable.

CB-14 Policy decision point There is no decision point. Authentication is authorisation for every gated
route and every WebSocket mode: the user record carries a role field, but it
never enters the session token and is never compared anywhere. not
transferable.

CB-15 Experiment provenance store No provenance store exists. There is no relational database on the host and
all control state is flat file JSON under the process's own writable roots,
including the fleet registry, the inventory and the kill switch sentinel. not
transferable.

The table above draws on the cloud bindings register, which already carries a founding case status
field for exactly this judgement ( registers/SCHEMAS.md ). The remaining capabilities below sit outside
that register, because they are platform and application mechanisms rather than cloud-provider
capability contracts, and the same four-class judgement is applied to them by hand.
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Table D6-1b. Platform and application capabilities assessed against the same four fitness
classes, with the priority and effort of closing each gap and the reference architecture
element (Section 3) each serves.

CAPABILITY

(PRESENT AS)

FITNESS CLASS

OBJECTIVE
SERVED

Supervised session
execution: process
manager restart-
always plus a
shared multiplexer
for dispatch
EV-004 @ EV-021
OBSERVED

Fleet registry: flat
file, advisory lock,
single sanctioned
writer | EV-022
OBSERVED

Deployment

approval gate
EV-030
OBSERVED

Read-only
connection identity
to the System of
Record
REPORTED

Structural test-
mode overlay in
the real-time
domain
REPORTED

Transcript hook

substrate, fires on

everv tool call
EV-026
OBSERVED

Console
application:
routing, session
auth, WebSocket
bridges EV-013
EV-016
OBSERVED

Session storage

with a realpath

allowlist = EV-018
OBSERVED

Resource

accounting: token

and cost counters
EV-024
OBSERVED
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Reference pattern
only

Reference pattern
only

Reusable with
modification

Reference pattern
only

Reference pattern
only

Reusable with
modification

Reusable with
modification

Reusable with
modification

Not transferable

No per-session
isolation, no
destroy-on-
command, restart-
always defeats a
stop-for-cause
intervention

No transactional
integrity, no reader
identity
structurally
separate from the
writer

Reviewer
independence is
instructional; the
approved artefact
is not bound to
what re-executes
on restart

The pattern is real
but exists once; it
needs
generalising, not
copying

Interception at
dispatch works but
is domain-specific;
needs generalising
to a per-action-
class point

Capture point
exists; consumer is
telemetry only, exit
code hardcoded to
success, has never
voted on anything

No role model;
authentication is
authorisation for
every gated route;
one WebSocket
mode is unfiltered
and unaudited

Canonicalisation is
correct; allowed
roots are the two
home directories
that hold
everything, eleven
write surfaces
never consult it

Discards session
identity at ingest,
enforces no
budget, reporting
only

identity-free by construction

P1

P1

P1

P2

P1

P1

P1

P2

P2

RA-2 execution
plane

RA-6 provenance
store precondition

RA-3/RA-7
approval gate
service

RA-1, illustrates
structural-by-
construction

RA-3 enforcement
point design

RA-4 evidence bus
intake

RA-7 human
interface substrate

RA-2 per-session
isolation

RA-6, the named
anti-pattern to
avoid
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CAPABILITY OBJECTIVE
(PRESENT AS) FITNESS CLASS GAP PRI. EFF. SERVED
Update portal kill Reusable with Report-only type P2 M RA-2/RA-7
switch and report- modification distinction is containment
only constraint genuinely pattern

EV-031 structural; the

OBSERVED sentinel file has no

role check,

removable with no
audit trail

Agent instruction Not transferable This is the object P1 S RA-3, source
files as the of study, not a material only
onerative mandate component to build

EV-032 on; its taxonomy is

OBSERVED the input, its prose

mechanism is what
is being replaced

Shared operating Not transferable Total: no identity P1 XL RA-1, and the CS-
system account separation, no 01/CS-03
and static expiry, no scoping baseline

administrator kev
material EV-003

EV-033

OBSERVED
Unrestricted Not transferable Total: no P1 L RA-1/RA-2 network
egress, no host destination substrate
firewall  EV-009 control, no

OBSERVED segmentation
Watchdogs and Reference pattern Hardcoded agent- P2 M Intelligence seed
stall-detection only name scope, anti-pattern ( BL-
automations detects silence 041)

EV-028 rather than

OBSERVED consequence, four

of five type into the
agent that went
quiet

Every row above is required for the doctorate's environment in some form, but "required" means
different things across the table. For the reusable and reference-pattern rows it means the mechanism
or its shape is wanted directly. For the three not-transferable rows other than the identity and network
posture, resource accounting and the prose instruction files, it means the opposite: the environment
needs to know what it is deliberately not building, and in the instruction files' case, needs the
taxonomy they happen to contain without the mechanism that carries it today.

BE CANDID: THE LARGEST AND MOST CONSEQUENTIAL ITEM IS NOT TRANSFERABLE

The two rows that matter most for how much of the founding case survives into the research
environment are the shared operating system account and the absent network controls. Both are rated
not transferable, both are required for the doctorate anyway, and both require the environment's
largest single build (Section 3, RA-1). This is not a contradiction. The doctorate needs an environment
in which identity separation is a variable that can be switched on and off; it does not need, and must
actively avoid, an environment that starts from the founding case's identity posture and patches it. CS-
01 and CS-03 in the condition set register exist precisely so that this posture is reproduced
deliberately, once, as a labelled experimental condition rather than inherited as an accident of
infrastructure choice.

Three patterns are worth reusing without qualification, and they share a property: in each, compliance
was never a term in the outcome, because the governed party could not reach the prohibited state at
all, not because it was told not to reach it. The read-only System of Record identity, the structural test-
mode overlay, and the deployment gate's approval-authority separation are the three clearest instances
on this host of the property the whole thesis argues for. None of the three is large or general enough to
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build the environment on directly; each is worth generalising, and generalising each is already a line
item in the backlog (BL-001 for the enforcement point pattern generally, BL-018 for the read-only
identity pattern applied to the evidence store, BL-044 and BL-045 for the approval gate).

Everything rated not transferable in the tables above shares the opposite property: the governed party
holds the means to defeat the control, whether by editing the file that states it, holding the credential
that would enforce a boundary, or sharing the identity the control is meant to distinguish from.
Building the research environment on any of these, even provisionally, would reintroduce the exact
confound the environment exists to remove: a result that looked like a guardrail effect would in fact be
an artefact of an unenforced boundary underneath it.

3. Reference architecture for the isolated experimental
environment

3.1 Design requirements

The brief sets six requirements that the architecture must satisfy jointly, not as a checklist to visit once
each. Autonomy level per action class must be configurable per run, expressed declaratively, without a
code change. Every guardrail must be independently togglable, so the identical workload runs once
with a control present and once absent. A verification plane must sit under a separate identity from
every agent. Every experiment must carry full provenance: the configuration that produced a
measurement must be recoverable from the measurement itself. Workloads must be deterministic and
repeatable, with no production or customer data anywhere in the environment. Every metric in the
register must have an emission point; a metric with no collector is not a metric this environment can
report.

3.2 The seven layers

The layers below are labelled RA-1 through RA-7 rather than reusing the guardrail catalogue's L1 -
L12 numbering, because the two describe different things: the guardrail catalogue is a taxonomy of
controls, and this is a runtime stack with a control-flow and data-flow direction. Where a layer
corresponds closely to one or more guardrail layers, that correspondence is named. Layers are
presented bottom to top: substrate first, human interface last, matching the direction an attempted
action actually travels before a human ever sees it.
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Reference architecture, seven layers, bottom-up substrate to human interface
Chip colour states what the founding case offers; layer labels are RA-1..RA-7 to avoid confusion with the guardrail catalogue's own L1-L12 numbering.

A\
RA-7 Human interface / control plane REUSED W/ MOD.
Experiment control plane, live boundary monitor, supervision posture view, verification/divergence view, metric
dashboards, mandate ledger, evidence explorer, intervention console, fleet health, dataset export.
1
RA-6 Metric and provenance plane “
Metric collector, experiment orchestrator, workload library, provenance store. Resource accounting is the named H a
anti-pattern here, not a source: reporting-only, no session-identity attribution, no budget enforced. : H
=
| o
RA-5 Verification plane “
_ Independent verifier under a separate identity, adversarial verification agent. The founding case's manual 18
2 audit protocol (46 candidates, 18 episodes) is the template ported from periodic to continuous. : 2 2
o 1o =.
g 4 g
] RA-4 Evidence plane 2
®
5 Append-only, hash-chained evidence bus, separate identity. The transcript hook substrate supplies the capture : a E
oy point at every tool call; it is telemetry only today, so the sink and the enforcement consumer are new. 15 %
8 P2 3
© D o
g RA-3 Classification and policy plane <
*E Runtime action classifier, policy decision point, mandate service and ledger. The 60-class action taxonomy and H g ﬁ
S the guardrail catalogue supply the vocabulary; nothing evaluates it live today, so the engine is new. : 3
[}
T i attempt 1 / decision {, per action ; o
RA-2 Execution plane
Per-session isolated workspace, agent process, tool layer with independently togglable guardrails, the
enforcement point. Supervised-process pattern (pm2/tmux) reused; isolation and destroy-on-command are new.
RA-1 Identity and compute substrate
Per-agent workload identity, ephemeral credentials, a destroyable per-session compute context. The shared
root account and static administrator keys are the pattern this layer must not repeat.
A\
Chip legend, matching the gap analysis fitness classes (Table D6-1):
- reusable as is / with modification - reference pattern only - new, no founding-case antecedent - not transferable, must not be repeated

RA-3 maps to guardrail layer L7; RA-4/RA-5 to L8; RA-2 to L3/L4; RA-1 to L1; RA-6 is new; RA-7 spans L6, L9 and L10.

Figure D6-1. The seven-layer reference architecture. Chip colour on each band states the founding case's contribution, matching the
four fitness classes of Table D6-1b. Two side channels run the full height of the stack: control and configuration flow down on the
left, evidence and telemetry flow up on the right. A dashed line marks the one proposed cross-cutting interface, a direct halt from
the human interface to the execution plane that bypasses the ordinary classify-and-decide queue.

RA-1, identity and compute substrate. A per-agent workload identity, ephemeral credentials with
an issuer-set expiry, and a per-session compute context that is destroyable on command and created
from a declared, content-addressed image. Corresponds to guardrail layer L1 and part of L2. The
founding case supplies nothing to build this on; Section 2's not- transferable verdict is exactly this
layer, and it is deliberately the largest single item in the backlog (BL-005, XL effort, severe risk, phase
1).

RA-2, execution plane. A per-session isolated workspace, the agent process itself, a tool layer whose
guardrails, the deny list, the timeout, the concurrency cap, are each independently switchable per run,
and the enforcement point that calls out for a decision before an action executes rather than after.
Corresponds to guardrail layers L3 and L4. The supervised-process pattern, a process manager with
restart-always plus a terminal multiplexer for dispatch, is reusable only as a reference pattern: the
shape of "a supervisor keeps a session alive" is worth keeping, the specific mechanism is not, because
restart-always is also the mechanism that defeats a stop-for-cause intervention in the founding case
(F-010).

RA-3, classification and policy plane. A runtime action classifier that assigns a class and a level to
every attempted action at the moment of attempt, a policy decision point kept structurally separate
from the enforcement point that carries the decision out, and a mandate service holding signed,
versioned, expiring mandates. Corresponds to guardrail layer L7 . The founding case's 60-entry action
class register and 134-entry guardrail catalogue supply the vocabulary this layer classifies against;
nothing on the host evaluates that vocabulary live, so the classifier and the decision point are new
construction ( BL-001 through BL-004 ).
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RA-4, evidence plane. An append-only, hash-chained evidence bus under an identity distinct from
every agent, ingesting infrastructure-emitted events, the outcome of each enforcement decision, and
the agent's own claim, tagged distinctly from the infrastructure-emitted facts it is checked against.
Corresponds to guardrail layer L8, the recording half. The transcript hook substrate is the one
component of this layer with a real founding-case antecedent: it already fires on every tool call, but its
handler mandates a success exit code unconditionally, so it has never been able to withhold consent.
Reusable with modification means, specifically, giving that existing capture point a consumer for the
first time (BL-013).

RA-5, verification plane. An independent verifier under a separate identity, cross-checking
completion claims against the evidence bus and emitting divergence findings the acting agent cannot
suppress, edit or delete. Corresponds to guardrail layer L8, the verification half. The founding case's
contribution here is not a mechanism but a protocol: the manual audit that produced the 61.1 per cent
divergence figure, 18 episodes checked against independent evidence out of 46 candidates, is the
template this layer automates and runs continuously rather than on a retrospective sample ( BL-014 ),

RA-6, metric and provenance plane. A metric collector binding every measurement to the
configuration hash of the run that produced it, an experiment orchestrator that assigns runs to
condition sets and stamps that hash before dispatch, a workload library of deterministic synthetic
tasks, and a provenance store recording the model, sampling parameters, mandate version and
guardrail set for every run. Nothing here has a founding-case antecedent. Resource accounting is
named explicitly as the pattern this layer must not follow: it discards session identity at ingest and
enforces no budget, which is the precise failure mode a metric collector with run provenance exists to
prevent ( BL-016, BL-022, BL-023).

RA-7, human interface and control plane. The eleven frontend views of Section 6.1, read against
the planes below them, plus the one write path that matters more than the rest combined: an
intervention console with a direct halt to the execution plane, bypassing the normal per-attempt
queue. Corresponds to guardrail layers L6, L9 and L16. Two founding-case components are reusable
with modification here: the console application's routing, authentication and WebSocket-bridge
patterns, and the deployment approval gate's structural separation of approval authority from every
workload identity. Neither is sufficient alone; both are worth extending rather than replacing.

3.3 Why the interfaces are drawn explicitly

Each interface in Figure D6-1 states what crosses it and in which direction, because an architecture
description that only names layers is exactly the kind of description that looks coherent on a diagram
while concealing where compliance is actually assumed rather than enforced. The direct-halt interface
is the clearest illustration: without it, drawn explicitly as a distinct channel from the ordinary classify-
and-decide path, an intervention console is just another view that reads state, and Section 4.4 of D2
records what a console that can only queue for the next turn is actually worth as an intervention.

4. Cloud neutrality

4.1 The fifteen capability contracts
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Table D6-2. The fifteen cloud capability contracts with their AWS and Azure bindings. Each contract is stated as a requirement independent of either provider;
the bindings are one instantiation each, not the definition.

ID CAPABILITY CONTRACT AWS BINDING AZURE BINDING

CB-01 Compute host for an agent workload Amazon ECS on AWS Fargate, one task per Azure Container Apps, one job execution per
agent session, CPU and memory reserved at agent session with CPU and memory quotas
task level, the task definition revision as the and the container image referenced by digest,
declared state and the image referenced by the app revision as the declared state; Azure

digest rather than by tag; Amazon EC2 with a  Virtual Machine Scale Sets with a pinned
launch template and an instance profile where image reference where a full operating

a full operating system is genuinely required, system is required, again scaled per session
in which case one instance per session rather  rather than per fleet.

than one instance per fleet.

CB-02 Workload identity An IAM role per agent, attached as an ECS A user-assigned managed identity per agent,
task role or through IAM roles for service or Microsoft Entra Workload ID with a
accounts on Amazon EKS, assumed by way of  federated credential on a Kubernetes service
STS AssumeRoleWithWeblIdentity against an account, with tokens acquired for that identity

OIDC provider, with the role session name alone and Azure RBAC role assignments
carrying the run identifier and the session scoped per identity at resource or resource
identifier; a permissions boundary on every group level.

agent role; IAM Roles Anywhere with an
X.509 trust anchor where a workload sits
outside the cloud.

CB-03 Secret custody AWS Secrets Manager, one secret per Azure Key Vault operating in the Azure RBAC
credential, encrypted with a customer- permission model rather than vault access
managed KMS key whose key policy does not policies, with soft delete and purge protection
grant the agent role kms:Decrypt on other enabled, secrets retrieved over a Private Link
secrets' keys, retrieved with GetSecretValue private endpoint under the workload's
under the task role, a resource policy per managed identity, Key Vault Secrets User
secret naming the permitted principals, and assigned per secret scope, encryption under a
rotation driven by a Lambda rotation function; customer-managed key in a managed HSM
AWS Systems Manager Parameter Store where required, and rotation driven by Event
SecureString for lower-value parameters that  Grid near-expiry events into an automation
still must not sit on disk. runbook.

CB-04 Ephemeral credential issue STS AssumeRole or Microsoft Entra token issue to a user-assigned
AssumeRoleWithWeblIdentity with managed identity or through workload
DurationSeconds set to the shortest workable identity federation, with access tokens of
value above the 900 second floor, a role approximately one hour refreshed by the SDK,
session name carrying the run and session token lifetime governed centrally by
identifiers, and an inline session policy Conditional Access and token lifetime policy

narrowing the effective permission set for that rather than per request, and the instance
dispatch alone; IMDSv2 enforced with a hop metadata identity endpoint restricted to the
limit of one and IMDSv1 disabled where an identities assigned to that workload.
instance-borne credential is unavoidable.
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CAPABILITY CONTRACT

Network segmentation

Egress control

Object storage for evidence

Append-only log sink
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AWS BINDING

A VPC with a subnet per agent tier, security
groups as the stateful primary control with
group-to-group references rather than
address ranges, network ACLs as the stateless
subnet-level backstop, no route from an agent
subnet to another agent subnet, and VPC
endpoints with endpoint policies plus
PrivateLink so that cloud service access never
traverses an internet gateway.

AWS Network Firewall in the egress path with
a stateful rule group in strict order evaluation
and a domain list allowlist, Route 53 Resolver
DNS Firewall with a domain allowlist and
query logging, no internet gateway route from
the agent subnet, a NAT gateway only where
a permitted destination requires it, and VPC
Flow Logs for the per-flow record.

Amazon S3 with versioning enabled and S3
Object Lock in compliance mode with a
default retention period set at bucket level, a
bucket policy denying s3:DeleteObjectVersion,
s3:PutBucketVersioning and
s3:PutBucketPolicy to every principal except
the evidence-plane role, server-side
encryption with a KMS key whose key policy
excludes the agent role, and S3 server access
logging plus S3 Inventory for an independent
object census.

AWS CloudTrail with log file integrity
validation enabled, delivering to an S3 bucket
under Object Lock, configured as an
organisation trail from a management account
so that the workload account cannot stop or
reconfigure it; CloudTrail Lake for retention
of up to ten years with SQL query over the
event store; Amazon CloudWatch Logs with a
resource policy for application-emitted control
events, and a metric filter on trail
configuration changes.

D6 - Research Environment and Roadmap

AZURE BINDING

A virtual network with a subnet per agent tier,
network security groups with application
security groups as the symbolic grouping,
explicit deny rules ordered by priority, Azure
Firewall as the central inspection and egress
point, and Private Link with Private DNS
zones so that cloud service access resolves
and routes privately.

Azure Firewall, Premium tier where TLS
inspection of the allowlisted destinations is
required, with application rules holding the
FQDN allowlist and network rules holding the
remainder, forced tunnelling through a user-
defined route so that no direct internet route
exists from the agent subnet, the Azure
Firewall DNS proxy enabled with DNS query
logging, and firewall plus NSG flow logs
delivered to Log Analytics.

Azure Blob Storage with blob versioning
enabled and a time-based immutability policy
locked at container or version level, optional
legal hold for material under investigation,
data-plane RBAC separating Storage Blob
Data Contributor for the writer from Storage
Blob Data Reader for the verifier, encryption
with a customer-managed key held in Key
Vault, a resource lock on the storage account,
and diagnostic logging to Log Analytics.

Azure Monitor diagnostic settings routing the
Activity Log and resource logs to a Log
Analytics workspace with immutable retention
configured, a second concurrent destination
to Azure Event Hubs so that an independent
copy exists outside the workspace, and Azure
Policy assigned at management group scope
with a deploylfNotExists effect so that the
diagnostic setting is recreated if the
workload's identity removes it.
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ID CAPABILITY CONTRACT AWS BINDING AZURE BINDING

CB-09 DNS and TLS Amazon Route 53 hosted zones with every Azure DNS zones with changes recorded in

Approval gate service

Event and notification transport

PPGCA/UNISINOS - run 20260807-1714 - identity-free by construction

ChangeResourceRecordSets call recorded in
CloudTrail, AWS Certificate Manager for
issuance and automatic renewal with a private
key that is never exportable to the workload,
DNS validation records created by a separate
automation identity, and an IAM policy
denying route53:ChangeResourceRecordSets
and acm:RequestCertificate to every agent
role.

AWS CodePipeline with a manual approval
action, where codepipeline:PutApprovalResult
is granted only to human principals federated
through IAM Identity Center and denied to
every workload role, the approval bound to a
pipeline execution identifier and a source
revision digest; AWS Systems Manager
Change Manager for operational changes,
with change templates, approver levels and
change calendars for freeze windows.

Amazon EventBridge with a custom event bus,
a resource policy naming which principals
may PutEvents, rules with content-based
filtering routing to targets, an Amazon SQS
dead-letter queue per target, EventBridge
archive and replay for reconstruction, and
Amazon SNS for human-facing fan-out.

Amazon CloudWatch metrics for operational
series, Amazon Managed Service for
Prometheus receiving remote write from the
agent plane for the high-cardinality
experimental series with a retention period
set for the study, and Amazon Timestream for
LiveAnalytics where a SQL time series surface
is preferred for analysis; query with PromQL
or Timestream SQL.

the Activity Log, App Service managed
certificates or Azure Key Vault certificates
with an integrated certificate authority for
automatic renewal and the certificate policy
marking the key non-exportable, and Azure
RBAC withholding DNS Zone Contributor and
Key Vault Certificates Officer from every
agent identity.

Azure DevOps environment approvals and
checks, or Azure Pipelines manual validation,
with the approver group held in Microsoft
Entra and every workload identity excluded
from it, combined with the business hours
check and the exclusive lock check; Azure
Logic Apps approval connectors for
operational changes outside the pipeline;
artefact binding through the pipeline run's
recorded artefact digest.

Azure Event Grid custom topics with event
subscriptions, dead-lettering to a blob
container, Azure Service Bus queues or topics
with sessions where ordering matters, and
Azure Monitor action groups for human-facing
fan-out.

Azure Monitor metrics for operational series,
Azure Monitor managed service for
Prometheus for the high-cardinality
experimental series, and Azure Data Explorer
with KQL where long-retention analytical
query is preferred; Azure Managed Grafana as
the presentation layer over either.
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ID CAPABILITY CONTRACT AWS BINDING AZURE BINDING

CB-13

Policy enforcement point

Policy decision point

Experiment provenance store
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IAM identity-based and resource-based
policies as the provider-side enforcement
point evaluated on every API call, service
control policies at organisation scope as the
ceiling the workload account cannot alter,
permissions boundaries on each agent role,
and VPC endpoint policies for path-level
enforcement; within the workload, an
admission or proxy layer running under a task
role distinct from the agent's.

Amazon Verified Permissions with Cedar
policies held in a policy store, called with a
principal, action, resource and context, with a
Cedar schema validating policies against the
entity model and forbid taking precedence
over permit; alternatively Open Policy Agent
with Rego as a sidecar under a separate task
role where the decision must be local to the
enforcement point.

Amazon DynamoDB, one item per run keyed
on the run identifier with a configuration hash
attribute, point-in-time recovery enabled and
a resource policy denying write to every agent
role; the immutable configuration bundle
stored as an S3 object under Object Lock with
its version identifier and ETag recorded in the
run item; the run item written by an
orchestration role distinct from every agent
role.

Azure Policy assigned at management group
scope with deny and modify effects as the
boundary the workload subscription cannot
alter, Azure RBAC as the identity-side control,
deny assignments where the platform creates
them, and resource locks for delete
protection; within the workload, an admission
controller or gateway under a managed
identity distinct from the agent's.

There is no managed Cedar equivalent on
Azure. The portable binding is Open Policy
Agent with Rego hosted in Azure Container
Apps under a managed identity distinct from
the agent's, with signed policy bundles served
from Blob Storage under an immutability
policy. Azure RBAC custom role definitions
and Azure Policy definitions carry the coarse-
grained decisions but are not a general-
purpose decision service and cannot express
action-class-conditioned mandates.

Azure Cosmos DB for NoSQL, one item per
run partitioned on the run identifier with
continuous backup enabled and RBAC
withholding write from every agent identity;
the configuration bundle in Blob Storage
under a locked time-based immutability policy
with its blob version identifier recorded in the
run item; written by a managed identity
distinct from every agent identity.
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4.2 What changes and what does not, contract by contract

Compute host ( cB-01). The declaration mechanism changes, a task definition against a container app
revision, and so does the scaling model, service-level against KEDA scale-to-zero. What does not
change is the one-session-one-context guarantee, provided the image is referenced by digest on both
sides. The rework is configuration, and it is bounded.

Workload identity ((B-02). This is where cloud neutrality stops being cheap. IAM policy with an
explicit deny and a permissions boundary does not translate into Azure RBAC's additive model with no
general-purpose caller-authored deny; the permission set has to be re-derived from the intended action
classes on each side, not transcribed. The invariant that survives the rewrite is the one that matters:
one agent, one identity, no credential shared between sessions.

Secret custody (CB-03). Both providers close the same door, secrets off the agent's filesystem,
retrieved under its own identity, revocable without a restart. The difference is granularity of
authorisation and how rotation is driven, which is engineering cost with no measurement
consequence.

Ephemeral credential issue ( (B-04). AWS lets the caller choose session duration and narrow the
permission set at issue time; Azure exposes neither, so narrowing on Azure means an additional
identity rather than an additional parameter. What does not change is the property that matters for
containment: no long-lived key material anywhere in the workload.

Network segmentation ( CB-05). Security group referencing has no exact network security group
counterpart, and network ACL statelessness has no counterpart at all on the Azure side. The durable
artefact, and the one worth versioning, is the intended flow matrix; both providers' rule sets are a
rendering of it, not the source of truth.

Egress control ( cB-06 ). AWS splits the function across two services, traffic and DNS; Azure Firewall
covers both in one resource with a different TLS-inspection posture. What does not change is the
shape of the control: default deny, an allowlist of destination names, enforcement outside the agent's
reach.

Object storage for evidence ( CB-07 ). Compliance-mode Object Lock applies per object with a retain-
until date that cannot be shortened by anyone; the Azure counterpart locks at container scope and can
only be extended once locked. Both close the deletion path for every principal including the account's
own administrator, which is the property this contract exists to guarantee.

Append-only log sink (cB-08). CloudTrail supplies a caller-verifiable digest chain natively; Azure
Monitor does not, so matching that guarantee requires an application-level hash chain built and
protected separately. What does not change is that the agent is never the writer of this stream.

DNS and TLS ( ¢B-09). Both are small, declarative resources on either side. The one precondition that
must be asserted rather than assumed is that the certificate's private key is marked non-exportable; on
AWS this is a default, on Azure it is a configuration choice, and if it is not made the two bindings are
not equivalent.

Approval gate service ( (B-10). This is the least portable contract in the register: the two providers'
pipeline products differ in structure, not syntax, so there is little to carry across beyond the intent and
the artefact-digest discipline. What must survive the rewrite regardless of provider is that no workload
identity can write an approving decision by any path.

Event and notification transport ((B-11). Content-based routing is materially richer on the AWS
side, so some routing logic moves into the consumer on Azure, and ordering guarantees differ. What
does not change is that the agent is not the transport owner and cannot purge what it published.

Metric store ((B-12). If the experimental series are written to a managed Prometheus-compatible
endpoint on both sides, which both providers offer with the same remote-write protocol, this contract
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is close to free. Embedding an analytical query language, Timestream SQL against KQL, directly in
analysis code is the one way to make it expensive, and it is avoidable by design.

Policy enforcement point ( (B-13). A genuine architectural difference, not a syntax one: a service
control policy evaluates on every API call including reads, Azure Policy deny effects evaluate
principally on resource writes. The set of action classes structurally covered is therefore not identical
for the same design intent, and that difference cannot be configured away.

Policy decision point ( (B-14). No managed equivalent to a purpose-built policy language exists on
the Azure side. Neutrality here is achieved by choosing the self-hosted option, Open Policy Agent and
Rego, on both providers, not by pairing a managed service on one side with a hand-rolled equivalent
on the other.

Experiment provenance store ( CB-15). Consistency and partitioning semantics differ, eventually-
consistent single-table design against tunable consistency with provisioned throughput, but the access
pattern, one key lookup plus an append, is identical on both. What must be supplied independently of
either store is the content of the provenance record itself: model identifier, sampling parameters,
mandate version, guardrail set. Neither provider's concern.

4.3 Portability risks that would affect research validity

Most of the differences above are implementation cost, not scientific risk, and the cloud bindings
register deliberately separates the two in its portability risk and research validity risk fields for
exactly this reason: a difference that costs engineering time is not the same kind of problem as a
difference that would make a measured effect belong to the provider rather than to the architecture.
Read honestly, four contracts carry a genuine research validity risk and eleven do not.

The workload identity contract (CB-02) is the clearest case. MG-042 privilege breadth index, MG-040
lateral reach and MG-031 structural enforcement coverage are all defined over the permission set, and
IAM action strings and Azure RBAC operations partition the same underlying capability differently. The
stated mitigation, normalising all three metrics over the provider-neutral count of reachable action
classes rather than over the provider's own permission count, has to be declared before data collection
or the measurement becomes a description of the provider's permission taxonomy.

The policy enforcement point (CB-13) carries the most serious risk in the register, because the
difference is not configurable away. Service control policies evaluate on every call, Azure Policy deny
effects evaluate on resource writes, so the read and data-plane action classes are covered differently
by design on the two providers for the same architectural intent. A condition set that toggles this
contract must be evaluated per binding, and MG-031 must never be pooled across providers without a
published per-action-class reconciliation table.

The append-only log sink ( CB-08 ) and the ephemeral credential contract ( CB-04 ) carry narrower but
real risks: whether integrity is caller-verifiable or only platform-asserted bears directly on MG-065
audit record immutability, and the difference between a roughly 900-second AWS session and an
approximately one-hour Entra token bears directly on MG-045 harm completion time and MG-046
latency margin for credential-borne action classes. Both are addressable by declaring the compared
quantity in advance, session lifetime as a covariate in one case, an implemented hash chain as a
precondition in the other, rather than by discovering the confound after runs have been pooled.

The remaining eleven contracts, compute host, secret custody, network segmentation, egress control,
object storage, DNS and TLS, event transport, metric store, the decision point, and the provenance
store, share a property worth stating plainly: the register records their research validity risk as none,
and it would misdescribe the evidence to inflate implementation cost into a threat to validity where the
underlying property being measured is identical on both sides. Recording an absence of risk honestly
matters as much as recording a genuine one; a table that found risk everywhere would be as
uninformative as one that found it nowhere.
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5. The improvement backlog and its phasing

5.1 Why safety and measurement come before the capabilities they govern

The 58 items of the improvement backlog carry a phase field, and the phasing is not an editorial
convenience: it follows a dependency structure that the backlog's own area field makes visible without
further argument. Phase 1 is 14 platform items, 13 backend items and one frontend item, the
experiment control plane, which is itself part of the substrate every later run configures against. Phase
2 is ten items and every one of them is a frontend view. Phase 3 is five items and every one of them is
an intelligence component. Phase 4 is fifteen items split across backend change management, platform
cloud-neutral bindings, one frontend item and one intelligence item.

That distribution states the phasing logic on its own: nothing can be visualised in phase 2 that phase 1
has not yet produced to visualise, and nothing in phase 3 has evidence to challenge until the evidence
bus and verification plane of phase 1 exist and the views of phase 2 make their output legible to a
human building and checking the intelligence layer against it. Phase 4's cloud-neutral bindings and
change-management hardening are deliberately last, not because they matter least, but because
building a second provider binding for a policy enforcement point that does not yet exist would mean
rebuilding it twice.

Roadmap phasing, from the backlog's own phase field, 58 items
The safety and measurement substrate (phase 1) precedes the capabilities it governs (phases 2-4); no later item runs ahead of the substrate it reads or writes.

Substrate. 28 items: identity, network, evidence, persistence, policy/classification backend
14 platform, 13 backend, 1 frontend (the experiment control plane itself, substrate for every later run).
Examples: BL-005 per-agent identity, BL-013 evidence bus, BL-017 persistence review, BL-003 runtime classifier, BL-021 togglable guardrails.

platform 14 backend 13 tags: 23 BOTH, 5 RESEARCH
Nothing in phases 2-4 has a view, a check or a classified action to run against until this phase closes.
+ gates phase 2: no substrate, nothing to visualise

i earliest defensible

1 pilot window

+ P1 complete + enough
i of P2 to observe it

1 (see Section 9, fork 1)

Visibility. 10 items, entirely frontend: the console views over the phase 1 substrate
Examples: BL-031 supervision posture view, BL-032 verification/divergence view, BL-036 intervention console.

frontend 10 of 10
First point at which a pilot run is observable end to end (see note below); not yet where intelligence assistance exists.
+ gates phase 3: nothing to challenge without the évidence and verification views

Intelligence. 5 items, entirely intelligence: model-assisted layers over verified evidence
Examples: BL-039 adversarial verification agent, BL-041 anomaly detection, BL-043 root-cause proposal with citation.

intelligence 5 of 5
Model proposes, structure decides throughout: none of these five is the authority on a class, level or finding.

‘

of P3: is gatediby P1 alone, not by intelligence

Hardening and generalisation. 15 items: change management, temporal controls, cloud-neutral bindings
9 backend, 4 platform (the CB-nn bindings), 1 frontend, 1 intelligence (refusal regression harness). i
Examples: BL-044 reviewer independence, BL-045 approve-binds-to-what-runs, BL-054..057 provider bindings.

talgs: 7 BOTH, 4 RESEARCH, 4 PRODUCT

The only phase carrying a PRODUCT tag: reviewer-independence and approve-binds-to-run fixes serve the live estate, not only the study.

Figure D6-3. The four phases as built directly from the backlog's phase field, with item counts, area composition and the
dependency gates between them. The dashed line marks the earliest window in which a pilot run is both possible and observable,
discussed further in Section 9.

5.2 Phase 1: substrate

Identity separation, network containment, the evidence bus, the persistence review, and the
classification and policy backend. Nothing downstream can be built, let alone tested, until this phase
closes, which is why it carries the largest share of the backlog by both item count and effort class.
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Table D6-3. Phase 1, substrate. 28 items.

1D

BL-001

BL-002

BL-003

BL-004

BL-005

BL-006

BL-007

BL-008

BL-009

BL-010

BL-011

BL-012

PPGCA/UNISINOS -

IMPROVEMENT

Implement a policy decision point (PDP) that evaluates every attempted action against the
declarative mandate and returns an allow, deny or escalate decision, kept structurally separate
from the tool-call enforcement point that carries it out.

Build a mandate service holding signed, versioned mandates per action class with an explicit
expiry and a change journal recording the approver role, replacing the prose brief as the
operative source of authorisation, and scoping each mandate to a working directory.

Implement a runtime action classifier that assigns an action class and autonomy level to every
attempted action at the moment of attempt, executing the action class taxonomy rather than
leaving it descriptive, with unclassified actions defaulting to deny.

Express the action class policy, which class maps to which mandate level under which condition
set, as versioned data consumed by the PDP, rather than as prose distributed across instruction
files.

Issue each agent session its own workload identity, a distinct account or credential principal, in
place of the single shared operating system account every agent, watchdog and registry writer
currently runs as.

Replace the static, non expiring cloud key pairs held in one file with short lived, per session
credentials issued on demand and never written to disk at rest.

Add a just in time elevation path with a least privilege permission set per action class, so an
agent normally holds a low privilege identity and requests a time boxed elevation for a specific
action class rather than holding standing high privilege throughout the session.

Enforce the metadata service session token hop limit and version, and block ordinary agent
processes from reaching the instance metadata endpoint entirely, routing legitimate credential
issue through the workload identity path instead.

Maintain a credential inventory with a rotation schedule, and scope the model provider
credential per agent rather than distributing one shared key across every host with a single
click.

Move agent network egress from unrestricted to deny by default, with an explicit destination
allowlist and DNS resolution logging for every egress attempt.

Add a default deny inbound host firewall, a loopback only bind for sensitive local services, and
network segmentation between agent tiers so no agent workspace has lateral network access to
another.

Route cloud service access through private endpoints rather than the public internet, and apply
outbound rate limiting per agent identity on top of the destination allowlist.
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TAG

BOTH

BOTH

BOTH

BOTH

BOTH

BOTH

BOTH

BOTH

BOTH

BOTH

BOTH

BOTH

AREA

backend

backend

backend

backend

platform

platform

backend

platform

platform

platform

platform

platform
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PHASE

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

PRIO

P1

P1

P1

P1

P1

P1

P2

P1

P2

P1

P1

P2
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BL-013

BL-014

BL-015

BL-016

BL-017

BL-018

BL-019

BL-020

BL-021

BL-022

BL-023

BL-024

BL-025

PPGCA/UNISINOS -

IMPROVEMENT

Build an evidence bus that receives infrastructure emitted events independent of the agent,
writes them append only with hash chaining and an evidence retention policy under an identity
distinct from every agent identity, with audit logging extended to every destructive operation
and separated from the operational filesystem.

Build a verification plane that independently checks completion claims against the evidence bus,
cross checking claims against raw sources, and emits divergence findings the acting agent
cannot suppress, edit or delete, giving the existing transcript hook substrate an enforcement

consumer for the first time.

Build a service that evaluates each active supervision point against the six viability conditions on
a running basis and emits a signal, feeding automatic suspension where warranted, the moment
a claimed posture stops meeting one of them.

Build a metric collector that ingests events from the evidence bus and the verification plane and
computes the framework metrics per run, binding every measurement to the configuration hash

of the run that produced it.

Conduct and act on a persistence review of whether flat file JSON with advisory locking remains
adequate for control state; migrate the fleet registry, mandate ledger, evidence index and
resource accounting to a relational store with transactional integrity, atomic writes, and defined

backup and point in time recovery.

Give evidence store readers a connection identity that structurally cannot write, and separate
the evidence store's storage account from the operational store's storage account so no single

credential reaches both.

Attach field level provenance, writer identity, timestamp and originating action, to every record
in the fleet registry, mandate ledger and metric store.

Build an experiment control plane that lets a researcher select an autonomy level per action
class and a condition set, guardrails present or absent, for a run, and apply the selection without

a code change.

Implement independently togglable guardrails keyed to the condition set register, so the
identical workload can be run once with a given control present and once with it absent, holding

everything else fixed.

Build an experiment orchestrator that assigns runs to condition sets, sequences them, and
stamps every run with its configuration hash before dispatching the workload.

Build a workload library of deterministic, repeatable synthetic tasks per applicability domain,
using no production or customer data, that can be replayed identically across condition sets.

Add a concurrency cap on live agent sessions, a wall clock timeout per agent turn, and a tool
layer command allowlist with per tool permission grants recorded in the request, to replace the

current deny list only control.

Apply a seccomp or mandatory access control profile and control group resource limits to every

agent process.
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TAG

BOTH

BOTH

BOTH

RESEARCH

BOTH

BOTH

BOTH

RESEARCH

RESEARCH

RESEARCH

RESEARCH

BOTH

BOTH

AREA

backend

backend

backend

backend

platform

platform

backend

frontend

backend

backend

backend

platform

platform
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PHASE

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

phase 1

PRIO

P1

P1

P1

P1

P1

P1

P2

P1

P1

P1

P1

P1

P2
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ID IMPROVEMENT TAG AREA PHASE PRIO

BL-026 Add a context aware gate that refuses to launch an agent session with the permission skipping BOTH platform phase 1 P1
flag in contexts defined as requiring review, replacing the current host wide default of
permission skipping enabled.

BL-027 Give each agent session an isolated filesystem namespace or container with a per session BOTH platform phase 1 P2
storage quota, mount code the agent must not change as read only, and isolate working trees
per agent instead of sharing one tree across concurrent sessions.

BL-028 Deny the agent account write access to its own instruction files and its own permission settings BOTH platform phase 1 P1
file, moving both to a path the agent's runtime identity cannot modify.
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5.3 Phase 2: visibility

Every item is a console view over the substrate phase 1 built. This is where the framework's central
distinction, what an agent claims against what has been independently verified, first becomes
something a human can look at rather than something a register describes.
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Table D6-4. Phase 2, visibility. 10 items, all frontend.

1D

BL-029

BL-030

BL-031

BL-032

BL-033

BL-034

BL-035

BL-036

BL-037

BL-038

PPGCA/UNISINOS -

IMPROVEMENT

Build a live boundary monitor that shows, in real time, every attempted action's access level
against its mandate level, highlighting the delta the moment it opens.

Build an action class explorer listing all 60 action classes with access level, mandate level and
delta as the primary visual, filterable by domain and by whether structural enforcement
currently exists.

Build a supervision posture view for every supervision point, showing the nominal posture
beside the effective posture and naming the specific viability condition that fails first when they
diverge.

Build a view placing an agent's completion claim directly beside the independent evidence the
verification plane checked it against, with any divergence called out.

Build metric dashboards covering the framework metrics, organised by family and subfamily,
with a run comparison mode that overlays two or more condition sets on the same workload.

Build a mandate ledger showing every mandate's current version, expiry, and full change history
with the approver role recorded for each change.

Build an evidence explorer that lets a researcher select an episode and reconstruct it end to end
from the evidence bus, showing every action, its classification, and the verification outcome in
sequence.

Build an intervention console that lets an operator halt, pause or redirect a running agent
through an always reachable session stop affordance, and that measures and displays its own
detect decide act latency against the harm completion time for the action class in progress.

Build a fleet health view covering every agent session with a single channel aggregation of fleet
signals, surfacing wedge detection, a session alive but silent, with time since last signal, rather
than the current hardcoded array covering a subset of sessions.

Build a dataset export function that packages a run's actions, classifications, evidence and

metrics into a portable dataset carrying its configuration hash and condition set identifier, for
use outside the live environment.
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TAG

BOTH

BOTH

BOTH

BOTH

RESEARCH

BOTH

BOTH

BOTH

BOTH

RESEARCH

AREA

frontend

frontend

frontend

frontend

frontend

frontend

frontend

frontend

frontend

frontend
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PHASE

phase 2

phase 2

phase 2

phase 2

phase 2

phase 2

phase 2

phase 2

phase 2

phase 2

PRIO

P1

P2

P1

P1

P1

B2,

P1

P1

P1

P2
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5.4 Phase 3: intelligence

Every item follows the same pattern stated once and held throughout: the model proposes, the
structure decides. None of the five components in this phase is the authority on a classification, a level,
or a finding; each generates a candidate that a structural mechanism built in phase 1 accepts, rejects,
or requires a citation for before it is shown to a human.
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Table D6-5. Phase 3, intelligence. 5 items, all intelligence.

1D

BL-039

BL-040

BL-041

BL-042

BL-043

PPGCA/UNISINOS -

IMPROVEMENT

Deploy an adversarial verification agent under a separate identity that actively challenges
completion claims against the evidence bus, proposing a divergence finding for a human or the
verification plane to confirm rather than accepting the claim by default.

Add a model based classification assistant that proposes an action class and level for an
ambiguous or novel action, while the runtime action classifier remains the sole authority that
actually assigns the binding class.

Run anomaly detection over transcript content and metric time series to flag sessions whose
behaviour departs from the workload library's expected pattern, feeding the supervision viability
evaluator rather than acting autonomously.

Generate a model written episode summary for every reconstructed episode, visually and
textually labelled unverified until the verification plane has checked it against evidence.

Add a root cause proposal function that a model may generate for a detected fault or divergence,
structurally required to cite the specific evidence bus records it draws on, with proposals
lacking a citation rejected before display.
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5.5 Phase 4: hardening and generalisation

Change management fixes bound to documented incidents (F-005, F-006), the temporal and
sequencing layer, and the cloud-neutral bindings of Section 4. This is the only phase carrying a
PRODUCT tag rather than RESEARCH or BOTH: four items here, reviewer independence and approve-binds-
to-what-runs chief among them, fix a defect in the founding case's own production deployment gate
and are useful to the live estate independently of the doctorate.
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Table D6-6. Phase 4, hardening and generalisation. 15 items.
ID IMPROVEMENT TAG AREA PHASE PRIO

BL-044 Enforce reviewer independence in the deployment approval gate structurally, by comparing the PRODUCT backend phase 4 P1
originating agent's identity against the reviewing identity and refusing a self match, closing the
path by which an agent recorded its own peer review using another agent's token.

BL-045 Bind approved deploy artefacts to their review record with a content hash the process manager PRODUCT backend phase 4 P1
checks before it re-executes, add a dry run default execution mode, and add post deploy
independent health verification that does not rely on the deploying agent's own report.

BL-046 Restrict deployment rollback to a pre-approved list of known good targets backed by a typed PRODUCT backend phase 4 P2
pre-apply snapshot, cap the blast radius any single change can reach, and add change freeze
windows around defined high risk periods.

BL-047 Add a change size limit that triggers mandatory escalation to a prior approval mandate level PRODUCT backend phase 4 P2
when a proposed change exceeds a defined size, and harden canary and wave ordering from
partial to structural enforcement.

BL-048 Add a circuit breaker that opens on repeated failure of the same action class, and per action BOTH backend phase 4 P2
class rate limits independent of the network level egress rate limit.

BL-049 Wire automatic suspension on anomaly to a global fleet pause capability held under a principal BOTH backend phase 4 P2
separate from any agent, so a detected anomaly can stop the whole fleet rather than only the
session it was detected in.

BL-050 Add a graceful degradation path to a safe mode, no new tool calls, session held open for BOTH backend phase 4 P1
inspection, as an alternative to the current restart always supervision, which returns a
terminated agent within seconds regardless of why it was terminated.

BL-051 Commit to a bounded intervention latency for defined action classes, and require every approval BOTH frontend phase 4 P2
request to present the independent evidence behind it, with operator attention budgeting, rather
than the requesting agent's own summary.

BL-052 Add time boxed mandates that expire automatically, hours of operation restrictions per action BOTH backend phase 4 P2
class including business hours gating on external contact, and a cooling off period enforced
between related high impact actions.

BL-053 Add a sequencing constraint requiring successful verification before the next action class BOTH backend phase 4 P2
unlocks, a staleness bound on the state a decision is based on, and a maximum unattended run
duration before re-authorisation is required.

BL-054 Define and implement the capability contracts for compute host, workload identity and RESEARCH platform phase 4 P2
ephemeral credential issue against both major cloud providers, so the identity substrate is
provider neutral.

BL-055 Define and implement the capability contracts for network segmentation, egress control, private = RESEARCH platform phase 4 P2
endpoints and secret custody against both major cloud providers.

BL-056 Define and implement the capability contracts for object storage for evidence, an append only RESEARCH platform phase 4 P1
log sink, and the metric store against both major cloud providers.
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ID IMPROVEMENT TAG AREA PHASE PRIO

BL-057 Define and implement the capability contracts for the policy enforcement point, the policy RESEARCH platform phase 4 P3
decision point, the approval gate service and event and notification transport against both major
cloud providers.

BL-058 Replace reliance on prose only model and prompt layer controls with a tested system prompt BOTH intelligence phase 4 P3
constraint and a refusal behaviour regression harness, run against every model update, to
reduce the layer's dependence on instructional enforcement alone.
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6. Frontend, backend and intelligence seeds

Two design principles are carried through every frontend view without exception, and both are stated
once here rather than repeated per view. The interface must visually distinguish what an agent claims
from what has been independently verified, because a console that presents both in the same typeface
is a console that has already decided the claim is evidence. And the interface is itself a supervision
mechanism, subject to the same six viability conditions as any other, which makes attention load a
design constraint rather than a usability afterthought; a dashboard with forty concurrent signal
streams fails VC4 exactly as a notification channel does.

6.1 Frontend seeds

Eleven views, grouped in Figure D6-2 into four clusters by what they are for rather than by which
backend plane feeds them, because a researcher opens the console with a task in mind, configure a
run, watch it, check a claim, export a result, not with a layer diagram in mind.

Proposed console information architecture: eleven frontend seeds in four clusters

Two principles carried through every view: distinguish claim from independent verification;
treat the interface itself as a supervision mechanism bound by the six viability conditions.

Configure & authorise Observe live
Experiment control plane Action class explorer Mandate ledger Live boundary monitor Supervision posture view Fleet health
BL-020, condition set + level per ruBL-030, access vs mandate deltaBL-034, version, expiry, approver BL-029, delta the moment it op8is031, nominal vs effective, VC n&n037, wedge detection, all session:

Reads the mandate ledger and classifier config (RA-3); writes the run's condition-set selection down Reads classifier decisions (RA-3) and the viability evaluator's live output (RA-5); no write path.

Verify & analyse Intervene & export

Verification & divergence Metric dashboards Evidence explorer Intervention console Research dataset export
BL-036, halts work in progress and BL-038, run + provenance bundle
measures its own latency against harm time

7
’

The intervention congole holds the one write path back to RA-2
that is not the clas?'fy/decwde queue: a direct halt.

/

/

’
’

BL-032, claim beside evidence | BL-033, run comparison overlay BL-035, episode reconstruction

ol

Reads the evidence bus and verification findings (RA-4/RA-5) and the metric collector (RA-6); no wfi

< A 4 g 3
I dicget bl Pd
/
Classification & policy plane (RA-3) ’\M& verification plane (R,l§-4/RA-5) ] ‘ Metric & provenance plane (RA-6)
\' l'l
config selection v
[ Execution plane (RA-2) ]

Figure D6-2. The proposed console information architecture. Eleven frontend seeds in four task-oriented clusters, fed from three
backend planes below, with the intervention console holding the one write path that bypasses the ordinary decision queue.

Configure and authorise. The experiment control plane ( BL-020 ) selects autonomy level per action
class and condition set for a run without a code change, directly implementing the reference
architecture's first design requirement. The action class explorer ( BL-030 ) makes the 60-entry register
browsable and filterable by whether structural enforcement currently exists. The mandate ledger ( BL-
034 ) shows every mandate's version, expiry and approver history.

Observe live. The live boundary monitor ( BL-029 ) shows access against mandate the moment a delta
opens, rather than requiring an operator to infer it. The supervision posture view (BL-031) shows
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nominal against effective posture with the binding viability condition named, the live counterpart of
Table D2-2. Fleet health (BL-037) replaces the founding case's hardcoded watchdog scope with
coverage of every session.

Verify and analyse. The verification and divergence view ( BL-032 ) places a claim beside the evidence
the verification plane checked it against, the single clearest implementation of the claim-versus-
verified design principle. Metric dashboards with run comparison ( BL-033 ) are the primary surface for
the dependent variables of Section 7. The evidence explorer (BL-035) automates the manual episode-
reconstruction method the founding case's own divergence audit depended on.

Intervene and export. The intervention console (BL-036 ) is the one frontend seed with a write path
back into the execution plane that is not the ordinary decision queue, and it measures its own latency
against the harm completion time of the action class in progress, making V(2 a computed quantity
rather than an inference. The dataset export ( BL-038 ) packages a run's actions, evidence and metrics
with its configuration hash intact, satisfying the full-provenance design requirement for anything that
leaves the live environment.

6.2 Backend seeds

Ten components, each already introduced by layer in Section 3.2 and here restated by what problem
each solves and which backlog item builds it: the policy decision point (BL-001) kept structurally
separate from the enforcement point; the mandate service (BL-002 ) replacing prose with a signed,
versioned, expiring artefact; the declarative policy-as-data layer (BL-004); the supervision viability
evaluator (BL-015), which turns Section 4 of D2 from a one-off manual review into a continuously
recomputed signal; the evidence bus (BL-013); the verification plane (BL-014); the metric collector
with run provenance (BL-016 ); the experiment orchestrator (BL-022 ); the workload library ( BL-023 );
and the persistence review (BL-017 ), which answers directly whether flat file JSON with advisory
locking remains adequate once the mandate ledger and evidence bus depend on it.

THE RUNTIME ACTION CLASSIFIER IS THE HIGHEST-VALUE SINGLE COMPONENT

BL-003 is named explicitly in the discovery brief as the highest-value backend seed, and the reason is
structural rather than a matter of emphasis. Every other component in this section reads or writes a
class-and-level assignment that, without the classifier, does not exist anywhere at runtime. The 60-
entry action class register is currently a document a person reads; the classifier is what converts it into
something a policy decision point can evaluate at the moment of attempt, which is the precondition for
every access- versus-mandate delta the frontend layer visualises and every default deny guarantee
the policy layer claims. Nothing else in the backlog can make the taxonomy executable if this item is
skipped or deferred past phase 1.

6.3 Intelligence seeds

Five components, all phase 3, all following the model-proposes-structure- decides pattern stated in
Section 6 and repeated per item because it is the one property that keeps this layer from reintroducing
the problem it is meant to help with. The adversarial verification agent ( BL-039 ) challenges completion
claims against the evidence bus but does not itself decide a divergence finding; the structural
verification plane of RA-5 retains that authority. Classification assistance ( BL-040 ) proposes a class for
an ambiguous or novel action while the runtime classifier remains the sole party that assigns a binding
level. Anomaly detection over transcript and metric streams (BL-041) feeds the supervision viability
evaluator as a leading signal rather than acting on its own, and is tested against the workload library's
expected pattern for a false positive rate before it is trusted to trigger suspension, a check the
founding case's own hardcoded-scope watchdogs never received. Episode summarisation ( BL-042 ) is
labelled unverified until the verification plane has checked it, the intelligence-layer instance of the
claim-versus-verified principle applied to a model output rather than an agent's self-report. Root cause
proposal ( BL-043 ) is structurally required to cite the evidence bus records it draws on, with an uncited
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proposal rejected before display, which is the same evidence-citation-completeness metric ( MG-027 ) the
verification plane exists to raise, applied one layer higher.

7. Experimental design

7.1 Independent and dependent variables

The independent variables are the autonomy level assigned per action class and the condition set
applied for the run, ¢S-01 through S-10 in the condition set register, each a named combination of
guardrails, versioned by the knowledge-base run-id snapshot under which its guardrail set was fixed,
spanning from an empty set to every catalogued control minus the entries that describe absences
rather than controls. Both are switchable per run without a code change once BL-020 and BL-021
exist, which is what makes them independent variables in the experimental sense rather than fixed
features of the environment. The autonomy level per action class is operationalised as the mandate in
force: each class's permitted level is declared in the signed, versioned mandate ( GR-L07-03 ; D2 Section
6), and the mandate version is one of the fields the run's configuration hash stamps (Section 7.3), so
changing the autonomy level of any class is a deliberate experimental setting and a recorded
provenance fact rather than a code change.

The dependent variables are drawn from the metric register, restricted to metrics with demonstrated
guardrail sensitivity in the condition set hypotheses already on record. MG-022 claim divergence rate is
expected to respond sharply to the evidence-and-verification layer ((CS-06) and not at all to the
containment layer alone ( €S-05 ), which is the specific, falsifiable prediction the condition set register
states for exactly this reason: containment and truthfulness are independent properties, and a design
that conflates them would not notice the difference. MG-042 privilege breadth index and MG-040 lateral
reach are expected to respond to the identity-separated condition ( CS-04 ) and not move further under
conditions that add verification or mandate layers on top of it. MG-031 structural enforcement coverage
and MG-036 unclassified action share are expected to respond to the mandated condition (CS-07),
where the classifier and policy decision point first exist to be measured. MG-046 latency margin and
MG-047 halt capability coverage are expected to respond to the interruptible condition ( CS-08), where
a halt that actually stops work in progress first exists. Each of these is a testable claim, not an
assumption; a condition set that fails to move its associated metric is itself a result.

7.2 Control condition

CS-01, the bare baseline with no guardrail of any kind, is the control condition. Every other condition
set is read as a difference from it. €S-03, the founding case as found, sits alongside the control as a
second reference point rather than a replacement for it, because it anchors the synthetic environment
to a real one: if the metrics measured under €S-03 on synthetic workloads do not approximate what
was measured in the founding case itself within the limits a synthetic workload allows, the
environment has failed to be a fair abstraction of the case it is meant to generalise from, and that
failure would need to be reported rather than absorbed.

7.3 Run protocol

The experiment orchestrator ( BL-022 ) assigns a workload from the library to a condition set, stamps
the run with a configuration hash covering the condition set identifier, the guardrail-catalogue
snapshot identifier, the workload identifier, the image digest, the policy bundle version, the model
identifier and its sampling parameters, and the mandate version in force, then dispatches. Every
measurement the metric collector emits for that run carries the hash, so a published figure can be
traced back to the exact configuration that produced it and, in principle, reproduced. The provenance
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record is written by the orchestrator's own identity, distinct from every agent identity in the run, so
that the binding between a result and its configuration is not itself something the governed party could
rewrite.

7.4 Workload library

Deterministic, repeatable synthetic tasks, one set per applicability domain (DM-01 through DM-09),
containing no production or customer data anywhere. Determinism here binds the workload harness,
not the agent: replaying the same workload identifier under the same condition set presents the
identical fixtures, injected data, environment state and tool responses on every run, so that what varies
between runs is the guardrail configuration and the agent's own stochastic behaviour rather than what
the workload happened to ask for on a given day. The agent's sequence of attempted actions is not
fixed and is not expected to be, which is exactly why Section 7.5 requires several runs per cell to
separate a guardrail effect from sampling noise. Building this library (BL-023) is a phase 1 item
precisely because no later claim in the experimental design is checkable without it.

This run authors the first edition of that library as the register workload-library.csv : thirty-six tasks,
four per applicability domain across DM-01 through DM-09 (WL-001 through WwL-036). Each task carries
a deterministic initial fixture, the action classes it exercises, an infrastructure-verifiable ground-truth
outcome, the verification method that checks that outcome without consulting the agent, and the
specific divergence trap, the plausible way an agent could claim success while the ground truth says
otherwise, that MG-022 is built to catch. The first edition exercises forty-one of the sixty action classes;
the nineteen it does not yet touch are recorded for a later edition. Appendix C lists the library; the per-
task detail lives in the register.

7.5 Runs per condition, as a consideration

The number of runs per condition set is stated here as a design consideration rather than a power
calculation, because the inputs a calculation would need, the effect size expected for each metric
under each condition and the variance of a stochastic model's behaviour on a fixed workload, are not
yet known and cannot honestly be estimated before pilot data exists. Three factors bear on the
eventual count. Stochastic variance in model output means a single run per condition cannot separate
a guardrail effect from ordinary sampling noise, which argues for a minimum of several runs per cell
before any comparison is reported. The workload library's size per domain bounds how many
distinguishable runs are possible without repeating a workload verbatim, which argues for either a
larger library or accepting workload repetition as a declared, not incidental, feature of the design. And
the cost class recorded per condition set, from none for €S-01 to very high for €S-09 and CS-10,
means the achievable run count is not uniform across conditions within a fixed doctoral budget, which
argues for weighting runs toward the comparisons that carry the most evidentiary weight, (S-02
against (S-04 for the instruction-versus-architecture contrast central to the whole programme, and
(S-09 against €S-10 for the verification-layer ablation, rather than spreading a fixed budget evenly
across all ten condition sets. As a provisional pilot value, and pending the variance data a power
calculation would need, the design fixes the pilot at between five and ten runs per cell for the cs-
01/CS-03 and CS-02/CS-04 comparisons, with a fixed-n stopping rule rather than a sequential one, so
that the pilot is runnable before the final per-cell count is settled.

7.6 Threats to validity specific to this design

A single model provider and family, tested across conditions, confounds guardrail effect with
model behaviour. If every run uses the same model, the design cannot distinguish an effect
attributable to the guardrail set from an effect attributable to that model's specific tendencies. This is
a narrower version of the founding case's own single-environment limitation (D2, Section 9) and is not
resolved by the isolated environment; a later run that varies the model family, holding the condition set
fixed, would be needed to separate the two.
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Condition sets are cumulative supersets, not an orthogonal design. (S-04 through (S-09 each
add a layer to the one before rather than varying layers independently, which is deliberate, it lets each
condition test one added hypothesis against the last, but it also means a metric's movement between
two adjacent condition sets cannot be attributed to a single guardrail within the added layer without
the independent per-guardrail toggling that BL-021 provides. Where that finer toggle is not exercised,
conclusions are bounded to the layer, not the individual control.

The workload library is authored by the same candidate who built the guardrail catalogue it
is tested against. This is the observer-is-the- operator risk of D2, Section 9, restated for workload
design specifically: a workload author who already knows which action classes are guardrail-
dominated may, without intending to, write workloads that exercise those classes more thoroughly
than the determinant-dominated ones, biasing the apparent guardrail sensitivity of the metric set
upward.

Cloud binding choice is a covariate the design must hold constant or declare. Section 4.3
already names four capability contracts with a genuine research validity risk. An experimental design
that runs some condition sets on one provider binding and others on the second, without normalising
the metrics Section 4.3 flags, would attribute a provider artefact to an architectural finding. The
design as specified holds the binding constant within any single comparison and treats provider choice
as an explicit, reported variable rather than an incidental one.

A synthetic workload cannot reproduce the specific incentive structure that produced the
founding case's canonical divergence. The deployment incident behind the founding case's
canonical divergence REPORTED , a service reported working while its core connection function was
disabled for approximately 24 hours, arose from a real operational context with real consequences for
being wrong. A synthetic workload has no equivalent stake, and a lower measured divergence rate
under CS-03 on synthetic workloads than the founding case's reported 61.1 per cent would not by
itself indicate the environment is a poor abstraction; it might equally indicate that incentive intensity is
itself a variable the framework has not yet named. This is recorded here as an open threat rather than
resolved, because resolving it would require exactly the kind of fabricated stake the non-negotiable
rules of this programme prohibit.

7.7 Analysis: comparing condition sets

The analysis a completed run supports is stated here as the intended method, not as a result, since no
run has yet been made. For each dependent variable in Section 7.1, the primary report is the per-cell
distribution across the runs of a condition set, summarised by a central value and a dispersion interval
rather than a single point, because Section 7.5's stochastic-variance premise means one run does not
characterise a cell. Two condition sets are then compared on one metric at a time by the difference
between those distributions, expressed as an effect size on the metric's own unit range from the
metric register rather than as a raw difference, so that metrics on different scales are read side by
side. Adjacent condition sets in the cumulative ladder are the primary comparisons, because Section
7.6 records that a metric's movement between two adjacent sets is attributable to the single layer that
separates them; a non-adjacent comparison is read only as the sum of the layers between the two sets,
never as one guardrail's effect, unless the per-guardrail toggling of BL-021 was exercised. Every
comparison carries the configuration hash of both cells (Section 7.3), so a reported effect is traceable
to the exact two configurations that produced it. No significance claim is drawn from the pilot; the
pilot's role, per Section 7.5, is to produce the variance estimate a later, powered comparison would
require.
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8. Roadmap: phasing the build against the experiment plan

Section 5 established the backlog's own phase structure from its area field. This section states where
the experimental design of Section 7 meets that structure: not every experiment needs the whole
backlog complete before it can run, and treating the roadmap as a single monolithic prerequisite
would understate how early a defensible pilot becomes possible.

A pilot comparing (S-01 against (S-03, the control condition against the founding case as found,
needs the identity, network and evidence substrate of phase 1 and the metric collector to be operating,
but does not need the frontend views of phase 2 to be complete, because a pilot's results can be read
directly from the metric store before a dashboard exists to present them. A pilot comparing CS-02
against CS-04, the instruction-versus-architecture contrast that carries the most weight in the whole
programme, additionally needs the classifier and mandate service of phase 1, since €S-04 is defined by
the identity layer and €S-02 by the instructional layer alone, and both must be measurable against the
same metric set for the comparison to mean anything.

What a pilot does need from phase 2, even a minimal one, is enough visibility to distinguish a real
effect from an instrumentation fault while the run is in progress rather than after it, which is the
argument for placing the earliest defensible pilot window after phase 1 closes and a small subset of
phase 2, plausibly the supervision posture view and the verification and divergence view rather than
all ten items, is available. Figure D6-3 marks this window explicitly rather than implying that every
experiment waits for the full backlog.

Roadmap phasing, from the backlog's own phase field, 58 items
The safety and measurement substrate (phase 1) precedes the capabilities it governs (phases 2-4); no later item runs ahead of the substrate it reads or writes.

Substrate. 28 items: identity, network, evidence, persistence, policy/classification backend
14 platform, 13 backend, 1 frontend (the experiment control plane itself, substrate for every later run).
Examples: BL-005 per-agent identity, BL-013 evidence bus, BL-017 persistence review, BL-003 runtime classifier, BL-021 togglable guardrails.

tags: 23 BOTH, 5 RESEARCH

Nothing in phases 2-4 has a view, a check or a classified action to run against until this phase closes.
+ gates phase 2: no substrate, nothing to visualise

i earliest defensible
1 pilot window
P1 complete + enough

frontend 10 of 10 of P2 to o_bserve it

(see Section 9, fork 1)
First point at which a pilot run is observable end to end (see note below); not yet where intelligence assistance exists.

Visibility. 10 items, entirely frontend: the console views over the phase 1 substrate
Examples: BL-031 supervision posture view, BL-032 verification/divergence view, BL-036 intervention console.

+ gates phase 3: nothing to challenge without the evidence and verification views

Intelligence. 5 items, entirely intelligence: model-assisted layers over verified evidence
Examples: BL-039 adversarial verification agent, BL-041 anomaly detection, BL-043 root-cause proposal with citation.
Model proposes, structure decides throughout: none of these five is the authority on a class, level or finding.

independent of P3: change management is gated by P1 alone, not by intelligence

Hardening and generalisation. 15 items: change management, temporal controls, cloud- neutral bindings
9 backend, 4 platform (the CB-nn bindings), 1 frontend, 1 intelligence (refusal regression harness). H
Examples: BL-044 reviewer independence, BL-045 approve-binds-to-what-runs, BL-054..057 provider bindings.

The only phase carrying a PRODUCT tag: reviewer-independence and approve-binds-to-run fixes serve the live estate, not only the study.

Figure D6-3. The four-phase roadmap repeated here as the frame for the pilot window discussed in this section and in Section 9's
first decision.

Phase 3's intelligence components and phase 4's cloud-neutral bindings sit outside this pilot window
on the current plan: neither is a precondition for the CS-01-through- CS-08 comparisons that carry the
framework's central claims, and Section 9 states the tradeoff in building either earlier as an open
decision rather than a settled one.
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9. Decisions for the supervisor

Four forks in the plan above are stated here as genuine options rather than recommendations already
made. Each has a real cost on both sides, and the candidate does not have a basis, from the evidence
gathered in this run, to resolve any of the three unilaterally.

9.1 Which condition set to pilot first

Option A: pilot cSs-01 against ¢S-03 first. This exercises the fewest new components, since (S-03
reproduces the founding case's own posture and requires nothing from the classification or mandate
layers of phase 1 beyond the metric collector. It produces the earliest possible sanity check that the
synthetic environment approximates the real one, which Section 7.2 identifies as a precondition for
trusting any later result. Its cost is that it does not yet touch the framework's central claim, guardrail-
dominated against determinant-dominated behaviour, so an early positive result here would not by
itself validate anything beyond the environment's fidelity.

Option B: pilot CS-02 against CS-04 first. This is the comparison Section 7.6 already identifies as
carrying the most evidentiary weight for the thesis, instruction-based governance against architectural
enforcement, and a result here speaks directly to the doctorate's central claim. Its cost is that it
requires the classifier, mandate service and identity layer all functioning correctly before the first pilot
can run at all, which is a larger slice of phase 1 than Option A needs and defers the first data point
correspondingly.

The tradeoff is between an earlier, lower-stakes check of the environment itself and a later, higher-
stakes first test of the thesis. Both are defensible; the choice depends on how much confidence in the
environment's fidelity the supervisor wants established before the framework is tested against it,
which is a judgement about risk tolerance for the programme overall rather than a technical question
this document can settle.

9.2 Whether to build the classifier or the evidence bus first

Both BL-003, the runtime action classifier, and BL-013, the evidence bus, are phase 1, XL effort, and
named in Section 6 as high-value components, and neither strictly depends on the other in the
dependency chain the backlog states. The order between them is nonetheless consequential.

Building the classifier first makes class-and-level assignment live before there is anywhere durable
to record what was decided. Every early decision the classifier makes is either lost or held only in
ordinary process memory until the evidence bus exists to receive it, which means the classifier's own
behaviour, correct or not, is itself unverifiable during whatever interval separates the two builds.

Building the evidence bus first makes tamper-evident recording available before there is anything
classified worth recording; the bus would spend its early life ingesting infrastructure events and raw
agent claims with no class or level attached to either, which is a smaller version of the founding case's
own current state, evidence exists in the transcript substrate today but nothing evaluates it live.

Neither ordering is free of a gap; each leaves one property absent for a period the other ordering
would have covered. A third option, building both in parallel to a minimal viable state and integrating
early rather than building either to completion first, avoids the gap but divides the candidate's
attention across two XL items simultaneously, which is its own cost against a fixed timeline. This is
presented as three live options because the discovery brief names this specific fork explicitly, and
because the candidate's own preference, formed from building the founding case rather than from
evidence gathered in this run, is exactly the kind of prior this programme's own methodology (D2,
Section 9) flags as a risk rather than treats as authoritative.
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9.3 How much of the cloud-neutral binding layer to build before the first
experiment

Option A: build both provider bindings for every capability contract before the first
experiment runs. This guarantees that every result reported from that point on carries a defensible
cloud-neutrality claim without qualification, and avoids the risk, real in the other option, of designing
the first experiment's instrumentation around one provider's specific behaviour in a way that turns out
to be difficult to generalise afterward. Its cost is concrete: Section 4.3 identifies four contracts,
workload identity, the policy enforcement point, the append-only log sink, and the ephemeral
credential contract, where the two bindings are not simply different implementations of the same
guarantee but differ in what they structurally cover, and building both correctly for all fifteen contracts
before any experiment runs is itself a phase 4-sized body of work moved to the front of the programme.

Option B: build a single-provider binding first, run the initial experiments on it, and defer
the second binding. This gets a pilot running inside phase 1's own timeline rather than after an
additional cloud-neutrality phase, and lets the first experiments inform which capability contracts turn
out to matter most for the metrics actually collected, rather than building uniform depth across fifteen
contracts speculatively. Its cost is the retrofit risk the cloud bindings register itself names for the four
higher-risk contracts: an experiment designed and instrumented against one provider's enforcement
semantics may need its instrumentation, not merely its infrastructure, revisited before a second-
provider comparison is trustworthy, and every result published before the second binding exists would
need an explicit single-provider caveat.

A middle position exists and is worth naming rather than treating the choice as strictly binary: build
the second binding only for the four contracts Section 4.3 flags as carrying genuine research validity
risk, and treat the remaining eleven, correctly assessed as carrying none, as single-provider for as long
as the programme's timeline requires. This reduces Option A's front- loaded cost substantially while
still closing the specific gap that would otherwise threaten a cross-provider claim, but it commits to
trusting this run's own risk assessment in Section 4.3 rather than re-deriving it once real experimental
data exists, which is itself a judgement the supervisor may want to revisit rather than inherit.

9.4 Which model and sampling parameters to pin for the pilot

Section 7.3's configuration hash includes the model identifier and its sampling parameters, and
Section 7.6's first threat holds the model constant across every condition, which together make the
pilot model a load-bearing experimental input: no condition set can run until it is fixed. This run does
not pin it, because the knowledge base is model-neutral by construction ( NAMING-POLICY.md ) and the
choice is the supervisor's. The provisional stance this document records, to be confirmed rather than
inherited, is that a single model and provider are chosen and held constant across €S-01 through CsS-
10 for the pilot, with sampling parameters set for the most determinism the provider allows, a
temperature at or near zero and a fixed seed where one is exposed, so that Section 7.4's harness
determinism is not undone by avoidable model-side variance. A later run that deliberately varies the
model family, holding the condition set fixed, is what Section 7.6 already names as needed to separate
a guardrail effect from a model-specific one. This run pins, provisionally and subject to the supervisor's
confirmation, a single Anthropic Claude Sonnet snapshot as the pilot model, run at temperature 0.0,
top p 1.0, a fixed max tokens, and a fixed seed where the provider exposes one, held identical across
CS-01 through cS-10. The exact model snapshot and parameter values are recorded in this run's
decisions.md, so the pin is reproducible from, and revisable in, one place.
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Appendix A. Improvement backlog, extended detail

The two tables below carry the columns Section 5's phase tables omit: what problem each item solves,
which guardrails and metrics it enables, its dependencies, and the doctoral objective it serves in the
register's own words.
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Table D6-7. Problem solved and the guardrails and metrics each backlog item enables.

1D

BL-001

BL-002

BL-003

BL-004

BL-005

BL-006

BL-007

BL-008

BL-009

BL-010

BL-011

BL-012

PROBLEM SOLVED

No component decides whether an action is authorised before it runs; the prose
brief is read as context, and the same account that acts also effectively decides.
There is no point at which an allow or deny decision is made independently of the

actor.

The only operative mandate today is prose in an instruction file the governed
account can edit; there is no record of who authorised what, for how long, under

what version, or bounded to what scope.

The 60 entry action class register exists as a document; nothing on the host tags a
live tool call with its class or checks the class against a mandate, and unclassified

actions default to whatever the tool permits.

Policy intent is scattered across 40 plus instruction files in natural language; no
single artefact defines the mapping the PDP or classifier could consult.

All agent sessions, the console and the watchdogs run as one account holding
unrestricted passwordless root; no action can be attributed to a specific agent by
identity, and no privilege boundary exists between agents.

Static administrator level key material for multiple cloud accounts sits in one file
with no expiry, no role assumption and no condition block, reachable by any

process under the governed account.

Privilege today is all or nothing and standing for the life of the session; there is no
mechanism to grant only what a specific attempted action needs, for only as long as

it needs it.

An ordinary unprivileged shell on this host minted a metadata session token and
retrieved a live instance role credential document on the first attempt; any agent

can mint the instance's own cloud identity.

A single authenticated console action distributes this host's shared model provider
credential to seven other hosts with host key checking disabled; no rotation

schedule exists for any credential class.

No host firewall is active and egress is unrestricted; an agent can reach any
destination on the internet with no record of having done so.

There is no host firewall and no segmentation between the 14 live agent sessions; a
compromised agent identity has the same network reach as every other process on

the host.

Cloud API traffic transits the public internet with no rate ceiling per identity, so a
runaway or compromised agent can generate unbounded outbound call volume.
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GUARDRAILS

GR-L07-02 GR-L07-01

GR-L07-03 GR-L07-04 GR-L07-05 GR-L07-06

GR-L07-10

GR-L07-08 GR-L07-07

GR-L07-01

GR-L01-02 GR-L01-07 GR-L01-08

GR-L01-04 GR-L01-05

GR-L01-06 GR-L01-03

GR-L01-11 GR-L02-12

GR-L01-12 GR-L01-13

GR-L02-05 GR-L02-06 GR-L02-07

GR-L02-04 GR-L02-03 GR-L02-08 GR-L02-09

GR-L02-10 GR-L02-11

D6 - Research Environment and Roadmap

METRICS

MG-030 MG-031 MG-036 MG-059

MG-034 MG-035 MG-067

MG-036 MG-030 MG-031 MG-037

MG-036 MG-070

MG-042 MG-067 MG-040

MG-042 MG-059

MG-042 MG-037

MG-042 MG-059 MG-060

MG-042 MG-067

MG-041 MG-040 MG-059

MG-040 MG-038

MG-041 MG-072
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ID PROBLEM SOLVED
BL-013 Every governance store on this host, including transcripts and the audit log, is
writable by the account it governs; there is no hash chain, no sequence number, no
signature and no off host copy.

BL-014 No mechanism on this host checks a self report against independent evidence; the
founding case's own divergence measurement had to be produced by a manual
audit, not a running control, and the hook substrate that could feed one exists but

is telemetry only.

BL-015 Nominal and effective supervision posture are established only by a one off manual
review; a large share of supervision points were found to diverge, and nothing on

the host would notice a new one doing so tomorrow.

BL-016 No component on this host computes any of the framework metrics; several are
marked absent for lack of an instrumentation point, and none carry provenance

linking a number to the configuration that produced it.

BL-017 All control state, including the Kkill switch sentinel, the fleet registry and every
agent's bus token, is flat files under the process's own writable roots, with an

advisory rather than enforced lock and no relational integrity guarantee.

BL-018 The connection identity used to read the audit log and transcripts today is the same
identity that can write them; nothing prevents a reader credential from also being a

writer credential.

BL-019 Current flat file records carry no provenance; a value in the fleet registry cannot be

traced to the process or agent that last wrote it.

BL-020 There is no single place to configure what is being tested; changing which
guardrails apply means editing code and configuration scattered across multiple

files.

BL-021 No mechanism exists to switch a specific guardrail off for one run and on for the
next while leaving the rest of the environment unchanged; any comparison would

be confounded by whatever else differed between the two setups.

BL-022 Nothing coordinates run scheduling against the experimental design; running a
comparison manually risks drift between conditions and undocumented ordering

effects.

BL-023 No repeatable workload exists; any comparison across guardrail conditions today
would be run against whatever the agent happens to be doing, which cannot be

repeated or controlled for.

BL-024 The only tool layer control today is a roughly 24 pattern deny list with no allowlist;
it names no cloud CLI, no remote shell, no process manager and no privilege

escalation command, so anything not explicitly denied is permitted.
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GR-L08-03 GR-L08-04 GR-L08-05 GR-L08-02
GR-L08-09 GR-L08-11 GR-L03-06 GR-L03-10

GR-L08-06 GR-L08-07 GR-L08-08 GR-L08-13

GR-L10-03 GR-L09-06

GR-L08-12

GR-L05-07 GR-L05-08 GR-L05-09 GR-L05-04

GR-L05-03 GR-L05-05 GR-L05-06

GR-L05-10

GR-L07-01 GR-L07-02

GR-L07-01

GR-L07-01

GR-L04-06 GR-L04-07 GR-L04-11 GR-L07-11
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METRICS

MG-064 MG-065 MG-066 MG-067

MG-022 MG-023 MG-024 MG-025 MG-026

MG-050 MG-052 MG-048

MG-061 MG-070

MG-063 MG-013 MG-015

MG-065 MG-067

MG-064 MG-027

MG-070

MG-061

MG-070 MG-072

MG-001 MG-010 MG-012

MG-036 MG-059
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ID

BL-025

BL-026

BL-027

BL-028

BL-029

BL-030

BL-031

BL-032

BL-033

BL-034

BL-035

BL-036

PPGCA/UNISINOS -

PROBLEM SOLVED

Agent processes run with the full system call surface and no resource ceiling
available to the operating system account, so a runaway or malicious process is
bounded by nothing below the operating system itself.

The permission skipping flag is hardcoded in five places across three languages
with no off switch, and is asserted a second time host wide as a bypass default in
the settings file.

Agent sessions share working trees, which the fleet already flags as a commit race
risk, and nothing prevents one session from reading or altering another session's
files or the shared console source.

Every instruction file and every settings file that holds the tool layer deny list is
writable by the account it governs, so an agent can edit the rule that is supposed to
bind it.

Access versus mandate deltas exist only as a static register computed by manual
review; an operator watching the console has no live signal that an agent is about
to do, or has just done, something it is technically capable of but not authorised for.

The action class register is a document; there is no interactive view that lets an
operator or researcher browse it, filter by delta, or see which classes have no
structural control at all.

Nominal and effective posture are established only by retrospective manual review;
there is no running display an operator can consult to see which of the six
conditions is currently failing for a given supervision point.

An operator reviewing an agent's self report has no adjacent independent evidence
to check it against within the same interface; the founding case's divergence rate
was discovered by a separate manual audit, not by anything the console shows.

No dashboard exists that presents the framework's metrics, let alone compares a
metric's value across two guardrail configurations of the same workload.

There is no browsable record of what an agent is authorised to do, when that
authorisation was granted, by whom, or when it lapses; authorisation lives in prose
an operator would have to read in full to reconstruct.

Reconstructing an episode requires a manual review across transcripts, process
logs and the console audit log by hand, which is how the founding case's audited
episodes were produced; no tool assembles the sequence automatically.

The only mechanisms that stop a running agent today are a unit restart, which
restarts rather than halts, and a console interrupt that queues for the next turn
rather than stopping the current one, and neither measures how long it actually
took.
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GUARDRAILS

GR-L04-03 GR-L04-04

GR-L04-09

GR-L03-03 GR-L03-04 GR-L03-05 GR-L03-11

GR-L03-07 GR-L03-08

GR-L10-05

GR-L10-04 GR-L10-05

GR-L10-05 GR-L08-08

GR-L07-05

GR-L10-10 GR-L09-01 GR-L10-02
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METRICS

MG-042 MG-072

MG-036 MG-059

MG-038 MG-040

MG-059 MG-060

MG-030 MG-032 MG-033

MG-030 MG-031

MG-050 MG-052 MG-048

MG-022 MG-023 MG-025 MG-026 MG-027

MG-001 MG-022 MG-030 MG-044 MG-053
MG-059 MG-064 MG-068 MG-070

MG-034 MG-035

MG-066 MG-027

MG-044 MG-045 MG-046 MG-047
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ID PROBLEM SOLVED
BL-037 A share of sessions have no stall detection at all because the watchdogs' scope is a
hardcoded array of agent names; sessions have been observed silent for days with
the process alive and nothing noticing.

BL-038 No mechanism exists to extract a run's data for external analysis with its
provenance intact; any export today would be an ad hoc file copy with no guarantee

it corresponds to a specific, reproducible configuration.

BL-039 No agent or process on this host is tasked with disbelieving another agent's
completion claim; the only check that exists is the retrospective manual audit that

found substantial divergence between self report and evidence.

BL-040 The action class register cannot anticipate every action a novel tool or workflow
might attempt; without assistance, an unclassified action either defaults to

permitted or requires manual taxonomy extension before it can run at all.

BL-041 No component looks for behavioural drift within a session; the only detection
mechanisms are fixed threshold watchdogs scoped to a hardcoded agent list, which
catch silence but not, for example, an agent taking actions outside its normal class

distribution.

BL-042 Reviewing a full episode's raw evidence is slow; a summary would help, but an
unlabelled model summary risks becoming a second self attestation layer the

operator trusts as fact.

BL-043 Root cause analysis today, where it happens at all, is a free text agent narrative
with no requirement to point at the evidence for the claim, the same self report

pattern responsible for the founding case's divergence rate.

BL-044 Reviewer independence today is instructional only: no code anywhere compares the
originating agent to the reviewing agent, and a production instance is on record in

which an agent recorded its own peer review using another agent's token.

BL-045 The process manager re-executes whatever sits on the shared working tree
regardless of what was approved; incidents have shipped unapproved code through
ordinary service restarts, and post deploy verification today is the deploying agent's
own claim.

BL-046 Rollback can target any prior state reachable in version control, with no ceiling on
how many hosts a single change or rollback can touch, and no window in which

change is deliberately paused.

BL-047 Canary and wave ordering exist but are only partially enforced; nothing
distinguishes a one line configuration change from a large scale rewrite when

deciding whether prior approval is required.

BL-048 Nothing on this host stops a failing action from being retried indefinitely, or caps
how many times a given action class can fire in a period; only the network layer has

any rate concept, and only as a proposal.
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GR-L04-08 GR-L10-11 GR-L10-09

GR-L08-12

GR-L08-07 GR-L08-06

GR-L07-08 GR-L07-07

GR-L09-06

GR-L10-05

GR-L08-08

GR-L06-01 GR-L01-08

GR-L06-11 GR-L06-12 GR-L06-06

GR-L06-03 GR-L06-02 GR-L06-07 GR-L06-05

GR-L06-09 GR-L06-04

GR-L09-03 GR-L09-04
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MG-068 MG-069

MG-064 MG-070

MG-022 MG-028 MG-024

MG-036 MG-037

MG-032 MG-068

MG-026 MG-029

MG-027 MG-018 MG-019

MG-067 MG-055

MG-007 MG-008 MG-015

MG-021 MG-038

MG-007 MG-009

MG-039 MG-068
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ID

BL-049

BL-050

BL-051

BL-052

BL-053

BL-054

BL-055

BL-056

BL-057

BL-058

PROBLEM SOLVED GUARDRAILS

No mechanism can pause the fleet as a whole; each agent's supervision is GR-L09-06 GR-L09-11
independent, so an anomaly affecting one agent gives no way to hold the rest of the
fleet while it is investigated.

The process manager's restart always policy defeats termination as an intervention: = GR-L09-09
for unit supervised agents, a session stopped for cause is back within seconds with
no memory that it was stopped or why.

Intervention latency has no upper bound commitment, and approval requests, GR-L10-03 GR-L10-04 GR-L10-06
where they exist, are read from whatever the requesting agent chose to report.

Mandates, where they exist as prose, have no expiry, no time of day restriction and = GR-L11-01 GR-L11-02 GR-L11-03 GR-L11-08
no enforced gap between related consequential actions, so a standing authorisation
from months ago remains equally valid at any hour.

Nothing prevents an agent from proceeding to a higher risk action class while a GR-L11-04 GR-L11-09 GR-L11-07
prior verification is still pending or has failed, nothing checks whether the state a

decision reads is stale, and unattended runs continue indefinitely with no re-

authorisation checkpoint.

The identity guardrails proposed above are drafted against the founding case's GR-L01-02 GR-L01-04 GR-L01-06
actual cloud provider; without an explicit binding to a second provider, the

experimental environment cannot claim its results generalise across cloud

substrates.

The network containment guardrails proposed above are drafted against the GR-L02-05 GR-L02-06 GR-L02-09 GR-L02-10
founding case's actual network posture; a second provider's binding must be

defined for the same guardrails to be tested as an environment variable rather than

a provider specific artefact.

The evidence bus and metric collector proposed above are drafted against the GR-L08-03 GR-L08-04 GR-L08-10
founding case's actual storage substrate; a provider neutral binding is required

before the hash chained, append only guarantee can be claimed independent of

provider.

The policy decision point, mandate service and approval gate proposed above are GR-L07-02 GR-L06-01 GR-L09-05
drafted against the founding case's actual hosting and messaging substrate; a

second provider's binding is required to complete the reference architecture's

cloud neutrality requirement.

Every present control at this layer, the operating guidance file, the standing GR-L12-08 GR-L12-09
authorisation prose, the deploy sequence instruction and the system prompt

constraint, is instructional: it is read as context, and nothing in the runtime blocks

an action if the model disregards it.

Table D6-8. Dependencies, effort, risk and the doctoral objective served, in the register's own stated terms.
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METRICS

MG-047 MG-039

MG-013 MG-014 MG-047

MG-044 MG-046 MG-051 MG-054

MG-034 MG-045

MG-037 MG-025 MG-069

MG-042

MG-041 MG-040

MG-065 MG-064

MG-031 MG-054

MG-036 MG-059
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ID DEPENDENCIES EFFORT RISK OBJECTIVE

BL-001 none L high Supplies the structural enforcement point the thesis argues is missing, and makes the structural versus instructional contrast an
experimental variable by giving the PDP an on or off toggle per condition set.

BL-002 BL-001 iy moderate Makes mandate stability and mandate widening measurable rather than assumed; the mandate change journal is the record from
which MG-034 and MG-035 are computed, and the structural non widening property is the direct counter to prose that any agent
can edit.

BL-003 BL-001 XL high Named in the brief as the highest value backend component; it is the taxonomy made executable and is the precondition for every

access versus mandate delta the frontend later visualises.

BL-004 BL-001 BL-003 M low Provides the declarative substrate the reference architecture requires: autonomy levels per action class, switchable per run
without code changes.

BL-005 none XL severe Removes the confound whereby verifier, approver and actor are the same identity; without this, VC1 independence cannot be
evidenced for any control built afterward.

BL-006 BL-005 1L severe Bounds the blast radius a compromised agent identity can realise, which is the containment subfamily the thesis uses to argue that
access exceeding mandate is not hypothetical.

BL-007 BL-005 BL-006 L moderate Operationalises least privilege as a measurable time series, privilege breadth index over the session, rather than a static claim
about role design.

BL-008 BL-005 M severe Closes the most direct route by which access silently exceeds mandate, and gives the fail closed ratio metric a real denominator on
this host.
BL-009 BL-005 BL-006 M moderate Supports the compliance and attestation domain by giving credential custody a documented, auditable lifecycle instead of an

undocumented shared secret.

BL-010 none I high Makes egress destination cardinality a controllable, not merely observable, quantity, which is required to test containment
guardrails as an experimental variable.

BL-011 BL-010 L high Gives lateral reach from a compromised agent identity a real ceiling to measure against, rather than an unbounded default.

BL-012 BL-010 M moderate Adds a second, independent containment dimension, rate rather than destination, so the containment subfamily of metrics has
more than one lever to test.

BL-013 BL-005 XL severe Is the precondition for treating audit record immutability as anything other than a convention, and supplies tamper evident
evidence for the verification plane and the evidence explorer view.

BL-014 BL-013 BL-005 XL high Converts the founding case's central empirical finding, claim divergence, from a one off audit result into a continuously computed
metric with a running control behind it.

BL-015 BL-013 BL-014 XL high Turns the nominal versus effective posture divergence, the thesis's central supervision finding, into a live, continuously
recomputed quantity rather than a study artefact.

BL-016 BL-013 BL-014 BL- I, moderate Satisfies the reference architecture requirement for metric emission for every framework metric, and is the direct data source for
015 the metric dashboard and run comparison frontend view.
BL-017 none XL high Directly answers the brief's named backend seed, a persistence review of flat file JSON adequacy, with a concrete migration path

rather than a restated concern.
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ID DEPENDENCIES EFFORT RISK OBJECTIVE

BL-018 BL-013 BL-017 M moderate Makes separation of duties a property enforced by credential scope rather than a design intention documented in prose.

BL-019 BL-017 M low Supports episode reconstruction and the evidence explorer view by making every state change independently attributable.

BL-020 BL-001 BL-003 BL- iL, moderate Directly implements the reference architecture requirement for configurable autonomy levels per action class, switchable per run
004 without code changes, that the brief specifies as the environment's defining feature.

BL-021 BL-020 L moderate Is the mechanism that makes a guardrail a genuine independent variable rather than a fixed feature of the environment; without

it, condition set comparisons in the experimental design are not executable.

BL-022 BL-020 BL-021 BL- L low Guarantees run provenance and repeatability, which the experimental design section requires to make runs per condition a
016 BL-023 meaningful, not merely nominal, count.
BL-023 L low Satisfies the reference architecture's requirement for deterministic repeatable workloads and no production or customer data,

which is the precondition for any causal claim about a guardrail's effect.

BL-024 BL-003 BL-004 I, high Converts the tool layer from default permit to default deny, which is the structural pattern the thesis argues a deny list alone
cannot achieve.

BL-025 BL-005 L moderate Adds an operating system level containment layer independent of the application level controls, giving the defence in depth factor
more than one layer to count.

BL-026 BL-024 M high Targets directly the single most repeated present state finding in the founding case, that the model runtime's own permission gate
is disabled by design; makes its absence a measured condition rather than a constant.

BL-027 BL-005 L moderate Bounds blast radius at the filesystem layer, complementing network segmentation, and gives containment success rate a second
independent lever.

BL-028 BL-005 BL-024 M moderate Is the clearest available illustration of the thesis's central claim: a rule an agent can rewrite is instructional by definition
regardless of its content; this converts it to structural by removing write access.

BL-029 BL-003 BL-016 M low Operationalises comprehensibility by presenting the delta directly rather than requiring the operator to infer it, giving the claim
versus verification design principle a concrete first instance.

BL-030 BL-003 S low Turns the coverage matrix register into an inspectable artefact that supports the gap analysis argument by domain, rather than a
table read once.

BL-031 BL-015 M low Is the direct frontend expression of the supervision viability evaluator and of the finding that a large share of supervision points
diverge; makes it a live, per point display rather than a one off study result.

BL-032 BL-014 M low Directly implements the design principle carried through every view, that the interface must visually distinguish what the agent
claims from what has been independently verified.

BL-033 BL-016 BL-021 L low Is the primary analytic surface for the experimental design's dependent variables; without run comparison, a guardrail's measured
effect cannot be presented, only computed.

BL-034 BL-002 S low Makes mandate stability and widening events inspectable per action class, required to test whether a guardrailed environment
actually holds mandates stable over a run.

BL-035 BL-013 BL-016 L low Turns episode reconstructability from a manual capability the research team happens to have into a repeatable tool function,
required if audited episode analysis is to scale beyond a hand picked sample.
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ID DEPENDENCIES EFFORT RISK OBJECTIVE

BL-036 BL-015 L high Makes VC2, whether intervention latency is shorter than harm completion time, a measured quantity rather than an inference, for
every intervention actually attempted.

BL-037 BL-015 M moderate Closes a coverage gap the founding case itself measured and makes wedged session detection latency computable for the whole
fleet, not a hardcoded subset.

BL-038 BL-016 BL-022 M low Is the mechanism by which the thesis's quantitative results become independently checkable outside the live environment,
satisfying the full experiment provenance requirement of the reference architecture.

BL-039 BL-005 BL-014 L moderate Tests whether a model based adversarial check can raise verification coverage without itself becoming a second self attestation
problem; the structural verification plane, not the adversarial agent, remains the authority on the finding.

BL-040 BL-003 M moderate Demonstrates the model proposes, structure decides pattern the intelligence seeds require: the assistant narrows the unclassified
action default deny queue without ever being the component that grants a level.

BL-041 BL-023 BL-015 L moderate Provides a leading, not merely lagging, signal for the containment and boundary crossing metric subfamilies, tested for false
positive rate against the deterministic workload library before it is trusted to trigger suspension.

BL-042 BL-035 S low Is a direct test of the design principle that the interface must visually distinguish claim from verification, applied to a model output
rather than an agent's own report.

BL-043 BL-013 BL-014 M low Tests whether requiring a structural citation check before display measurably raises evidence citation completeness compared
against free text root cause narrative.

BL-044 BL-005 BL-002 M high A concrete, previously observed instructional control failure with a well defined structural fix; useful as a worked example of the
thesis's central contrast in the deployment domain.

BL-045 BL-044 BL-014 L high Closes the approve versus what runs gap the founding case documents by name, and gives change failure rate an independent, not
self reported, source.

BL-046 BL-045 M moderate Adds a bounded blast radius specifically to the change management domain, complementing the network and filesystem
containment items with a deployment scoped one.

BL-047 BL-046 M low Tests whether a mechanical proxy, change size, for risk correlates with the risk taxonomy's own blast radius and reversibility fields
well enough to be usable as an escalation trigger.

BL-048 BL-003 M moderate Gives containment success rate an action class specific lever, distinct from network level containment, which matters for real time
operations telephony where a failing action class could otherwise retry against a live caller.

BL-049 BL-041 BL-015 L high Tests halt capability coverage at the fleet level rather than only the single session level the founding case's kill switches are limited
to.
BL-050 BL-049 M moderate Directly answers a named present state control, restart always supervision that defeats termination, with a proposed control that

preserves recoverability without erasing the fact and reason of an intervention.

BL-051 BL-036 BL-032 M moderate Makes latency and comprehensibility jointly testable for the approval path specifically, not only for the general intervention
console, since approval and interruption are distinct mechanisms with different latency profiles.

BL-052 BL-002 M low Tests whether temporal constraints measurably reduce mandate stability erosion over long running fleets, particularly relevant to
real time operations telephony where hours of operation gating already exists in partial form for external contact.
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ID DEPENDENCIES EFFORT RISK OBJECTIVE

BL-053 BL-014 BL-052 L moderate Tests sequencing as a distinct containment mechanism from access control: an action can be within mandate and still be
premature relative to unresolved verification.

BL-054 BL-005 BL-006 BL- iy moderate Directly answers the cloud neutrality requirement for the identity related capability contracts, and documents what changes
007 versus what stays invariant, which the research validity risk field of the cloud bindings register depends on.

BL-055 BL-010 BL-011 BL- L moderate Extends the cloud neutrality requirement to the network and secret custody contracts, so containment metrics can be compared
012 across provider bindings without confounding provider choice with guardrail presence.

BL-056 BL-013 BL-016 1L moderate Is the binding most directly load bearing for the thesis's evidentiary claims, since a finding of tamper evidence is only as strong as

the storage guarantee behind it on whichever provider a given run uses.

BL-057 BL-001 BL-002 BL- L moderate Completes the cloud neutrality requirement across the remaining capability contracts named in the brief, closing the gap analysis
044 table's coverage.
BL-058 BL-024 BL-003 M low Is the layer where the thesis's core claim is sharpest: no amount of prompt engineering converts an instructional control to a

structural one, so this item's contribution is bounded and presented as such, a regression harness that detects drift, not a fix that
makes the model and prompt layer sufficient on its own.
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Appendix B. Cloud capability contracts, full detail

Every field of every contract, including the requirement statement, both provider bindings in full, and
the founding case's status against each, already summarised in Table D6-1a and Section 4.

CB-01

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

An execution context per agent session with declared CPU, memory and lifetime bounds,
in which the processes of one agent cannot observe, signal or share a filesystem with the
processes of another, and which is created from a declared, content-addressed image so
that a run begins from a state that can be restated exactly. The context must be
destroyable on command and must not be the same context in which the control plane
runs.

Amazon ECS on AWS Fargate, one task per agent session, CPU and memory reserved at
task level, the task definition revision as the declared state and the image referenced by
digest rather than by tag; Amazon EC2 with a launch template and an instance profile
where a full operating system is genuinely required, in which case one instance per
session rather than one instance per fleet.

Azure Container Apps, one job execution per agent session with CPU and memory quotas
and the container image referenced by digest, the app revision as the declared state;
Azure Virtual Machine Scale Sets with a pinned image reference where a full operating
system is required, again scaled per session rather than per fleet.

The unit of declaration: an ECS task definition JSON document against a Container Apps
revision specification. Log wiring: the awslogs or FireLens driver against a Container
Apps diagnostic setting to Log Analytics. Scaling semantics: Fargate scales on the service
or is invoked as a one-shot task, whereas Container Apps scales through KEDA and treats
scale to zero as the default. Fargate exposes no host, Container Apps abstracts further
still, so a workload that expects a writable host path must be re-expressed as a mounted
volume on both, with different volume syntax.

One session, one execution context. Declared and enforced resource bounds.
Reproducibility from an image digest. No process visibility between agents. Destruction
on command. The control plane is not co-resident with the agent.

Moderate. The task or job definition, the log wiring and the identity attachment are
rewritten; the agent's own code, dependency set and filesystem layout are untouched
provided the container image is the unit of packaging. The work is configuration, and it is
bounded.

Low, and mostly not a validity question at all. Pinning the image by digest makes the
software identical on both bindings, so correctness and governance metrics are
unaffected. One real caveat: MG-002 actions per agent hour, MG-003 lead time from
dispatch to first effect and MG-006 model capacity consumed per completed task are
sensitive to processor generation and to cold start latency, which differ between the two
platforms and between instance families within each. A cross-provider comparison of
those three must either hold the compute shape constant or declare it as a recorded
covariate. Within one provider it is not a threat to validity, and it would be dishonest to
present it as one.

A single long-lived virtual machine on a managed cloud compute service, carrying
fourteen concurrent agent sessions inside one terminal multiplexer under one operating
system account, with the control plane co-resident. reference pattern only.

PPGCA/UNISINOS - run 20260807-1714 - identity-free by construction 46 / 62



Architectural Governance of Autonomy in Agentic Al Systems D6 - Research Environment and Roadmap

CB-02

REQUIREMENT Each agent session must present a distinct identity issued by the platform and bound to
the workload rather than to the host. The workload must not be able to obtain an identity
belonging to another agent, the permission set attached to each identity must be variable
per action class independently of every other agent, and every call the identity makes
must be attributable to it in a log the identity cannot write.

AWS BINDING An TAM role per agent, attached as an ECS task role or through IAM roles for service
accounts on Amazon EKS, assumed by way of STS AssumeRoleWithWebldentity against
an OIDC provider, with the role session name carrying the run identifier and the session
identifier; a permissions boundary on every agent role; IAM Roles Anywhere with an
X.509 trust anchor where a workload sits outside the cloud.

AZURE BINDING A user-assigned managed identity per agent, or Microsoft Entra Workload ID with a
federated credential on a Kubernetes service account, with tokens acquired for that
identity alone and Azure RBAC role assignments scoped per identity at resource or
resource group level.

WHAT CHANGES The trust mechanism: an IAM role trust policy naming a federated principal against an
Entra federated identity credential on an app registration. The attribution channel: role
session name and session tags against Entra token claims and the object identifier of the
managed identity. The policy language: IAM JSON with explicit deny and a permissions
boundary against Azure RBAC role definitions with actions, notActions, dataActions and
scope inheritance.

WHAT DOES NOT One agent, one identity. A permission set that can differ per agent. No credential shared
CHANGE between sessions. Provider-side attribution of every call to the acting agent.

PORTABILITY RISK High. Policy documents do not convert mechanically. IAM evaluates an explicit deny as
final and bounds the maximum permission with a boundary; Azure RBAC is additive allow
with scope inheritance and no general purpose caller-authored deny. The permission set
must be re-derived from the intended action classes on each side rather than translated,
which is design work and not transcription.

RESEARCH VALIDITY Genuine. MG-042 privilege breadth index, MG-040 lateral reach from a compromised

RISK agent identity and MG-031 structural enforcement coverage are all defined over the
permission set, and the two providers do not decompose permissions along the same
lines: IAM action strings and Azure RBAC operations plus data actions partition the same
capability differently, so an identical intended privilege yields a different count. The
mitigation must be declared before data collection: normalise all three metrics over the
count of reachable action classes AC-001 to AC-060, which is provider-neutral, and
report the provider permission count only as descriptive context. Without that
normalisation the measurement is about the provider's permission taxonomy and not
about the governance architecture, which would defeat the purpose of the study.

FOUNDING CASE One shared operating system account for every agent, an instance role any process can

mint, and five sets of static administrator key material in a single file owned by the
governed account. There is no workload identity of any kind. not transferable.
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CB-03

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

Secrets must be held outside the agent's filesystem and outside its image, retrieved at
the moment of use under the agent's own identity, authorised individually rather than as
a set, encrypted under a key whose use is separately authorised and separately logged,
and revocable without redeploying or restarting the workload. Every retrieval must
appear in a log the retrieving identity cannot alter.

AWS Secrets Manager, one secret per credential, encrypted with a customer-managed
KMS key whose key policy does not grant the agent role kms:Decrypt on other secrets'
keys, retrieved with GetSecretValue under the task role, a resource policy per secret
naming the permitted principals, and rotation driven by a Lambda rotation function; AWS
Systems Manager Parameter Store SecureString for lower-value parameters that still
must not sit on disk.

Azure Key Vault operating in the Azure RBAC permission model rather than vault access
policies, with soft delete and purge protection enabled, secrets retrieved over a Private
Link private endpoint under the workload's managed identity, Key Vault Secrets User
assigned per secret scope, encryption under a customer-managed key in a managed
HSM where required, and rotation driven by Event Grid near-expiry events into an
automation runbook.

The granularity of authorisation: Secrets Manager resource policies attach to the
individual secret, whereas Key Vault RBAC is most naturally assigned at vault scope and
requires deliberate per-secret scoping to reach the same granularity. Rotation: Secrets
Manager ships a rotation framework and schedule, Key Vault emits an event and the
rotation itself must be authored. Deletion protection: Key Vault's soft delete and purge
protection have no single Secrets Manager equivalent beyond the recovery window and a
resource policy.

No secret at rest on the agent's filesystem. Retrieval attributable to the agent identity.
Authorisation per secret. Revocation without redeployment. An access log the agent does
not own.

Low to moderate. The retrieval call site is a single adapter behind one interface. The
rotation automation is the real cost, and it is one-off per secret class rather than per
secret.

None. Custody mechanics do not move any metric in the register. MG-042 privilege
breadth and MG-059 control bypass rate respond to whether secrets sit on disk at all,
and both bindings close that path identically. The difference between the two is an
engineering cost with no bearing on any experimental result, and it should be reported
as such rather than inflated into a threat.

Thirteen secret files and seven unencrypted private keys for other estate hosts sit on an
ordinary filesystem owned by the account every agent runs as. There is no vault, no per-
secret authorisation and no retrieval log. not transferable.
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CB-04

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE
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Every credential an agent holds must be issued on demand against its own identity, must
carry an expiry set by the issuer rather than by the holder, and must become useless by
the passage of time without any revocation step. The maximum exposure window created
by AC-027 read credential material at rest and AC-037 obtain cloud credentials from the
instance metadata service must therefore be bounded by the clock, not by the speed of
the human response.

STS AssumeRole or AssumeRoleWithWeblIdentity with DurationSeconds set to the
shortest workable value above the 900 second floor, a role session name carrying the run
and session identifiers, and an inline session policy narrowing the effective permission
set for that dispatch alone; IMDSv2 enforced with a hop limit of one and IMDSv1
disabled where an instance-borne credential is unavoidable.

Microsoft Entra token issue to a user-assigned managed identity or through workload
identity federation, with access tokens of approximately one hour refreshed by the SDK,
token lifetime governed centrally by Conditional Access and token lifetime policy rather
than per request, and the instance metadata identity endpoint restricted to the identities
assigned to that workload.

AWS lets the caller choose the session duration at assume time and attach a session
policy that narrows the permission set for that session only. Entra exposes neither: token
lifetime is a tenant or Conditional Access policy concern and there is no inline
downscoping at acquisition. Narrowing on Azure must therefore be expressed as an
additional managed identity or an additional scope, which multiplies the identity count
for the same intent.

No long-lived key material anywhere in the workload. Expiry by construction rather than
by process. Issue attributable in the provider's own log. Revocation unnecessary for the
credential to become inert.

Moderate. The absence of an Entra counterpart to session policies forces a different
identity topology on Azure, and identity topology is not a configuration detail; it changes
how many principals exist and therefore how many role assignments must be maintained.

Genuine but narrow and quantifiable. MG-045 harm completion time per action class and
MG-046 latency margin, for the credential-borne classes AC-037, AC-039 and AC-043,
are functions of how long a leaked credential remains usable. A 900 second AWS session
and an approximately 3600 second Entra token give materially different exposure
windows for architecturally identical designs. The experiment must either hold the
effective credential lifetime equal across bindings or declare it as an independent
variable and report it beside the result. If it does neither, a provider default will be
attributed to the architecture.

Static, non-expiring key material is the primary identity, and the ephemeral instance
credential that does exist is freely mintable by any unprivileged process, so its expiry
confers no bound. not transferable.
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CB-05

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

An agent workload must sit in a network segment that permits only the flows its mandate
requires, deny by default in both directions, with any path from one agent's segment to
another's prevented by the network rather than by the agent's restraint. The permitted
flow set must be expressible as data, reviewable without reading code, and enforced at a
point outside every agent identity.

A VPC with a subnet per agent tier, security groups as the stateful primary control with
group-to-group references rather than address ranges, network ACLs as the stateless
subnet-level backstop, no route from an agent subnet to another agent subnet, and VPC
endpoints with endpoint policies plus PrivateLink so that cloud service access never
traverses an internet gateway.

A virtual network with a subnet per agent tier, network security groups with application
security groups as the symbolic grouping, explicit deny rules ordered by priority, Azure
Firewall as the central inspection and egress point, and Private Link with Private DNS
zones so that cloud service access resolves and routes privately.

Security group referencing, in which one group is named as the source for another, has
no exact NSG counterpart and is approximated by application security groups. Security
groups are allow-only with an implicit deny, whereas NSG rules are priority-ordered and
admit explicit denies, so the reasoning about rule precedence differs. Network ACL
statelessness has no NSG equivalent at all. Private DNS zone linkage is an explicit Azure
resource where AWS resolves endpoint names through Route 53 private hosted zones
created for the endpoint.

Default deny in both directions. One segment per agent tier. No lateral path between
agent workspaces. The permitted flow set expressed as reviewable data. Enforcement
outside the agent identity.

Moderate. Both rule sets are rewritten and the precedence model must be re-reasoned
rather than translated. The durable artefact is the intended flow matrix; the rules on
either platform are its rendering, and keeping the matrix as the source of truth reduces
this to a generation problem.

None, on one condition: the flow matrix must be the declared artefact and both rule sets
generated from it. MG-040 lateral reach from a compromised agent identity is measured
by attempted reachability from inside one segment to another, which is a behavioural
probe and therefore provider-neutral. Counting rules instead of probing reachability
would introduce a difference, but that would be a measurement design error rather than
a property of either binding.

One flat subnet, no host firewall, no segmentation of any kind between agent
workspaces, because every agent is a process of one account on one host. not
transferable.
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CB-06

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

Outbound network access from an agent must be default deny with an explicit
destination allowlist, enforced at a point the agent cannot reconfigure, with name
resolution mediated and logged so that a destination is identifiable by name and not only
by address, and with a per-destination record sufficient to compute egress cardinality per
agent identity. This is the only control that bounds AC-036 make an arbitrary outbound
network request, which is irreversible on completion.

AWS Network Firewall in the egress path with a stateful rule group in strict order
evaluation and a domain list allowlist, Route 53 Resolver DNS Firewall with a domain
allowlist and query logging, no internet gateway route from the agent subnet, a NAT
gateway only where a permitted destination requires it, and VPC Flow Logs for the per-
flow record.

Azure Firewall, Premium tier where TLS inspection of the allowlisted destinations is
required, with application rules holding the FQDN allowlist and network rules holding
the remainder, forced tunnelling through a user-defined route so that no direct internet
route exists from the agent subnet, the Azure Firewall DNS proxy enabled with DNS
query logging, and firewall plus NSG flow logs delivered to Log Analytics.

AWS splits the function across two services, Network Firewall for traffic and Resolver
DNS Firewall for names, whereas Azure Firewall covers both in one resource. AWS
achieves path forcing by omitting a route, Azure requires an explicit user-defined route.
Rule syntax differs entirely, and the TLS inspection posture differs: Azure Firewall
Premium terminates TLS with a customer certificate authority, AWS Network Firewall
inspects TLS using its own TLS inspection configuration with a different certificate
model.

Default deny egress. An allowlist stated as fully qualified destination names. An
enforcement point outside the agent's reach. A per-destination log written by
infrastructure and not by the agent.

Moderate. Two rule sets in different syntaxes, one of them split across two services. The
allowlist itself is small, portable and the artefact worth versioning.

Genuine but narrow. MG-041 egress destination cardinality per agent is computed from
the enforcement point's own logs, and the two bindings log at different granularity:
Resolver DNS Firewall records the queried name at resolution time, whereas Azure
Firewall's application rule log records the requested FQDN together with the rule that
matched. The counting rule must be fixed in advance as distinct resolved destination
names per agent per run, with connections that dial a literal address and bypass
resolution counted in a separate series. Without that rule the same agent behaviour
yields different cardinalities on the two platforms and the difference would be read as an
effect of the architecture.

No egress control of any kind. Outbound access to any destination on the standard TLS

port is open, and the instance metadata endpoint is reachable from every process. not
transferable.
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CB-07

REQUIREMENT Evidence objects must be written once and thereafter be unmodifiable and undeletable
for a declared retention period by every principal, including the account's own
administrative identity. Versioning must record an overwrite attempt rather than silently
accepting it, and the verifier must read under an identity distinct from the writer, so that
AC-054 delete or truncate an audit or transcript record is not reachable from the acting
agent's identity.

AWS BINDING Amazon S3 with versioning enabled and S3 Object Lock in compliance mode with a
default retention period set at bucket level, a bucket policy denying
s3:DeleteObjectVersion, s3:PutBucketVersioning and s3:PutBucketPolicy to every
principal except the evidence-plane role, server-side encryption with a KMS key whose
key policy excludes the agent role, and S3 server access logging plus S3 Inventory for an
independent object census.

AZURE BINDING Azure Blob Storage with blob versioning enabled and a time-based immutability policy
locked at container or version level, optional legal hold for material under investigation,
data-plane RBAC separating Storage Blob Data Contributor for the writer from Storage
Blob Data Reader for the verifier, encryption with a customer-managed key held in Key
Vault, a resource lock on the storage account, and diagnostic logging to Log Analytics.

WHAT CHANGES Object Lock in compliance mode is applied per object with an explicit retain-until date
and cannot be shortened by anyone; the Azure locked time-based policy is set at
container scope and, once locked, may only be extended. Protection of the container
itself differs: S3 relies on bucket policy plus Object Lock, Azure adds resource locks and
subscription-level protections that have no S3 analogue.

WHAT DOES NOT Write-once semantics enforced by the storage service rather than by the writer's

CHANGE restraint. A retention period that the writer cannot shorten. A reader identity separate
from the writer identity. An overwrite or delete attempt that leaves a record.

PORTABILITY RISK Low. Both are object stores behind a thin SDK adapter and the retention configuration is
small, declarative and set once per container.

RESEARCH VALIDITY None. MG-065 audit record immutability is a property of whether a deletion path exists

RISK for the acting identity at all, and both bindings close that path completely. The
configuration differences are engineering detail and do not move any measurement;
presenting them as a validity threat would misdescribe them.

FOUNDING CASE Transcripts of about 1.13 GiB and the console audit log sit on an ordinary filesystem
owned by the account the process runs as, with no versioning, no retention policy, no
separate reader and no off-host copy. not transferable.
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CB-08

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

A control-plane event stream that the agent does not write, cannot suppress and cannot
disable, ordered, retained for a declared horizon, carrying an integrity mechanism that
makes undetected modification of a past record infeasible, and queryable well enough
that an episode can be reconstructed from infrastructure records alone without
consulting anything the agent produced.

AWS CloudTrail with log file integrity validation enabled, delivering to an S3 bucket
under Object Lock, configured as an organisation trail from a management account so
that the workload account cannot stop or reconfigure it; CloudTrail Lake for retention of
up to ten years with SQL query over the event store; Amazon CloudWatch Logs with a
resource policy for application-emitted control events, and a metric filter on trail
configuration changes.

Azure Monitor diagnostic settings routing the Activity Log and resource logs to a Log
Analytics workspace with immutable retention configured, a second concurrent
destination to Azure Event Hubs so that an independent copy exists outside the
workspace, and Azure Policy assigned at management group scope with a
deployIlfNotExists effect so that the diagnostic setting is recreated if the workload's
identity removes it.

CloudTrail emits a per-file digest chain that the reader can verify without trusting the
provider's control plane. Azure Monitor offers immutable workspace retention and
platform guarantees but no caller-verifiable digest chain, so an equivalent chain must be
computed over the Event Hubs copy by the evidence plane itself. Query surfaces also
differ: SQL over CloudTrail Lake against KQL over Log Analytics.

The agent is not the writer. The sink cannot be disabled by the workload identity.
Retention is a policy set elsewhere. The record supports episode reconstruction on its
own.

Low for emission, moderate for integrity. The emission path is a diagnostic setting on
either side. The application-level hash chain needed to match CloudTrail's digest
guarantee on Azure is a component that must be written, tested and itself protected.

Genuine, and it is the risk most likely to be overlooked. MG-064 audit record
completeness and MG-065 audit record immutability are defined partly by whether
integrity is independently verifiable by the reader. The AWS binding permits caller-side
digest verification; the Azure binding, absent the added chain, permits only trust in the
platform's assertion. If the chain is not implemented on Azure, the two environments are
not measuring the same property and MG-065 must not be pooled across them. This is
why BL-013 specifies the hash chain in the evidence plane rather than relying on either
provider's native guarantee.

The console audit log is append-only by convention only: world-readable, owned by the
same account the process runs as, sitting under a writable allowed root, with no hash
chain, no sequence number, no signature and no off-host copy. Nothing at all audits what
an agent does. not transferable.
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CB-09

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

The environment must publish names it controls and obtain and renew certificates for
them without any agent identity holding record-write or issuance authority, and every
name change and every issuance must land in a log the agent cannot write. AC-040
change a public DNS record and AC-041 obtain or renew a public TLS certificate are
externally visible and not retractable, so the control must act before the change and not
after it.

Amazon Route 53 hosted zones with every ChangeResourceRecordSets call recorded in
CloudTrail, AWS Certificate Manager for issuance and automatic renewal with a private
key that is never exportable to the workload, DNS validation records created by a
separate automation identity, and an IAM policy denying
route53:ChangeResourceRecordSets and acm:RequestCertificate to every agent role.

Azure DNS zones with changes recorded in the Activity Log, App Service managed
certificates or Azure Key Vault certificates with an integrated certificate authority for
automatic renewal and the certificate policy marking the key non-exportable, and Azure
RBAC withholding DNS Zone Contributor and Key Vault Certificates Officer from every
agent identity.

The non-exportability of the private key is a design default on AWS Certificate Manager
and a configuration choice in an Azure Key Vault certificate policy. Validation flows differ:
ACM DNS validation places a CNAME, Key Vault drives the issuer through its own
integration. Certificate lifecycle events are surfaced through EventBridge on AWS and
Event Grid on Azure.

No agent identity holds DNS write or certificate issuance authority. Renewal is automatic
and unattended. Every change appears in an independent provider log.

Low. Both are declarative zone and certificate resources with small configuration
surfaces.

None, subject to one stated precondition: the Key Vault certificate policy must mark the
key non-exportable. If it does not, the Azure binding grants the certificate-holding
identity a capability the AWS binding withholds, and MG-042 privilege breadth index for
that identity ceases to be comparable. This is a configuration precondition to be asserted
by a test, not an inherent difference between the platforms, and it should be reported
that way.

A provider hosted zone and a single wildcard certificate, both reachable using the
administrator key material held by the account every agent runs as, with no separation
between the acting identity and the issuing authority. reference pattern only.

PPGCA/UNISINOS - run 20260807-1714 - identity-free by construction 54 /62



Architectural Governance of Autonomy in Agentic Al Systems D6 - Research Environment and Roadmap

CB-10

REQUIREMENT A gate at which a change waits for a decision recorded by a human identity, where no
workload identity can write an approving decision by any path, where the decision
record names the deciding human and the artefact digest decided upon, and where the
artefact that subsequently runs is provably the artefact that was approved. The
approving human must be shown independent evidence rather than the requester's own
summary.

AWS BINDING AWS CodePipeline with a manual approval action, where codepipeline:PutApprovalResult
is granted only to human principals federated through IAM Identity Center and denied to
every workload role, the approval bound to a pipeline execution identifier and a source
revision digest; AWS Systems Manager Change Manager for operational changes, with
change templates, approver levels and change calendars for freeze windows.

AZURE BINDING Azure DevOps environment approvals and checks, or Azure Pipelines manual validation,
with the approver group held in Microsoft Entra and every workload identity excluded
from it, combined with the business hours check and the exclusive lock check; Azure
Logic Apps approval connectors for operational changes outside the pipeline; artefact
binding through the pipeline run's recorded artefact digest.

WHAT CHANGES The check model differs structurally. Azure DevOps composes multiple independent
checks on an environment, including business hours, exclusive lock and invoked function,
evaluated together. CodePipeline expresses approval as a stage action with a timeout.
Change Manager's approver levels and change calendar have no single Azure
counterpart and are approximated by Azure DevOps checks plus Azure Policy
assignments.

WHAT DOES NOT Approval authority sits structurally with a human identity. The decision is recorded and
CHANGE attributable. The approved artefact digest is the digest that deploys. The gate blocks
rather than warns.

PORTABILITY RISK High, and this is the least portable contract in the register. The two pipeline products
differ in structure rather than in syntax, and the checks are product configuration rather
than code, so there is little to carry across beyond the intent and the artefact digest
discipline.

RESEARCH VALIDITY Genuine. MG-054 approval turnaround time and MG-071 approval wait share of cycle

RISK time are sensitive to the gate's notification behaviour and default timeout, which differ by
product and are not independently configurable to the same values. These two metrics
are comparable within one binding and must not be pooled across bindings unless the
notification path and timeout are equalised by configuration and that equalisation is
stated in the method. MG-055 approval rejection rate is unaffected, because it is a
property of the decisions and not of the mechanism.

FOUNDING CASE A deployment approval gate exists in which approval authority is genuinely structural,
since only a human identity token can write an approved status and no agent token
reaches that middleware. Reviewer independence is instructional only, and the approved
artefact is not bound to what the process manager re-executes, which has already
shipped unapproved code twice. reusable with modification.
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CB-11

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

Control events must travel on a transport the agent neither owns nor can purge, with at-
least-once delivery, a dead-letter path for undeliverable events, and a durable record
independent of the consumer, so that the supervision signal does not share a failure
domain or a write path with the agent it is about. VC1 independence is a transport
property before it is an analysis property.

Amazon EventBridge with a custom event bus, a resource policy naming which principals
may PutEvents, rules with content-based filtering routing to targets, an Amazon SQS
dead-letter queue per target, EventBridge archive and replay for reconstruction, and
Amazon SNS for human-facing fan-out.

Azure Event Grid custom topics with event subscriptions, dead-lettering to a blob
container, Azure Service Bus queues or topics with sessions where ordering matters, and
Azure Monitor action groups for human-facing fan-out.

EventBridge's content-based rule filtering is materially richer than Event Grid advanced
filters, so some routing logic moves into the consumer on Azure. Retry and back-off
policies differ. Ordering guarantees differ: Service Bus sessions give FIFO within a
session, EventBridge gives none, so an ordering-sensitive consumer must be written to
tolerate reordering on both.

The agent is not the transport owner. Delivery is at least once. Undeliverable events are
retained rather than dropped. The event record survives the consumer.

Low to moderate. A stable event envelope schema and a thin publisher adapter carry
most of it; ordering-sensitive consumers are the exception and should be avoided by
design.

None. MG-025 time to divergence detection includes transport latency, which differs
between the two bindings by tens to hundreds of milliseconds, whereas the detection
latencies actually being measured in this programme run from seconds to minutes. The
difference sits below the resolution of the measurement and does not threaten validity.
Recording it as a threat would be an example of the inflation this column exists to
prevent.

An inter-agent message bus exists in which every agent's bus token is a flat file under a
writable root, and the operator notification bridge is one-way with rate limiting and
deduplication. The agent owns its own transport credential. reference pattern only.
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CB-12

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

A time series store that accepts high-cardinality dimensions, at minimum run identifier,
condition set, agent identity, action class and guardrail set hash, that retains raw
resolution for the whole length of a study rather than downsampling on a platform
default, and that supports comparing two runs without re-deriving the underlying data.

Amazon CloudWatch metrics for operational series, Amazon Managed Service for
Prometheus receiving remote write from the agent plane for the high-cardinality
experimental series with a retention period set for the study, and Amazon Timestream for
LiveAnalytics where a SQL time series surface is preferred for analysis; query with
PromQL or Timestream SQL.

Azure Monitor metrics for operational series, Azure Monitor managed service for
Prometheus for the high-cardinality experimental series, and Azure Data Explorer with
KQL where long-retention analytical query is preferred; Azure Managed Grafana as the
presentation layer over either.

The analytical query language, Timestream SQL against KQL, which matters because
analysis code is written against it. Retention and roll-up defaults. The cost model for
dimension cardinality, which differs enough to change what an experimenter is willing to
label.

The metric identifiers MG-001 to MG-072, their operational definitions, their dimension
set, raw retention for the study window, and run-to-run comparability.

Low if the experimental series are written to Prometheus on both sides, which both
providers offer as a managed service with the same remote write protocol and the same
query language. High if the analytical store's native query language is embedded in
analysis code, which is a self-inflicted lock-in and avoidable.

None from the choice of provider, subject to one precondition that must be asserted
rather than assumed: roll-up and downsampling must be disabled, or made explicit and
identical, for the study window. If a platform default rolls raw points into aggregates at
different ages on the two sides, percentile metrics such as MG-044 intervention latency,
MG-003 lead time from dispatch to first effect and MG-025 time to divergence detection
are computed over different underlying data and the difference will be attributed to the
architecture. This is a configuration precondition, not an inherent property of either
store.

There is no metric store. Resource accounting discards session identity at ingest,
synchronises twice hourly, enforces no budget and is reporting only. not transferable.
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CB-13

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

The point at which an attempted action is permitted or refused must sit outside every
agent identity, must fail closed when the decision service is unavailable, must be
unavoidable in the sense that no second path reaches the same effect, and must emit a
record of permits as well as refusals so that MG-031 structural enforcement coverage
and MG-032 boundary crossing attempt rate are both computable.

IAM identity-based and resource-based policies as the provider-side enforcement point
evaluated on every API call, service control policies at organisation scope as the ceiling
the workload account cannot alter, permissions boundaries on each agent role, and VPC
endpoint policies for path-level enforcement; within the workload, an admission or proxy
layer running under a task role distinct from the agent's.

Azure Policy assigned at management group scope with deny and modify effects as the
boundary the workload subscription cannot alter, Azure RBAC as the identity-side
control, deny assignments where the platform creates them, and resource locks for
delete protection; within the workload, an admission controller or gateway under a
managed identity distinct from the agent's.

The evaluation moment. A service control policy caps the maximum available permission
and is evaluated on every request, including read and data-plane calls, but never grants.
Azure Policy evaluates principally on resource write operations and can additionally
remediate, but does not sit in front of every data-plane read. Caller-authored deny
assignments are not generally available in Azure RBAC, so the equivalent boundary is
expressed with Azure Policy deny effects, which is a different mechanism with different
coverage.

The boundary is held by a principal the agent is not. The agent cannot widen it. Refusals
are recorded. The intended effect is not reachable by an alternative path.

High. This is a genuine architectural difference and not a syntax difference. The AWS
pattern of a permission ceiling evaluated on every API call has no exact Azure
counterpart, and the Azure pattern of policy as admission on resource write has no exact
AWS counterpart. Both can express the same intent; neither can express it the same way.

Genuine, and the most serious in this register. MG-031 structural enforcement coverage
and MG-060 fail-closed ratio are defined over what the enforcement point can actually
refuse. Because service control policies evaluate on every call while Azure Policy deny
effects evaluate on resource writes, the set of action classes structurally covered is not
identical for the same design intent: the read and data-plane classes AC-022, AC-027,
AC-038 and AC-051 are covered differently, and AC-039 is covered comparably. A
condition set that toggles this contract must therefore be evaluated per binding, and MG-
031 must never be pooled across providers without a per-action-class reconciliation table
published beside the result. Failing to do this would let a provider's enforcement model
masdquerade as a finding about architectural governance, which is precisely the confound
this doctorate must avoid.

The only enforcement point is a twenty-three pattern shell command deny list held in a
settings file writable by the account it governs, with the tool layer launched under a
permission-skipping flag hardcoded in five places. It names no cloud command line tool,
no remote shell, no process manager, no service manager and no privilege escalation
command. not transferable.
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CB-14

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

Authorisation decisions must be computed by a service separate from the code that acts,
from policy expressed as data and versioned independently of the application, returning
a decision together with the reason and the policy version that produced it, so that a
policy change is a data change rather than a deployment and so that any past decision
can be reproduced from the request and the policy version alone.

Amazon Verified Permissions with Cedar policies held in a policy store, called with a
principal, action, resource and context, with a Cedar schema validating policies against
the entity model and forbid taking precedence over permit; alternatively Open Policy
Agent with Rego as a sidecar under a separate task role where the decision must be local
to the enforcement point.

There is no managed Cedar equivalent on Azure. The portable binding is Open Policy
Agent with Rego hosted in Azure Container Apps under a managed identity distinct from
the agent's, with signed policy bundles served from Blob Storage under an immutability
policy. Azure RBAC custom role definitions and Azure Policy definitions carry the coarse-
grained decisions but are not a general-purpose decision service and cannot express
action-class-conditioned mandates.

AWS offers a managed decision service with a policy language designed for it; Azure
does not. The honest statement is that neutrality in this contract is achieved by choosing
the self-hosted option on both sides, not by pairing two managed services. Choosing the
managed service on AWS and the self-hosted engine on Azure would make the two
environments differ in the component under study.

Policy is data, versioned separately from the acting code. The decision returns a reason
and a policy version. The acting identity cannot write the policy. The default for an
unmatched request is deny.

Low if Open Policy Agent is used on both. High if Verified Permissions is used on AWS
and re-expressed in Rego on Azure, because Cedar and Rego differ in evaluation
semantics: Cedar makes forbid override permit as a language property, whereas Rego
denies by default only if the policy author writes it that way:.

Genuine if and only if the two bindings use different engines. MG-036 unclassified action
share and MG-037 level demotion latency both depend on the decision semantics for an
unmatched request, and those semantics are a language property rather than a
configuration. If two engines are used, default-deny behaviour must be asserted by an
executable conformance test on both sides, and that test becomes part of the
experimental protocol rather than an implementation detail. The recommendation for
this doctorate is a single engine on both providers, which reduces the risk to nil at the
cost of not using the managed service on AWS.

There is no decision point. Authentication is authorisation for every gated route and
every WebSocket mode: the user record carries a role field, but it never enters the
session token and is never compared anywhere. not transferable.
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CB-15

REQUIREMENT

AWS BINDING

AZURE BINDING

WHAT CHANGES

WHAT DOES NOT
CHANGE

PORTABILITY RISK

RESEARCH VALIDITY
RISK

FOUNDING CASE

Every measurement must be bound to the exact configuration that produced it: the
condition set identifier, the guardrail set with per-guardrail versions, the workload
identifier, the container image digest, the policy bundle version, the model identifier and
its sampling parameters, the mandate version in force and the clock. The binding must
be written by an identity the agent does not hold, so that a result can be recomputed, or
a claim about it refuted, without asking the agent what it did.

Amazon DynamoDB, one item per run keyed on the run identifier with a configuration
hash attribute, point-in-time recovery enabled and a resource policy denying write to
every agent role; the immutable configuration bundle stored as an S3 object under
Object Lock with its version identifier and ETag recorded in the run item; the run item
written by an orchestration role distinct from every agent role.

Azure Cosmos DB for NoSQL, one item per run partitioned on the run identifier with
continuous backup enabled and RBAC withholding write from every agent identity; the
configuration bundle in Blob Storage under a locked time-based immutability policy with
its blob version identifier recorded in the run item; written by a managed identity distinct
from every agent identity.

Consistency and partitioning semantics: DynamoDB defaults to eventually consistent
reads and rewards single-table design, whereas Cosmos DB exposes five consistency
levels and provisions request units. Backup models differ, point-in-time recovery against
continuous backup. Neither difference touches the access pattern, which is a single key
lookup and an append.

One run, one immutable configuration bundle, one hash over it, and a record no agent
identity can write. Recomputability of any published figure from the stored configuration.

Low. The record is small, the schema is fixed and the access pattern is a single key read
plus an append, so the adapter is thin on either side.

None arising from the binding choice, and it would be misleading to record one. The real
validity risk in this contract is provenance completeness rather than provider difference:
MG-012 build reproducibility rate and every cross-run comparison depend on the bundle
capturing the model identifier and sampling parameters, the policy bundle version and
the mandate version, none of which is either provider's concern and all of which must be
supplied by the experiment orchestrator. This is recorded here so that choosing a store is
not mistaken for solving the problem.

No provenance store exists. There is no relational database on the host and all control
state is flat file JSON under the process's own writable roots, including the fleet registry,
the inventory and the kill switch sentinel. not transferable.

Appendix C. Workload library

The first edition of the deterministic synthetic workload library (BL-023, Section 7.4): thirty-six tasks
across the nine applicability domains, each with an infrastructure-verifiable ground truth against
which a completion claim is scored for MG-022. The per-task fixture, ground-truth outcome, verification
method and divergence trap are in workload-library.csv; the table below lists each task, its domain
and the action classes it exercises. No production or customer data appears anywhere in the library.
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Table D6-9. The workload library: each task, its applicability domain, and the action classes it exercises.

ID DOMAIN ID NAME ACTION CLASSES

WL-001 DM-01 Fix the failing unit test at its source AC-001 AC-002 AC-003 AC-004
WL-002 DM-01 Pin a dependency and rebuild without touching the running service AC-007 AC-008 AC-002
WL-003 DM-01 Change on a feature branch only, leaving the shared main untouched AC-005 AC-002 AC-003
WL-004 DM-01 Purge a placeholder credential from the hosted history AC-006 AC-004 AC-001
WL-005 DM-02 Build-and-restart deploy verified against the core function, not liveness AC-008 AC-009 AC-013
WL-006 DM-02 Publish one internal route at the public edge without over-exposing the admin surface AC-033 AC-034

WL-007 DM-02 Cross-host deploy bound to the approval gate's exact artefact hash AC-042 AC-043 AC-044 AC-045 AC-056
WL-008 DM-02 DNS cutover plus TLS issuance checked against live control-plane state AC-040 AC-041

WL-009 DM-03 Crash-looping connector: restart is not repair AC-009 AC-013

WL-010 DM-03 Trip the circuit breaker: halt a runaway heal loop AC-010 AC-011

WL-011 DM-03 Engage the update kill switch at the path the plane reads AC-057

WL-012 DM-03 Inject recovery input into the correct stalled session AC-016 AC-012

WL-013 DM-04 After-hours dial ladder worked to a confirmed closure AC-049 AC-046

WL-014 DM-04 Suppress a public message for a cancelled event AC-050 AC-046

WL-015 DM-04 Restart the voice pipeline and report intake health truthfully AC-045 AC-046

WL-016 DM-04 Refuse an out-of-mandate transition from contained to live AC-049 AC-050 AC-046
WL-017 DM-05 Fleet health read: surface the one degraded service AC-022 AC-046

WL-018 DM-05 Cloud control-plane drift reconciliation AC-038 AC-022

WL-019 DM-05 Attention-budget triage of a heartbeat-dominated stream AC-022 AC-046

WL-020 DM-05 System-of-Record read with mandatory staleness caveat AC-051 AC-046

WL-021 DM-06 Contain a beaconing process without collateral AC-011 AC-035 AC-029
WL-022 DM-06 Remediate a world-readable credential without reading it AC-027 AC-029 AC-024
WL-023 DM-06 Block metadata blast radius without minting a credential AC-037 AC-036 AC-029
WL-024 DM-06 Sever a lateral-movement path without trashing the peer AC-042 AC-043 AC-030 AC-024
WL-025 DM-07 Adjudicate one completion attestation against raw infrastructure evidence AC-022 AC-055

WL-026 DM-07 Detect truncation and alteration of a transcript record against an independent mirror AC-022 AC-054
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ID DOMAIN ID NAME ACTION CLASSES
WL-027 DM-07 Full-coverage findings over a candidate set with a planted divergence vector AC-022 AC-055
WL-028 DM-07 Adversarial re-read where liveness is true, function is false, and sources disagree AC-022 AC-053 AC-055
WL-029 DM-08 Remediate and attest service audit-logging conformance AC-055 AC-002
WL-030 DM-08 Record the deployment approval for a ready change AC-056

WL-031 DM-08 Complete a conformance return without signing the officer attestation AC-055

WL-032 DM-08 Assemble an evidence-backed approval request AC-056 AC-055
WL-033 DM-09 Aggregate status report over a stale read replica AC-051 AC-046 AC-022
WL-034 DM-09 Structurally impossible correction to the System of Record AC-052 AC-051 AC-046
WL-035 DM-09 Report over a clamped, truncated collection read AC-051 AC-046 AC-022
WL-036 DM-09 Reconcile a local extract against the current System of Record AC-022 AC-051 AC-046

PPGCA/UNISINOS - run 20260807-1714 - identity-free by construction 62 /62



