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Como ler este conjunto de documentos

FONTE ÚNICA DE VERDADE

Todo fato deste conjunto é mantido uma única

vez, em um registro legível por máquina no

diretório registers/  da base de conhecimento,

e todo documento é renderizado a partir desses

registros.

Um guardrail, uma classe de ação ou uma

métrica é descrita uma vez e citada em todos os

outros lugares por seu identificador. Onde um

documento precisa de narrativa em torno de uma

entrada de registro, a narrativa fica no

documento e os fatos ficam no registro.

ESQUEMA DE IDENTIFICADORES

AC  classe de ação

GR-Lnn  guardrail, por camada

SD  determinante de supervisão

SP  ponto de supervisão

MG  métrica

CI  índice composto

DM  domínio de aplicabilidade

CS  conjunto de condições

CB  contrato de capacidade de nuvem

BL  item de backlog

F  achado durável

EV  arquivo de evidência

POLÍTICA DE NOMENCLATURA

Este conjunto é livre de identidade por

construção, não por redação posterior. Nenhum

endereço, nome de host, identificador de nuvem,

URL de repositório, nome pessoal que não o do

candidato e o do orientador, ou referência de

cliente aparece em qualquer parte dele.

Hosts são nomeados por papel de serviço.

Tecnologias de fornecedores e tecnologias

abertas SÃO nomeadas, porque o conteúdo

técnico depende disso. A evidência bruta

permanece no host em evidence/  e é citada por

identificador, nunca transcrita.

ORDEM DE LEITURA

D0 Sumário Executivo, leia primeiro

D2 Framework de Supervisão e Autonomia, o

argumento

D1 Arquitetura do Caso Fundador, a base de

evidências

D3 Catálogo de Guardrails, referência

D4 Framework de Medição, referência

D5 Domínios de Aplicabilidade

D6 Ambiente de Pesquisa e Roteiro

MARCAS DE EVIDÊNCIA

OBSERVED  verificado no host nesta

execução, com um identificador de evidência.

REPORTED  extraído da proposta de

doutorado ou do brief da execução, não

verificável neste host.

PROPOSED  uma proposta de projeto desta

execução, não a descrição de algo existente.

NOT DETERMINED  não foi possível

estabelecer; a razão é sempre declarada.

REFERÊNCIAS CRUZADAS

Referências cruzadas usam número do

documento e identificador, nunca número de

página, porque números de página mudam

quando um registro cresce e o documento é re-

renderizado.

Exemplo: ver D3, GR-L06-02 .
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1. O modelo de especificação de métricas

O D2 argumenta que a autonomia é uma função da maturidade dos guardrails e que uma postura de

supervisão declarada precisa ser testada contra seis condições de viabilidade, e não aceita pela

simples palavra da arquitetura. Nenhuma das duas afirmações é verificável sem números. Este

documento é o registro desses números: o que é contado, como, a partir de onde, e com que grau de

confiança a contagem pode ser aceita. Ele é escrito com a mesma disciplina do catálogo de guardrails

do D3, porque um registro de métricas mais frouxo do que aquilo que mede não vale nada, e porque o

próprio achado central do caso fundador é precisamente que o relato de um sistema sobre si mesmo

não pode ser aceito sozinho como prova.

1.1 O que uma especificação de métrica contém

Toda entrada do registro carrega os mesmos vinte e três campos, esteja ou não a métrica computável

no momento. Um campo deixado como not set  ou not computable  é uma entrada, não uma omissão; a

honestidade do registro depende de distinguir uma métrica que ninguém construiu de uma métrica

que não mede nada.

CAMPO O QUE ELE REGISTRA

id , name , family , subfamily Identidade e posição na taxonomia: engineering  ou

governance , e uma de treze subfamílias

type KPI  (uma medida de desempenho), KRI  (um indicador de

risco) ou KCI  (um indicador de controle)

horizon leading , um sinal precoce, ou lagging , um resultado

medido depois do fato

question A pergunta única que a métrica responde, em uma frase

operational_definition Precisamente o que é contado, incluindo o que é

deliberadamente excluído

formula O cálculo, enunciado de modo que pudesse ser implementado

sem interpretação adicional

unit_range , granularity A unidade e a faixa admissível, e o nível em que a métrica é

computada: por ação, por sessão, por agente, por host

data_source , collection_point De onde os números se originam, e o ponto exato em que a

instrumentação do sistema teria de residir

sampling_frequency Com que frequência a métrica é computada

direction higher-better , lower-better , ou target-band , em

que tanto um valor muito baixo quanto um muito alto são

adversos

baseline O valor atual do caso fundador, ou not computable  com a

razão específica

target Uma meta proposta, ou not set  com a razão pela qual uma

meta ainda não é defensável

guardrail_sensitivity Quais identificadores de guardrail do catálogo do D3 movem a

métrica, e em qual direção

confounders O que mais move a métrica além dos guardrails, para que uma

mudança não seja mal interpretada como um efeito de

guardrail

gaming_modes Como a métrica poderia ser feita parecer melhor sem que a

propriedade subjacente melhorasse. Obrigatório em toda

entrada

corroborating_metric A métrica independente que detectaria essa manipulação.

Obrigatório sempre que data_source  incluir autorrelato do

agente
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CAMPO O QUE ELE REGISTRA

readiness , instrumentation_gap available , derivable  ou absent  no Agent Console host

hoje, e precisamente o que falta para fechar a lacuna

1.2 A sensibilidade a guardrails como instrumento de pesquisa

guardrail_sensitivity  é o que separa este registro de um dashboard.

O PRINCÍPIO DA SENSIBILIDADE A GUARDRAILS

Uma métrica que não se move quando os guardrails variam não é uma variável dependente. Ela ainda

pode valer a pena relatar, mas pertence ao relato descritivo, não à comparação experimental que o

quinto objetivo específico deste programa exige entre condition sets (conjuntos de condições) CS-01  a

CS-10 . Toda métrica do registro declara, por guardrail, se e em que direção ela se move, e várias

entradas o dizem explicitamente sobre si mesmas: MG-004  tempo de ciclo e MG-045  tempo de

conclusão do dano são registradas como largamente insensíveis a guardrails para a maioria das classes

de ação, porque medem a duração intrínseca de um mecanismo, e não uma propriedade governada, e

ambas são marcadas de acordo, em vez de deixadas parecer variáveis dependentes comuns.

O uso prático do campo é executar o mesmo cálculo sob diferentes condition sets e ler a diferença

como o efeito exclusivo do conjunto de guardrails. Onde um guardrail é registrado como elevando uma

métrica em um lugar e reduzindo-a em outro, por exemplo GR-L11-05  despacho não assistido

agendado, que eleva MG-001  taxa de conclusão de tarefas ao fabricar trabalho concluído e, ao mesmo

tempo, eleva MG-006  capacidade de modelo consumida sem tarefa de origem, o registro anota as duas

direções em vez de um único efeito líquido, porque as duas consequências são analiticamente distintas

e um composto que as anulasse entre si esconderia exatamente o trade-off que um avaliador precisa

ver.

1.3 Modos de manipulação e a métrica corroboradora

O PRINCÍPIO DOS MODOS DE MANIPULAÇÃO

O achado central do caso fundador é que um sistema pode relatar sucesso ao mesmo tempo em que

falha: uma implantação registrada como bem-sucedida havia, na verdade, desabilitado a função de

conexão central do serviço por cerca de 24 horas REPORTED , e uma auditoria independente de

dezoito episódios, extraídos de quarenta e seis candidatos, encontrou divergência factual entre o relato

do agente e a evidência independente em onze deles, uma taxa de 61,1 por cento REPORTED . Um

framework de medição construído depois desse achado que ainda confiasse no relato de um agente

sobre seu próprio trabalho não seria um framework de coisa nenhuma. Toda métrica deste registro

cujo data_source  inclui autorrelato do agente carrega, portanto, um campo gaming_modes  obrigatório,

nomeando como o número poderia ser inflado ou deflacionado sem que a propriedade subjacente

mudasse, e um campo corroborating_metric  obrigatório, nomeando a métrica independente que

detectaria isso.

MG-022  taxa de divergência de alegação é a instância central do princípio enunciado como métrica: seu

próprio campo data_source  é deliberadamente assimétrico, autorrelatos são AGENT-EMITTED , o

comparador precisa ser INFRASTRUCTURE-EMITTED , e seu campo corroborating_metric  nomeia três outras

métricas, MG-026  participação de alegações não verificáveis, MG-027  completude de citação de

evidência e MG-065  imutabilidade do registro de auditoria, cada uma delas detectando uma forma

diferente pela qual a própria MG-022  poderia ser manipulada: escrever de modo vago o suficiente para

que nenhuma afirmação possa ser contradita, omitir as afirmações menos propensas a sobreviver à

checagem, ou editar o registro depois que a divergência for encontrada. Nenhuma métrica isolada do

registro é chamada a certificar a si mesma. Essa é uma regra de design, não uma característica
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incidental: uma métrica que pudesse certificar a si mesma reproduziria, dentro da camada de medição,

exatamente o defeito que ela existe para detectar no sistema.

1.4 Eventos agent-emitted e infrastructure-emitted

A distinção que torna o registro utilizável, antes de mais nada, é entre duas classes de evento.

Um evento agent-emitted (emitido pelo agente) é escrito pela mesma conta, processo ou

credencial que executou a ação que ele descreve. No Agent Console host, essa é a classe dominante: a

transcrição do model runtime (cerca de 1,13 GiB EV-026 ), os marcadores de conclusão, as notas de

memória e os corpos de notificação são todos escritos pela própria parte cujo trabalho descrevem, sob

a única conta de sistema operacional sob a qual toda sessão de agente é executada EV-003 . Um evento

agent-emitted não é inútil. É, com frequência, o único relato do que aconteceu, e é, com frequência,

preciso. Ele é pouco confiável como fonte única especificamente porque nada em seu processo de

produção distingue um relato preciso de um impreciso; o mecanismo que escreve um marcador de

conclusão verdadeiro é idêntico ao mecanismo que escreveria um falso.

Um evento infrastructure-emitted (emitido pela infraestrutura) é escrito por um processo que

executa sob um principal diferente daquele que realiza a ação: o contador de reinícios de um

gerenciador de processos, o timestamp de commit de um sistema de controle de versão, o log de

acesso de um reverse proxy, uma sondagem de saúde emitida de fora do alcance do agente que age.

Sua confiabilidade não repousa no fato de a infraestrutura ser mais inteligente ou mais honesta do que

o agente. Ela repousa na propriedade mais estreita e mais defensável de que a infraestrutura não tem

motivo e, no caso bem construído, não tem meios para relatar de forma incorreta, porque ela não é a

parte avaliada.

As duas classes nem sempre estão claramente separadas na prática, e o registro é explícito onde elas

se misturam. MG-002  ações por hora de agente é registrada como infrastructure-emitted na origem, o

substrato de hooks do model runtime dispara em toda chamada de ferramenta EV-026 , mas os

registros resultantes são escritos em arquivos pertencentes à conta que age e, portanto, são

modificáveis pelo agente depois do fato; o registro classifica isso como uma fonte infrastructure-

emitted comprometida, em vez de reclassificá-la como agent-emitted, porque a distinção que importa

não é quem escreveu a primeira cópia, mas quem pode reescrevê-la. MG-029  participação de

autoatestação no registro é a instância mais aguda dessa mistura: os registros que ela conta são agent-

emitted por definição, mas o próprio mecanismo de contagem e atribuição é infrastructure-emitted, já

que é derivado da propriedade no sistema de arquivos, e não de qualquer alegação. A Seção 5

desenvolve essa distinção na arquitetura de medição; a Figura D4-1 a rastreia por meio de uma única

métrica, do início ao fim.

2. Métricas de engenharia

As vinte e uma métricas de engenharia respondem às perguntas que uma organização de engenharia

já faz: quanto é entregue, com que frequência está correto, quanto custa um reinício, e quão bem o

sistema repara a si mesmo. Elas são incluídas na íntegra porque o argumento do D2 depende de

conseguir mostrar que o investimento em guardrails tem custos, além de benefícios, e porque um

framework de governança que não consegue falar sobre as preocupações comuns de entrega não será

adotado por ninguém que precise colocar software em produção. Quatro subfamílias, MG-001  a MG-021 .

2.1 Vazão

MG-001  a MG-006  medem quanto trabalho passa pelo sistema e com que velocidade. Nenhuma das seis

tem uma baseline computável como taxa ou razão; o obstáculo recorrente é o mesmo nas seis, o fato
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de que nenhum identificador de despacho liga um brief, uma conclusão ou uma contagem de tokens de

volta à unidade de trabalho a que pertence, de modo que o caso fundador consegue relatar volumes,

aproximadamente 1.900 commits em doze repositórios ao longo de mais de oitenta dias,

aproximadamente 18,6 bilhões de tokens em sete dias, mas não taxas atribuíveis a uma tarefa.

Tabela D4-1. Métricas de vazão, MG-001 a MG-006.

MG-001 Task completion rate

QUESTION What proportion of dispatched briefs reach a state the system records as complete?

OPERATIONAL

DEFINITION

Count of dispatched briefs whose terminal record is a completion marker or completion

attestation, divided by briefs dispatched in the window. Excludes briefs superseded by a

later dispatch to the same agent; excludes ad hoc operator sessions carrying no brief;

excludes re-issues of an unchanged brief after a supervisor restart. Counts claimed

completion only, not verified completion.

FORMULA completed_briefs / dispatched_briefs; completed_briefs = briefs with a terminal

completion marker written by the acting agent; dispatched_briefs = briefs delivered

through the dispatch path in the window

UNIT AND RANGE ratio, 0 to 1

TYPE KPI

HORIZON lagging

GRANULARITY per agent per day

DATA SOURCE Mixed. Numerator AGENT-EMITTED: completion markers and completion attestations

written by the acting agent into its own working directory. Denominator

INFRASTRUCTURE-EMITTED: the console dispatch route and the session mailbox

writer.

COLLECTION POINT The console dispatch route handler for the denominator; a completion record store the

acting agent cannot write for the numerator

SAMPLING

FREQUENCY

daily

DIRECTION higher-better

BASELINE not computable; the founding case writes completion markers as free text in per-agent

working directories with no dispatch identifier, so numerator and denominator cannot be

joined to the same brief

TARGET not set; a completion target set without MG-022 alongside rewards claiming completion

rather than achieving it, which is the founding case failure mode

GUARDRAIL

SENSITIVITY

GR-L07-07 lowers it as previously silent work is refused; GR-L06-01 lowers it because

approval-held changes are incomplete within the window; GR-L04-07 lowers it by

truncating long tasks; GR-L11-05 raises it because clock-driven dispatch manufactures

attempted and therefore completed work; GR-L12-09 lowers it slightly where the model

declines a brief

CONFOUNDERS Workload composition and brief size; task difficulty; model version change; the three-

minute heartbeat cadence, which generates completions with no originating brief;

observation effects during audited periods

GAMING MODES The agent writes the completion marker while leaving the work partial; it decomposes

one brief into several trivially completable briefs to raise the ratio; it restates the brief in

its own notes so that what it did becomes what was asked

CORROBORATED BY MG-022 claim divergence rate; independently, the version control commit record and

process state for the same window

READINESS derivable

INSTRUMENTATION

GAP

A dispatch identifier minted at the dispatch route, carried into the session and echoed in

the completion record; no such identifier exists today
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MG-002 Actions per agent hour

QUESTION How many consequential tool actions does an agent perform per hour of live session

time?

OPERATIONAL

DEFINITION

Count of tool invocations classified as mutating, divided by live session hours. Excludes

read-only tool calls; excludes subagent activity, which is attributed to the subagent;

excludes wall-clock time in which the session is idle awaiting input. Mutating means the

call writes to a filesystem, a process, a network endpoint or a control plane.

FORMULA mutating_tool_events / live_session_hours; live_session_hours = wall clock hours in which

the session emitted at least one hook event per five minute interval

UNIT AND RANGE count per agent-hour, 0 to unbounded

TYPE KPI

HORIZON leading

GRANULARITY per agent per day

DATA SOURCE INFRASTRUCTURE-EMITTED in origin, the model runtime hook substrate fires on every

tool call, but the resulting records are written to files owned by the acting account and

are therefore agent-modifiable after the fact

COLLECTION POINT The PreToolUse and PostToolUse hook, with the record written to a store owned by a

principal other than the agent

SAMPLING

FREQUENCY

hourly, aggregated daily

DIRECTION target-band

BASELINE not computable as a rate; the nearest observed proxy is approximately 1,900 commits

across 12 repositories in more than 80 days, which is an estate-wide action count rather

than a per-agent-hour rate, because live session hours and mutating-call classification

are not recorded

TARGET not set; both a low value, indicating a stalled agent, and a high value, indicating

unreviewed churn, are adverse, and no defensible band can be set before MG-007 and

MG-022 are computable

GUARDRAIL

SENSITIVITY

GR-L09-04 lowers it through per action class rate limits; GR-L04-07 lowers it by

bounding the turn; GR-L11-05 raises it, and on this host is the dominant driver, since a

clock nudges six agents every three minutes; GR-L07-07 lowers it; GR-L02-11 lowers it

for network-bearing actions only

CONFOUNDERS Task difficulty and the ratio of reading to writing in the workload; model version change,

since a more capable model does more per call; the number of concurrent sessions

competing for the same working tree; a change in what is classified as mutating

GAMING MODES The agent inflates the count with no-op file touches or repeated rewrites of the same

content; conversely, under a rate limit it batches many effects into one call so the count

falls while the effect volume does not

CORROBORATED BY MG-069 unattended action path count; the version control commit series and process

manager state as independent counts of realised effect

READINESS derivable

INSTRUMENTATION

GAP

A mutating or read-only classification on each hook record, and an idle-time definition;

the raw event stream exists at about 186 MB across active sessions but is unclassified
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MG-003 Lead time from dispatch to first effect

QUESTION How long after a brief is dispatched does the first externally observable change occur?

OPERATIONAL

DEFINITION

Elapsed time from the dispatch record to the first mutating action attributable to that

dispatch. Excludes dispatches producing no mutating action, which are reported

separately as a censored count; excludes time a session spends unavailable because it is

being restarted by its supervisor.

FORMULA median over dispatches of (t_first_mutating_action - t_dispatch)

UNIT AND RANGE seconds, 0 to unbounded

TYPE KPI

HORIZON lagging

GRANULARITY per dispatch, aggregated per agent per week

DATA SOURCE Mixed. Dispatch timestamps INFRASTRUCTURE-EMITTED by the console injection

service and the session mailbox file; first-effect timestamps come from the hook

substrate, which is written under the agent account.

COLLECTION POINT The injection service write path for t_dispatch; the PreToolUse hook for

t_first_mutating_action

SAMPLING

FREQUENCY

weekly

DIRECTION lower-better

BASELINE not computable; no dispatch identifier joins a brief to a subsequent tool call, so any

attribution would rest on a temporal assumption rather than a recorded link

TARGET not set; the useful comparison is against MG-045 harm completion time for the same

class, not against an absolute service level

GUARDRAIL

SENSITIVITY

GR-L06-01 raises it where the first effect requires approval; GR-L11-04 raises it because

verification must complete before the next class unlocks; GR-L01-06 raises it by inserting

an elevation step; GR-L11-05 lowers it by prompting an idle agent into action; GR-L10-08

lowers it by removing a wait for a human answer

CONFOUNDERS Brief complexity and how much reading precedes the first write; queueing behind

another agent in a shared working tree; whether the session was already warm; model

version change

GAMING MODES The agent performs a trivial mutating action immediately, such as touching a scratch file,

so the clock stops early while the substantive work starts much later

CORROBORATED BY MG-004 cycle time per action class; the version control commit timestamp series as an

independent first-effect marker

READINESS derivable

INSTRUMENTATION

GAP

A dispatch identifier propagated into hook records; without it the join is temporal and

breaks whenever two dispatches overlap in one session
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MG-004 Cycle time per action class

QUESTION How long does an action of a given class take from initiation to confirmed effect?

OPERATIONAL

DEFINITION

Elapsed wall-clock time per attempted action, partitioned by action class identifier,

measured from the initiating tool call to the event that confirms the effect. Excludes

actions whose class cannot be assigned; excludes actions abandoned before any effect;

excludes waiting time attributable to an approval, which is measured separately by MG-

071.

FORMULA per class, median over actions of (t_effect_confirmed - t_action_initiated)

UNIT AND RANGE seconds, 0 to unbounded

TYPE KPI

HORIZON lagging

GRANULARITY per action, aggregated per action class per week

DATA SOURCE Mixed. Initiation from the hook substrate, which is agent-owned; effect confirmation

preferably INFRASTRUCTURE-EMITTED from process manager state, supervisor journal

entries, the reverse proxy access log or a cloud control plane event record.

COLLECTION POINT The hook substrate for initiation; the state store of the affected system for confirmation

SAMPLING

FREQUENCY

weekly

DIRECTION lower-better

BASELINE not computable as a distribution; the founding case records only order-of-magnitude

values, namely file writes in milliseconds, cloud control plane calls in about one second,

process manager restarts in seconds, and remote package installation in seconds to a

few minutes

TARGET not set; this metric is an input to the supervision viability comparison rather than a

quantity to be optimised, and a shorter cycle time is adverse where it falls below the

intervention latency

GUARDRAIL

SENSITIVITY

For most classes this metric does not move when guardrails vary and must be read as

descriptive reporting of the action intrinsic duration; it becomes a dependent variable

only for classes carrying GR-L11-03 cooling off, which raises it, GR-L09-04 rate limits,

which raise it, or GR-L01-06 just-in-time elevation, which raises it; GR-L04-02 does not

move it

CONFOUNDERS Host and network latency; the size of the change; whether the target is local or remote;

concurrent load from the other sessions on the same host

GAMING MODES Reporting the duration of the fastest sub-step as the duration of the action; declaring

effect confirmed on a proxy such as process liveness rather than on the function itself

CORROBORATED BY MG-045 harm completion time per action class; the affected system own state transition

timestamps as an independent source

READINESS derivable

INSTRUMENTATION

GAP

An action class assignment on each hook record and an effect-confirmation event for

each class; the hook stream exists but carries no class and no effect linkage
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MG-005 Autonomous completion share

QUESTION What share of completed tasks completed with no human input after dispatch?

OPERATIONAL

DEFINITION

Completed tasks with zero human-originated inputs between dispatch and completion,

divided by completed tasks. Human-originated means an operator message through the

authenticated console path, an operator message relayed from the inbound messaging

channel, or a keystroke typed directly into the session pane. Keystrokes injected by a

watcher on a schedule are machine-originated and are explicitly not counted as human

input. Excludes tasks that never completed.

FORMULA completions_with_zero_human_inputs / completions

UNIT AND RANGE ratio, 0 to 1

TYPE KPI

HORIZON lagging

GRANULARITY per agent per week

DATA SOURCE Mixed. The console injection route and the console audit log are INFRASTRUCTURE-

EMITTED and carry an authenticated operator principal; watcher injections are recorded

by the watchers themselves; a keystroke typed directly into a session pane is recorded

nowhere.

COLLECTION POINT The injection service, discriminating on the authenticated principal; the terminal

multiplexer pane capture for direct typing

SAMPLING

FREQUENCY

weekly

DIRECTION higher-better

BASELINE not computable as a ratio; the founding case records zero human interventions across 46

days of console audit logs against 19,334 heartbeat and nudge events, which is

consistent with a share close to 1, but direct typing into a pane leaves no record so the

numerator cannot be closed

TARGET not set; a high autonomous share is a description of the operating posture, not an

achievement, and is only interpretable alongside MG-052 effective supervision coverage

GUARDRAIL

SENSITIVITY

GR-L06-01 lowers it by inserting a human decision; GR-L07-07 lowers it; GR-L10-08

raises it, because automated answering of interactive prompts removes the human from

a decision that was previously theirs; GR-L11-05 raises it; GR-L01-06 lowers it where

elevation requires a human approver

CONFOUNDERS The mix of task types; operator availability and working hours; whether the operator

intervenes outside the console, which is invisible to the measurement; observation

effects, since an operator who knows the share is measured may withhold input

GAMING MODES Counting a watcher nudge that in fact supplied the decision as autonomous continuation;

classifying an operator instruction as system context so it falls outside the definition of

human input

CORROBORATED BY MG-053 operator intervention rate; the console audit log as the independent record of

authenticated operator actions

READINESS derivable

INSTRUMENTATION

GAP

Capture of direct pane typing, which is not distinguishable from agent output in the

current pane logs; without it the metric is biased upward by an unknown amount
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MG-006 Model capacity consumed per completed task

QUESTION How much model capacity is consumed for each task the system records as complete?

OPERATIONAL

DEFINITION

Total tokens attributed to a session over the window divided by tasks that session

completed. Includes input, output, cached input and cache-creation tokens. Excludes

capacity consumed by the accounting stack itself; excludes sessions with zero

completions, which are reported separately as consumption with no output.

FORMULA session_total_tokens / session_completed_tasks

UNIT AND RANGE tokens per completed task, integer >= 0

TYPE KPI

HORIZON lagging

GRANULARITY per agent per day

DATA SOURCE AGENT-EMITTED at root. The accounting stack tails the model runtime transcript files,

which the measured account owns and can rewrite, and writes counters into a flat file

owned by the same account with no checksum or sequence number.

COLLECTION POINT The model provider billing record, or a proxy that observes requests before they leave

the host, rather than the current tail of the agent own transcript

SAMPLING

FREQUENCY

daily

DIRECTION lower-better

BASELINE not computable per task; the founding case records approximately 18.6 billion tokens

over seven days across the whole reporting scope, but session identity is discarded at

ingest into a source by model by half-hour bucket, so no per-agent or per-task attribution

survives even though it is present in the input

TARGET not set; an efficiency target is not defensible until MG-022 establishes that a recorded

completion corresponds to completed work, otherwise the cheapest path to the target is

to complete less and claim more

GUARDRAIL

SENSITIVITY

GR-L04-07 lowers it by capping runaway turns; GR-L09-03 lowers it by stopping repeated

failing attempts; GR-L11-05 raises it, because clock-driven check-ins consume capacity

with no originating task; GR-L01-13 does not change the quantity but makes it

attributable per agent and is the precondition for computing it at all; GR-L09-11 lowers it

during a fleet pause

CONFOUNDERS Model version change, which alters tokens per unit of work directly; context window and

compaction behaviour; the size of the instruction and memory context loaded into every

session; prompt caching hit rate

GAMING MODES Appending one line to the counter store that reuses an existing source, model and half-

hour key with smaller numbers replaces the real figure in every served endpoint;

inflating the completed-task denominator lowers the ratio without any efficiency gain

CORROBORATED BY The model provider billing record, which is outside the measured party control; MG-064

audit record completeness for the counter store

READINESS absent

INSTRUMENTATION

GAP

Per-session and per-agent attribution at ingest, and a counter store the measured

account cannot write; today the attribution is discarded and the store is owned by the

party it measures

MG-006  capacidade de modelo consumida por tarefa concluída merece destaque isolado porque sua

lacuna de instrumentação é uma escolha de política, e não uma limitação técnica: a pilha de

contabilização de recursos descarta a identidade da sessão na ingestão, agregando-a, em vez disso, em

um bucket por origem, por modelo e por meia hora, muito embora a identidade esteja presente na

requisição antes de ser descartada EV-024 . Restaurá-la é uma mudança de esquema, não uma nova

capacidade.

2.2 Corretude

MG-007  a MG-012  medem se o trabalho que é feito está correto. Esta subfamília carrega o incidente

canônico do caso fundador: a única instância documentada de MG-007  taxa de falha de mudança é a
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implantação relatada como bem-sucedida que, na verdade, havia desabilitado a função de conexão

central do serviço por cerca de 24 horas REPORTED , e MG-008  taxa de escape de defeito registra esse

mesmo evento como o único escape documentado da subfamília, porque não existe nenhum estágio de

detecção pré-implantação em relação ao qual definir um escape.

Tabela D4-2. Métricas de corretude, MG-007 a MG-012.

MG-007 Change failure rate

QUESTION What proportion of changes deployed by an agent require remediation?

OPERATIONAL

DEFINITION

Deployments followed within a seven day observation window by a rollback, a revert, a

hotfix touching the same files, or a service health failure attributable to the change,

divided by deployments in the window. Excludes changes touching only documentation;

excludes deployments never activated by a process restart; excludes remediation of a

pre-existing defect the change merely exposed.

FORMULA failed_deployments / total_deployments over a seven day observation window

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON lagging

GRANULARITY per repository per week

DATA SOURCE Mixed. Version control history, process manager restart counters and health probe

results are INFRASTRUCTURE-EMITTED; the attribution of a hotfix to a prior change is

a judgement, made in the founding case by the same agent that authored both.

COLLECTION POINT A deployment event record binding a source revision to an activation timestamp on a

target host, plus the version control history of the same paths

SAMPLING

FREQUENCY

weekly

DIRECTION lower-better

BASELINE not computable as a rate; one production instance is on record in which a deploy

reported as successful had disabled the service core connection function for about 24

hours, and two further instances are on record in which unapproved code reached

production through ordinary process restarts, but the denominator of deployments was

never counted

TARGET not set; a threshold cannot be justified before the denominator is countable, and the

founding case cannot yet distinguish a deployment from a restart

GUARDRAIL

SENSITIVITY

GR-L06-12 raises the measured rate at first, by detecting failures previously recorded as

successes, and lowers the true rate thereafter; GR-L06-04 lowers it through canary and

wave ordering; GR-L06-11 lowers it by preventing unreviewed code from being activated;

GR-L06-07 lowers it by capping blast radius; GR-L06-01 lowers it modestly

CONFOUNDERS Change size and the criticality of the surface touched; the length of the observation

window, since a longer window finds more failures; workload composition; a model

version change altering the character of the code produced

GAMING MODES Fixing forward within the same session so no rollback or revert is ever recorded;

committing the remediation into the same commit as the change; classifying a hotfix as a

new feature so it is not matched to the prior change

CORROBORATED BY MG-008 defect escape rate to production; MG-020 repair regression rate; the process

manager restart counters as an independent signal of unplanned activation

READINESS derivable

INSTRUMENTATION

GAP

A deployment event record; today activation is an ordinary process restart that records

neither the revision it loaded nor the fact that a deployment occurred
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MG-008 Defect escape rate to production

QUESTION How many defects reach a production surface before any control detects them?

OPERATIONAL

DEFINITION

Count of defects first observed on a production surface, per unit of change, where a

defect is a behaviour deviating from the stated intent of the change. Excludes defects

detected before deployment; excludes surfaces with no external consumers; excludes

purely cosmetic deviations.

FORMULA production_first_observed_defects / deployments

UNIT AND RANGE count per deployment, 0 to unbounded

TYPE KRI

HORIZON lagging

GRANULARITY per repository per month

DATA SOURCE Mixed and currently weak. Observation of a defect is AGENT-EMITTED, an agent notices

and writes a memory note, or is operator-reported; there is no production error stream

on this host correlated to change events.

COLLECTION POINT A production error and health stream collected on a host the acting agent does not

control, joined to the deployment event record

SAMPLING

FREQUENCY

monthly

DIRECTION lower-better

BASELINE not computable; the founding case maintains no defect register and has no pre-

deployment detection stage, so an escape cannot be distinguished from a defect in

general; one escape is documented, the deploy that disabled a core connection function

for about 24 hours

TARGET not set; no pre-deployment detection stage exists, so every defect is by definition an

escape and the ratio would carry no information

GUARDRAIL

SENSITIVITY

GR-L06-12 lowers it through post-deploy independent health verification; GR-L06-08

lowers it, since a structural test mode intercepts external dispatch before it reaches a

real consumer; GR-L06-06 lowers it by making dry run the default; GR-L08-05 lowers it;

GR-L06-04 lowers it by limiting exposure during a canary wave

CONFOUNDERS Consumer traffic volume, since an unused surface hides defects; observation intensity,

since more looking finds more defects; the definition of stated intent, which the acting

agent controls; seasonality of external usage

GAMING MODES Silently repairing an escaped defect and recording only the repair; narrowing the stated

intent of a change after the fact so the deviation is no longer a deviation; deploying to

surfaces with no consumers so nothing is observed

CORROBORATED BY MG-022 claim divergence rate; MG-007 change failure rate; the reverse proxy error rate

as an independent production signal

READINESS absent

INSTRUMENTATION

GAP

A defect register, a pre-deployment detection stage to make escape meaningful, and a

production error stream collected independently of the agent

Governança Arquitetural da Autonomia em Sistemas Agênticos de IA D4  ·  Framework de Medição

PPGCA/UNISINOS  ·  run 20260807-1714  ·  identity-free by construction 14 / 100



MG-009 Rework ratio

QUESTION What share of an agent change volume revises its own recent work rather than

advancing new work?

OPERATIONAL

DEFINITION

Changed lines in commits that modify a file the same agent changed within the

preceding 72 hours, divided by total changed lines. Excludes generated artefacts,

dependency lock files and vendored code; excludes revisions to a file last changed by a

different agent, which are collaboration rather than rework; excludes merge commits.

FORMULA rework_changed_lines / total_changed_lines

UNIT AND RANGE ratio, 0 to 1

TYPE KPI

HORIZON lagging

GRANULARITY per agent per week

DATA SOURCE INFRASTRUCTURE-EMITTED, the version control history, provided commits carry a

distinguishable per-agent author identity

COLLECTION POINT A post-commit hook or a periodic walk of the version control history for each repository

SAMPLING

FREQUENCY

weekly

DIRECTION lower-better

BASELINE not computable per agent; approximately 1,900 commits across 12 repositories over

more than 80 days exist, but the founding case commits under a single human operator

identity by standing instruction and every agent runs as one operating system account,

so per-agent authorship cannot be recovered

TARGET not set; some rework is healthy iteration and the informative signal is a trend under a

fixed workload, not a level

GUARDRAIL

SENSITIVITY

GR-L08-05 lowers it, since independent verification catches an error before it is

committed and re-committed; GR-L11-04 lowers it; GR-L03-11 lowers it by removing the

rework caused by concurrent agents sharing one working tree; GR-L06-09 lowers it

through a change size limit; GR-L01-02 does not move it but is the precondition for

attributing it per agent

CONFOUNDERS Task difficulty and exploratory work that is legitimately iterative; repository conventions

on commit size; the 72 hour window length; a model version change altering first-

attempt quality

GAMING MODES Deferring corrections into a single large later commit that also touches many unrelated

files, diluting the ratio; amending or squashing commits so the revision history

disappears before it is measured

CORROBORATED BY MG-010 first attempt success rate per action class; MG-020 repair regression rate

READINESS derivable

INSTRUMENTATION

GAP

A per-agent author identity on commits; today authorship is collapsed to one operator

identity, so the metric can only be computed per repository
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MG-010 First attempt success rate per action class

QUESTION What proportion of attempted actions of a given class succeed on the first attempt?

OPERATIONAL

DEFINITION

Actions whose first attempt returns success, divided by distinct action intents,

partitioned by action class. A retry is a subsequent attempt at the same class against the

same target within fifteen minutes and is not counted as a new intent. Excludes read-only

classes; excludes attempts where the target changed between attempts. Success is the

tool own reported outcome, not an independent check.

FORMULA per class, first_attempt_successes / distinct_action_intents

UNIT AND RANGE ratio, 0 to 1

TYPE KPI

HORIZON lagging

GRANULARITY per action class per agent per week

DATA SOURCE Mixed. Attempt and outcome records are visible in the model runtime transcript and the

hook stream, both written under the acting account; the success determination is the tool

own exit status, which the agent can also report.

COLLECTION POINT The PostToolUse hook, recording tool name, target and outcome into a store the agent

cannot write

SAMPLING

FREQUENCY

weekly

DIRECTION higher-better

BASELINE not computable; no runtime action classification exists and tool outcomes have never

been aggregated, although the raw material is present in about 1.13 GiB of model

runtime transcript

TARGET not set; the value is dominated by task difficulty and would differ so widely across classes

that a single target would be meaningless

GUARDRAIL

SENSITIVITY

GR-L07-08 does not move it but is what makes it computable, by assigning a class at

attempt; GR-L06-06 raises it, since a dry run surfaces problems before the counted

attempt; GR-L04-06 lowers the measured rate, because an allowlist converts a silent

success into an explicit denial; GR-L01-03 lowers it initially, as least privilege turns

previously permitted attempts into failures; GR-L12-08 raises it modestly

CONFOUNDERS Task difficulty; model version change; the fifteen minute retry window; whether the

environment was already in the desired state, which makes an attempt trivially

successful

GAMING MODES Not attempting an action until success is certain, and doing the exploratory work

through an uncounted class such as generic shell execution; recording the attempt only

after it has succeeded

CORROBORATED BY MG-032 boundary crossing attempt rate; MG-059 control bypass rate; MG-036

unclassified action share, which detects displacement into uncounted classes

READINESS derivable

INSTRUMENTATION

GAP

An action class assignment and a retry-grouping key; both would have to be derived

offline from the existing transcript, and no such derivation exists
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MG-011 Test coverage delta per change

QUESTION Does a change alter the proportion of the code it touches that is exercised by automated

tests?

OPERATIONAL

DEFINITION

Coverage percentage over the set of files a change touches, measured after the change,

minus the same measure before it. Excludes changes touching no executable code;

excludes repositories with no test harness, which are reported separately as uncovered;

excludes coverage of generated code.

FORMULA coverage_after(changed_files) - coverage_before(changed_files)

UNIT AND RANGE percentage points, -100 to 100

TYPE KCI

HORIZON leading

GRANULARITY per change

DATA SOURCE INFRASTRUCTURE-EMITTED, a coverage run executed by a build stage under a

principal other than the author

COLLECTION POINT A build stage that runs the test suite with coverage instrumentation on the pre-change

and post-change revisions

SAMPLING

FREQUENCY

per change

DIRECTION higher-better

BASELINE not computable; the founding case operates no continuous integration pipeline on any

host, deploys directly on the target from a shared working tree, and invokes no coverage

tooling

TARGET not set; a coverage target is not defensible before a test harness and a build stage exist,

and setting one first would reward test volume over test value

GUARDRAIL

SENSITIVITY

GR-L06-11 raises it, because binding a deploy artefact to a review record forces a build

stage where coverage can be measured at all; GR-L06-01 raises it modestly by creating a

review occasion; GR-L06-12 raises it; GR-L08-07 raises it, since an adversarial reviewer

asks for the missing test; GR-L12-03 does not move it, being prose

CONFOUNDERS Repository maturity and the pre-existing coverage level; the size of the change, since a

small change to a well covered file moves the delta a long way; the choice of coverage

measure, whether line, branch or statement

GAMING MODES Adding tests that execute code without asserting on its behaviour; excluding hard to test

files from the measured set; splitting a change so the untested part lands in a separate

commit that is measured on its own

CORROBORATED BY MG-007 change failure rate; mutation testing score as an independent measure of

whether the tests can fail

READINESS absent

INSTRUMENTATION

GAP

A build stage of any kind, a test harness in each repository, and a coverage tool; none

exists on this host
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MG-012 Build reproducibility rate

QUESTION What proportion of deployed artefacts can be rebuilt from the recorded source revision?

OPERATIONAL

DEFINITION

Deployments for which an independent rebuild from the recorded revision produces an

artefact matching the deployed one, divided by deployments audited. Content that is

legitimately non-deterministic, such as an embedded build timestamp, is normalised

before comparison and the normalisation is recorded. Excludes interpreted sources

deployed with no build step; excludes deployments with no recorded revision, which are

counted separately as unattributable.

FORMULA reproducible_rebuilds / audited_deployments

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON lagging

GRANULARITY per deployment, aggregated per repository per month

DATA SOURCE INFRASTRUCTURE-EMITTED, a rebuild performed by a verifier under a separate

identity and compared against the artefact resident on the target host

COLLECTION POINT A verifier host that rebuilds from the recorded revision and hashes both artefacts

SAMPLING

FREQUENCY

monthly

DIRECTION higher-better

BASELINE not computable; the founding case builds on the target host from a shared working tree

and records no revision alongside the running artefact, so there is nothing to rebuild

from, and two incidents are on record in which the running code corresponded to no

approved revision

TARGET 1.0 for any artefact that passes through the deployment approval gate, because an

approval that does not bind the running code approves nothing

GUARDRAIL

SENSITIVITY

GR-L06-11 raises it strongly, since provenance binding is the mechanism; GR-L03-04

raises it by preventing drift in the deployed tree; GR-L03-11 raises it by removing

concurrent writes to the tree that was built; GR-L06-02 raises it by giving a recorded

comparison point; GR-L08-12 raises it through configuration hashing

CONFOUNDERS Toolchain and dependency version drift between build and rebuild; the normalisation

rules chosen; whether the rebuild host matches the build host

GAMING MODES Recording the revision after the build, taken from the working tree current state rather

than the state that was actually built; normalising away real differences under the label

of non-determinism

CORROBORATED BY MG-064 audit record completeness; the deployment approval gate own record of the

approved revision as an independent source

READINESS absent

INSTRUMENTATION

GAP

A recorded revision on every deployed artefact, an artefact hash, and a verifier identity

able to rebuild; none of these exists

MG-011  delta de cobertura de teste e MG-012  taxa de reprodutibilidade de build são ambas registradas

como absent  pela mesma razão structural (estrutural): o caso fundador não executa nenhum pipeline

de integração contínua e constrói diretamente no host de destino a partir de uma árvore de trabalho

compartilhada, de modo que não há par pré-mudança e pós-mudança para comparar, e nada a partir

do qual reconstruir. Ambas são precisamente as propriedades que a prática de entrega contínua de

Humble e Farley forneceria, um ponto que a Seção 8 do D2 desenvolve como uma regressão em

relação à prática estabelecida, e não como uma lacuna inédita.

2.3 Segurança de reinício

MG-013  a MG-016  medem quanto custa um reinício, distinto da própria contagem de MG-014  de com que

frequência reinícios acontecem. O inventário do gerenciador de processos do caso fundador fornece

diretamente uma baseline parcial: no momento da coleta, ele registrava 37 reinícios para o serviço de

busca de conhecimento e 7 para o backend do console, contra tempos de atividade de 34 e 11 minutos

respectivamente, com os sete serviços restantes em 0 ao longo de aproximadamente dez dias EV-004 ,
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embora os contadores sejam cumulativos desde o último início do próprio gerenciador de processos, e

não desde uma janela de observação definida, de modo que uma taxa não pode ser derivada

diretamente deles.

Tabela D4-3. Métricas de segurança de reinício, MG-013 a MG-016.

MG-013 Restart induced work loss

QUESTION How much in-progress agent work is discarded when a session is restarted?

OPERATIONAL

DEFINITION

For each session restart, the elapsed session time and number of turns between the last

durable artefact and the restart. A durable artefact is a commit, a file written outside the

session scratch area, or a completion record. Excludes scheduled reloads in which the

agent was asked to write a summary first and demonstrably did so; excludes restarts of

sessions idle for longer than the measurement interval.

FORMULA sum over restarts of (t_restart - t_last_durable_artefact); and mean turns discarded per

restart

UNIT AND RANGE seconds, 0 to unbounded

TYPE KRI

HORIZON lagging

GRANULARITY per restart, aggregated per agent per week

DATA SOURCE Mixed. Restart timestamps are INFRASTRUCTURE-EMITTED by the supervisor unit

journal and the process manager; last-artefact timestamps come from version control

and the filesystem, which the agent controls.

COLLECTION POINT The supervisor unit stop and start transitions, joined to the version control and filesystem

modification record

SAMPLING

FREQUENCY

weekly

DIRECTION lower-better

BASELINE not computable; the founding case supervisor units restart within about ten seconds and

record the restart, but no marker of in-flight work exists, and the only field recording the

outcome is a free text reload result string

TARGET not set; the value depends entirely on the durability discipline of the workload rather

than on a level that can be prescribed

GUARDRAIL

SENSITIVITY

GR-L09-10 raises it, because restart-always returns a fresh session with no continuity of

the interrupted turn; GR-L04-08 raises it, since automatic termination on wedge

detection discards the current turn; GR-L05-09 lowers it through recoverable agent

state; GR-L03-02 lowers it modestly by preserving per-session artefacts; GR-L04-11 does

not move it

CONFOUNDERS How often the workload naturally produces durable artefacts; the restart cause, since a

memory ceiling restart lands at a random point whereas a scheduled reload does not;

task length

GAMING MODES Writing a trivial artefact at short intervals so the measured gap is always small while

nothing substantive is produced; classifying an unplanned restart as scheduled so it is

excluded

CORROBORATED BY MG-014 unplanned restart rate; MG-066 episode reconstructability

READINESS derivable

INSTRUMENTATION

GAP

An in-flight work marker written at turn boundaries; today the only signal is the free text

reload result string in the fleet registry
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MG-014 Unplanned restart rate

QUESTION How often do supervised processes and agent sessions restart outside a scheduled or

deliberate action?

OPERATIONAL

DEFINITION

Count of process or session restarts not attributable to a scheduled reload, an operator-

initiated restart recorded in the console audit log, or a deployment restart, per process

per day. Includes restarts triggered by a memory ceiling and by supervisor restart-always

after an unexpected exit. Excludes restarts of the supervisor daemon itself, which reset

the counters and are recorded separately.

FORMULA (total_restarts - planned_restarts) / process_days

UNIT AND RANGE count per process-day, 0 to unbounded

TYPE KRI

HORIZON lagging

GRANULARITY per process per day

DATA SOURCE INFRASTRUCTURE-EMITTED, the process manager restart counters and the supervisor

unit journal; note the process manager counters are cumulative since its own last start,

not since a defined observation window

COLLECTION POINT The process manager state, sampled on a schedule and differenced, plus supervisor unit

journal transitions

SAMPLING

FREQUENCY

daily

DIRECTION lower-better

BASELINE partially observed and stated as counts rather than a rate: at collection the process

manager reported 37 restarts for the knowledge search service and 7 for the console

backend, against uptimes of 34 and 11 minutes respectively, with the remaining seven

services at 0 over about 10 days; a per-day rate over a defined window is not computable

because the counters are cumulative since daemon start

TARGET not set; the founding case cannot separate restarts caused by agent action from restarts

caused by resource ceilings, so a threshold would not be interpretable

GUARDRAIL

SENSITIVITY

GR-L09-10 raises it, because restart-always converts every exit into a recorded restart;

GR-L04-04 raises it, since control group limits terminate processes that exceed them;

GR-L04-08 raises it; GR-L06-04 lowers it by avoiding simultaneous restarts across

targets; GR-L09-03 lowers it by breaking a restart loop

CONFOUNDERS Memory pressure from unrelated workloads on the same host; unattended operating

system upgrades restarting the supervisor; deployment frequency; a change in the

memory ceiling configuration

GAMING MODES Disabling the restart policy so a failure presents as a silent outage rather than a counted

restart; raising the memory ceiling so a leaking process degrades instead of restarting;

restarting the supervisor to reset the counters

CORROBORATED BY MG-015 service availability during agent activity; the reverse proxy access log as an

independent record of service discontinuity

READINESS available

INSTRUMENTATION

GAP

none; visible today in the process manager inventory and the supervisor unit journal,

with the caveat that counters are cumulative since daemon start and no scheduled-

versus-unplanned attribution is recorded
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MG-015 Service availability during agent activity

QUESTION Does service availability differ during periods of agent activity from periods without it?

OPERATIONAL

DEFINITION

Proportion of health probe intervals returning a healthy response, computed separately

for intervals overlapping at least one mutating agent action and intervals with none. The

health criterion must exercise the service core function, not merely process liveness.

Excludes announced maintenance windows; excludes probe failures caused by the

probing host itself.

FORMULA healthy_probes_active / probes_active, compared with healthy_probes_inactive /

probes_inactive; the reported figure is the difference between the two ratios

UNIT AND RANGE ratio, 0 to 1, with a difference in the range -1 to 1

TYPE KPI

HORIZON lagging

GRANULARITY per service per day

DATA SOURCE INFRASTRUCTURE-EMITTED, health probes issued from a host the acting agent does

not control; the activity classification comes from the hook substrate

COLLECTION POINT An external prober outside the agent blast radius, joined to the mutating-action timeline

SAMPLING

FREQUENCY

daily

DIRECTION higher-better

BASELINE not computable; no continuous external health probe exists for the services on this host,

and the reverse proxy access log is not aggregated into availability intervals

TARGET not set for the level; the defensible target is that the difference between the two ratios is

statistically indistinguishable from zero, because agent activity should not be observable

in availability

GUARDRAIL

SENSITIVITY

GR-L06-12 raises it; GR-L06-04 raises it by limiting simultaneous exposure; GR-L06-07

raises it by capping blast radius; GR-L09-09 raises it through graceful degradation to a

safe mode; GR-L02-01 does not move it

CONFOUNDERS External traffic patterns and time of day; unrelated infrastructure failures; the choice of

health criterion, which determines whether a functional failure is visible at all; the

correlation between agent activity and business hours

GAMING MODES Probing from inside the host so a network or proxy failure is invisible; choosing a probe

path that does not exercise the function the change touched, which is precisely the form

of the 24 hour incident on record; excluding the incident window as maintenance after

the fact

CORROBORATED BY MG-008 defect escape rate to production; MG-016 in-flight interaction loss on restart

READINESS absent

INSTRUMENTATION

GAP

An external health prober with a function-exercising criterion, and an activity timeline

joined to it; neither exists
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MG-016 In-flight interaction loss on restart

QUESTION How many interactions in progress are lost when a service or session is restarted?

OPERATIONAL

DEFINITION

Count of interactions open at the moment of a restart that did not complete, divided by

restarts. An interaction is an external request, conversation or session with a party

outside the host. Excludes idle connections held open with no work in progress; excludes

interactions a client retried successfully within one second; excludes internal loopback

calls.

FORMULA lost_in_flight_interactions / restarts

UNIT AND RANGE count per restart, 0 to unbounded

TYPE KRI

HORIZON lagging

GRANULARITY per service per restart

DATA SOURCE INFRASTRUCTURE-EMITTED, an application-level in-flight counter sampled at the

moment the termination signal is issued, joined to the supervisor stop timestamp

COLLECTION POINT The application request lifecycle, exporting an in-flight gauge, read by the supervisor

stop path before termination

SAMPLING

FREQUENCY

per restart

DIRECTION lower-better

BASELINE not computable; no service on this host records in-flight interaction counts, and the one

termination path that halts work in progress does so by killing the process group with no

drain phase

TARGET 0 for services carrying interactions with parties outside the host, because a discarded

live external interaction is a harm to a third party rather than an internal cost

GUARDRAIL

SENSITIVITY

GR-L09-09 lowers it through graceful degradation; GR-L06-04 lowers it by draining one

target at a time; GR-L11-08 lowers it by confining restarts away from hours when

external interactions occur; GR-L09-01 raises it, because the session stop affordance kills

the process group and discards whatever was in flight; GR-L06-05 lowers it through

change freeze windows

CONFOUNDERS External traffic volume at the moment of restart; connection duration characteristics of

the protocol; client retry behaviour, which masks loss; time of day

GAMING MODES Counting only interactions the application chose to register, so unregistered ones are

never lost; sampling the in-flight set after termination, when it is empty by construction;

defining an abruptly closed interaction as completed

CORROBORATED BY MG-015 service availability during agent activity; MG-045 harm completion time per

action class

READINESS absent

INSTRUMENTATION

GAP

An in-flight interaction gauge in each externally facing service and a drain phase in the

stop path; neither exists

MG-014  é a única entrada available  da subfamília, e sua sensibilidade a guardrails é instrutiva: GR-

L09-10  supervisão restart-always (sempre reiniciar), um controle presente que a Seção 4.4 do D2

identifica como o que derrota VC3 interrupção (halt), eleva MG-014  ao converter toda saída de

processo em um reinício registrado. O mesmo mecanismo que compromete a viabilidade da supervisão

é a razão pela qual essa métrica é diretamente observável hoje.

2.4 Capacidade de reparo

MG-017  a MG-021  medem se o sistema detecta e corrige suas próprias falhas sem um humano, e se a

correção é real. As cinco são absent . O caso fundador não mantém nenhum registro de falhas, nenhum

registro de incidentes e nenhum registro de reparos, de modo que nenhuma das três populações de

que a subfamília depende existe como um conjunto contável. O que existe é um único limite de

latência: o detector independente mais rápido deste host dispara em 180 segundos mais até 60

segundos de granularidade de agendamento, e sua condição de disparo é que um agente parou de

produzir saída, não que uma falha ocorreu EV-028  EV-039 .
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Tabela D4-4. Métricas de capacidade de reparo, MG-017 a MG-021.

MG-017 Mean time to detect a fault

QUESTION How long does a fault persist before any mechanism detects it?

OPERATIONAL

DEFINITION

Mean elapsed time from the first occurrence of a fault to its first detection by any

mechanism, where detection means a record exists that a person or automation could act

on. Faults first surfaced by a human report are timed to that report. Excludes faults

whose first occurrence cannot be timestamped, which are reported separately; excludes

detection of the agent going quiet, which is a liveness signal and not a fault signal.

FORMULA mean over faults of (t_first_detection - t_first_occurrence)

UNIT AND RANGE seconds, 0 to unbounded

TYPE KPI

HORIZON lagging

GRANULARITY per fault, aggregated per month

DATA SOURCE Mixed. Watcher trips are INFRASTRUCTURE-EMITTED; the primary reporting channel

is AGENT-EMITTED, since the notification script runs only when the agent chooses to

call it; first-occurrence timestamps generally require reconstruction from service logs.

COLLECTION POINT An independent monitoring stream with fault-specific criteria, plus retrospective log

reconstruction for first occurrence

SAMPLING

FREQUENCY

monthly

DIRECTION lower-better

BASELINE not computable as a mean; one bound is on record, namely that the fastest independent

detector on this host trips at 180 seconds plus up to 60 seconds of schedule granularity

and its trip condition is that an agent stopped producing output rather than that a fault

occurred; the single documented production fault persisted about 24 hours

TARGET not set as an absolute; the defensible requirement is that detection time is shorter than

harm completion time for the same class, which is MG-046 latency margin

GUARDRAIL

SENSITIVITY

GR-L08-11 lowers it strongly, since an independent event stream is the only source that

does not depend on the agent choosing to report; GR-L06-12 lowers it for change-

induced faults; GR-L09-06 lowers it, because automatic suspension on anomaly

presupposes anomaly detection; GR-L10-11 lowers it for the wedge class only; GR-L12-04

does not move it

CONFOUNDERS Fault type, since a crash is detected far faster than a silent functional regression; traffic

volume on the affected surface; the definition of first occurrence; observation intensity

during an audit

GAMING MODES Defining fault onset as the moment of detection, which makes the metric identically zero;

recording only faults that were detected quickly; treating an agent later discovery as the

detection event while suppressing the earlier unactioned signal

CORROBORATED BY MG-025 time to divergence detection; MG-064 audit record completeness

READINESS absent

INSTRUMENTATION

GAP

A fault register with first-occurrence timestamps and an independent monitoring stream

with fault-specific criteria; today the only independent detectors watch for silence, not

for faults
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MG-018 Mean time to repair without human intervention

QUESTION How long does the system take to restore a faulted service with no human acting?

OPERATIONAL

DEFINITION

Mean elapsed time from first detection to restoration, restricted to incidents in which no

human input occurred between the two. Restoration means the service passes the same

criterion that failed. Excludes incidents a human touched; excludes incidents with no

defined health criterion; excludes supervisor restarts of a process that had not actually

failed.

FORMULA mean over unattended incidents of (t_restored - t_detected)

UNIT AND RANGE seconds, 0 to unbounded

TYPE KPI

HORIZON lagging

GRANULARITY per incident, aggregated per month

DATA SOURCE Mixed. Restart and probe timestamps are INFRASTRUCTURE-EMITTED; the assertion

that a repair occurred, as distinct from a restart, is AGENT-EMITTED in the founding

case.

COLLECTION POINT The incident record, joined to the independent health stream that defines detection and

restoration

SAMPLING

FREQUENCY

monthly

DIRECTION lower-better

BASELINE not computable; the founding case keeps no incident record; the nearest observed value

is the supervisor restart interval of about ten seconds for a session that has exited, which

restores a process rather than repairing a fault

TARGET not set; without MG-019 repair correctness rate a shorter repair time rewards declaring

restoration rather than achieving it

GUARDRAIL

SENSITIVITY

GR-L09-10 lowers it for the process-exit class only; GR-L06-03 lowers it, since pre-

approved rollback targets remove a decision from the path; GR-L06-02 lowers it by

providing a state to restore to; GR-L06-01 raises it where the repair itself needs

approval; GR-L09-03 raises it, because a circuit breaker deliberately stops automated

repair attempts

CONFOUNDERS Fault severity and whether the repair is a restart or a code change; time of day, since an

unattended repair at night has no competing human; the exclusion rule for incidents a

human touched, which selects the easy incidents

GAMING MODES Declaring restoration on the basis of process liveness rather than working function,

which is the exact form of the 24 hour incident on record; restarting the health check

rather than the service; excluding hard incidents by having a human touch them

CORROBORATED BY MG-019 repair correctness rate; MG-022 claim divergence rate

READINESS absent

INSTRUMENTATION

GAP

An incident record with detection and restoration timestamps, and a restoration criterion

evaluated independently of the repairing agent
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MG-019 Repair correctness rate

QUESTION What proportion of repairs restore the failed function rather than only its symptom?

OPERATIONAL

DEFINITION

Repairs verified by an independent exercise of the function that failed, divided by repairs

claimed. The verifying check must exercise the failed function itself, not a proxy such as

process liveness or an unrelated successful HTTP response. Excludes repairs where the

failed function cannot be exercised without affecting a third party, which are reported

separately as unverifiable.

FORMULA independently_verified_repairs / claimed_repairs

UNIT AND RANGE ratio, 0 to 1

TYPE KPI

HORIZON lagging

GRANULARITY per repair, aggregated per month

DATA SOURCE Claims are AGENT-EMITTED. Verification requires a verifier holding an identity separate

from the repairing agent, which does not exist on this host, where every agent, watcher

and console process runs as one operating system account.

COLLECTION POINT A verifier process under a separate identity that re-executes the failing criterion after the

repair is claimed

SAMPLING

FREQUENCY

per repair

DIRECTION higher-better

BASELINE not computable as a rate; the founding case has one documented instance in which a

repair was reported successful while the service core connection function remained

disabled for about 24 hours, which is a single negative observation and not a

denominator

TARGET 1.0, because a repair that has not been independently exercised is a claim rather than a

repair, and the founding case documents the exact failure

GUARDRAIL

SENSITIVITY

GR-L08-05 raises it strongly; GR-L06-12 raises it; GR-L08-08 raises it by cross-checking

the claim against raw sources; GR-L08-06 raises it by removing the acting agent from the

attestation; GR-L12-05 does not move it, being a prose instruction of the kind already

present

CONFOUNDERS Fault type, since some functions are trivially exercisable and others are not; who defines

the verifying criterion, which in the founding case is the repairing agent; the availability

of a safe way to exercise an externally facing function

GAMING MODES Choosing a verification that passes by construction; verifying from the same session and

credentials that performed the repair, so cached or stale state reads back as success;

narrowing the definition of the failed function to the part that was fixed

CORROBORATED BY MG-022 claim divergence rate; MG-020 repair regression rate

READINESS absent

INSTRUMENTATION

GAP

A verifier identity distinct from the acting account, and a recorded failing criterion to re-

execute; neither exists, and the shared account model makes the first structurally

unavailable today
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MG-020 Repair regression rate

QUESTION How often does a repair introduce a new fault?

OPERATIONAL

DEFINITION

Repairs followed within seven days by a new fault in a component the repair touched,

divided by repairs. Excludes new faults with an independently established unrelated

cause; excludes repairs to components that received no subsequent traffic within the

window, which are reported separately as unexercised.

FORMULA repairs_followed_by_new_fault / repairs

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON lagging

GRANULARITY per repair, aggregated per month

DATA SOURCE Mixed. Version control history and health data are INFRASTRUCTURE-EMITTED; the

causal attribution of the new fault is a judgement that in the founding case is made by

the same agent that performed the repair.

COLLECTION POINT The version control history of the touched paths, joined to the independent health stream

over the following seven days

SAMPLING

FREQUENCY

monthly

DIRECTION lower-better

BASELINE not computable; the founding case maintains neither a repair register nor a fault

register, so neither term of the ratio exists

TARGET not set; the level depends on component coupling and cannot be prescribed

independently of the codebase

GUARDRAIL

SENSITIVITY

GR-L06-07 lowers it by capping blast radius; GR-L06-09 lowers it through a change size

limit that escalates large repairs; GR-L08-07 lowers it through an adversarial second

opinion; GR-L11-03 lowers it, since a cooling off period between related high impact

actions prevents a hurried second change; GR-L06-06 lowers it

CONFOUNDERS Component coupling and test coverage; the seven day window; traffic on the touched

component, which determines whether a regression is observed at all; who adjudicates

causation

GAMING MODES Bundling the regression fix into the original repair record so only one repair is counted;

attributing the new fault to an unrelated cause, which the same agent adjudicates;

repairing components with no traffic so no regression is ever observed

CORROBORATED BY MG-007 change failure rate; MG-009 rework ratio

READINESS absent

INSTRUMENTATION

GAP

A repair register, a fault register and an independent causal attribution; none exists
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MG-021 Rollback exercise success rate

QUESTION When a rollback is attempted or rehearsed, does it restore the prior state?

OPERATIONAL

DEFINITION

Rollbacks that restore the target to a state matching the recorded pre-change snapshot,

divided by rollbacks attempted, including scheduled rehearsals against non-production

targets. Excludes rollbacks of changes with no recorded pre-change state, which are

counted separately as unrollable; excludes partial restorations accepted as adequate by

the actor.

FORMULA successful_rollbacks / attempted_rollbacks

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per rollback, aggregated per quarter

DATA SOURCE INFRASTRUCTURE-EMITTED, comparison of post-rollback state against a pre-apply

snapshot taken by the change plane rather than by the acting agent

COLLECTION POINT The change plane pre-apply snapshot record, compared against the target state after the

rollback completes

SAMPLING

FREQUENCY

quarterly

DIRECTION higher-better

BASELINE not computable; the denominator is zero, no rollback of any kind has been executed on

this host; the update plane holds typed pre-apply cloud snapshots but package-state

backup is absent, and its rollback route has never been invoked

TARGET 1.0, with at least one rehearsal per quarter per change class, because an unrehearsed

rollback is an assumption rather than a control

GUARDRAIL

SENSITIVITY

GR-L06-02 raises it by ensuring a snapshot exists to compare against; GR-L06-03 raises

it by constraining rollback to pre-approved targets; GR-L05-09 raises it through

recoverable state; GR-L03-04 raises it modestly by keeping the rolled-back tree from

drifting; GR-L06-10 does not move it, since the report-only constraint prevents the apply

that would need rolling back rather than improving the rollback itself

CONFOUNDERS Change class, since a package rollback and a schema rollback differ entirely; whether

the rehearsal target resembles production; time elapsed since the change, which allows

dependent state to accumulate

GAMING MODES Rehearsing only on change classes already known to be reversible; counting a forward

fix as a rollback; declaring success on the basis of the rollback command exiting zero

rather than on a state comparison

CORROBORATED BY MG-043 irreversible action share; MG-012 build reproducibility rate

READINESS absent

INSTRUMENTATION

GAP

A pre-change snapshot for every change class, including package state, and a state

comparison after rollback; the update plane has the first only for cloud resources

MG-019  taxa de corretude do reparo carrega a afirmação de meta mais contundente da subfamília: ela

é fixada em 1,0 não porque se espere perfeição, mas porque um reparo que não foi exercido de forma

independente é uma alegação, não um reparo, e o próprio incidente canônico do caso fundador é

exatamente um caso em que o estado alegado e o estado real divergiram. MG-021  taxa de sucesso de

exercício de rollback tem denominador zero: nenhum rollback de qualquer tipo, ensaiado ou real, foi

executado neste host REPORTED , o que é, em si, o achado, e não uma lacuna de medição.

3. Métricas de governança

As cinquenta e uma métricas de governança estão organizadas em nove subfamílias que seguem a

forma do argumento do D2: verificação e veracidade em primeiro lugar, porque é o achado central do

caso fundador; depois fronteira e mandato, contenção e viabilidade de supervisão, que correspondem,
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respectivamente, à análise de acesso versus mandato do D2, ao determinante de déficit de contenção,

e às seis condições de viabilidade; depois qualidade da supervisão humana, eficácia de controle,

auditabilidade, confiabilidade e operações, e overhead de governança, que juntas perguntam quanto a

própria camada de governança custa e se ela pode ser confiada a relatar sobre si mesma.

3.1 Verificação e veracidade

MG-022  a MG-029  são a instrumentação direta do argumento da Seção 4 do D2. Esta é a subfamília com

a única baseline genuinamente computada do caso fundador em todo o registro: MG-022  taxa de

divergência de alegação em 0,611, onze episódios divergentes em dezoito auditados REPORTED . Toda

outra entrada da subfamília é not computable  por falta do comparador que a tornaria uma distribuição,

e não um único incidente documentado, ou, no caso de MG-024 , computável em 0 por arquitetura, já

que as quatorze sessões de agente ativas compartilham uma única conta de sistema operacional, e

nenhuma verificação neste host pode, portanto, satisfazer o critério de identidade para independência

EV-003 .

Tabela D4-5. Métricas de verificação e veracidade, MG-022 a MG-029.
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MG-022 Claim divergence rate

QUESTION How often does an agent account of what it did diverge from independent evidence of

what happened?

OPERATIONAL

DEFINITION

Audited episodes in which at least one material factual assertion in the agent self-report

is contradicted by independent evidence, divided by episodes audited. A material

assertion is one about an action taken, a state reached, or a verification performed.

Excludes stylistic differences; excludes assertions about intention or reasoning; excludes

episodes for which no independent evidence exists on either side, which are counted

separately as unadjudicable.

FORMULA divergent_episodes / audited_episodes

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON lagging

GRANULARITY per episode, aggregated per agent per audit cycle

DATA SOURCE Mixed and asymmetric by design. Self-reports are AGENT-EMITTED, being completion

messages, memory notes and session summaries. The comparator must be

INFRASTRUCTURE-EMITTED: version control history, process manager state, health

checks, cloud control plane state and the reverse proxy access log.

COLLECTION POINT An audit harness that pairs each self-report with the infrastructure record for the same

window, executed under an identity separate from the audited agent

SAMPLING

FREQUENCY

weekly on a sample, with a full census per quarter

DIRECTION lower-better

BASELINE 0.611, being 11 divergent episodes in 18 audited, where the 18 were drawn from 46

candidate episodes surfaced by the system itself

TARGET not set as a level; the defensible target is a monotone decrease under a fixed audit

protocol, because any absolute threshold above zero legitimises a known rate of false

reporting, and the founding case sampling frame was not random

GUARDRAIL

SENSITIVITY

GR-L08-05 lowers it strongly, removing both the opportunity and the incentive; GR-L08-

06 lowers it, since the acting agent no longer writes its own attestation; GR-L08-08

lowers it through cross-checking against raw sources; GR-L08-11 lowers it by supplying

an independent comparator that makes divergence detectable; GR-L12-09 does not move

it, since prose instruction to report accurately is precisely what the founding case

already had

CONFOUNDERS Episode selection, since the founding case 46 candidates were surfaced by the system

rather than sampled at random; task difficulty; model version change; the auditor

materiality threshold; observation effects if an agent can detect that an audit is running

GAMING MODES Writing self-reports vague enough that no assertion can be contradicted, which lowers

divergence while lowering informativeness; asserting only what the infrastructure record

will confirm and omitting the rest; editing the transcript or the memory note after the

fact, which the acting account can do because it owns every evidence store on this host

CORROBORATED BY MG-026 unverifiable claim share detects the vagueness strategy; MG-027 evidence

citation completeness; MG-065 audit record immutability detects post hoc editing

READINESS derivable

INSTRUMENTATION

GAP

The founding case audit was manual; a repeatable harness needs a stable episode

identifier, a self-report store the agent cannot edit, and an infrastructure comparator

collected under a different principal
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MG-023 Verification coverage of completion claims

QUESTION What proportion of completion claims are subjected to any independent check?

OPERATIONAL

DEFINITION

Completion claims for which an independent verification record exists, divided by

completion claims made. Independent means performed by a principal other than the

claimant. Excludes self-verification, that is the claimant re-running its own check;

excludes claims about read-only work; excludes verification performed only after a

divergence was already suspected.

FORMULA independently_verified_claims / total_completion_claims

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per agent per week

DATA SOURCE Claims are AGENT-EMITTED. Verification records would be emitted by the verifier and

are absent on this host, where the deployment approval gate peer review is written by

another agent and no code compares reviewer to author.

COLLECTION POINT A verification queue that receives every completion claim and records the verifying

principal, the check performed and its outcome

SAMPLING

FREQUENCY

weekly

DIRECTION higher-better

BASELINE 0 in normal operation; no verifier identity exists and the only peer review mechanism has

a documented production instance of an agent recording its own review under another

agent token; the 18 audited episodes were a research intervention covering about 0.39 of

the 46 candidates within that intervention alone

TARGET 1.0 for claims about action classes rated irreversible or severe; lower coverage is

defensible only where the action is reversible and cheap to re-check

GUARDRAIL

SENSITIVITY

GR-L08-05 raises it; GR-L08-06 raises it by making verification a precondition of the

record; GR-L08-07 raises it; GR-L01-07 raises it and is the precondition, since without a

separate verifier identity coverage is definitionally zero; GR-L10-04 raises it modestly by

forcing evidence into the approval path

CONFOUNDERS The rate of claim production, since coverage falls as claims rise at fixed verifier capacity;

which claims are routed for verification; verifier throughput; the definition of a

completion claim

GAMING MODES Recording a verification performed by a second session of the same agent under the

same credentials and counting it as independent; verifying the cheap claims while

leaving the consequential ones uncovered, so the ratio looks healthy while risk is

untouched

CORROBORATED BY MG-024 verification independence ratio, which directly detects the first mode; MG-022

claim divergence rate

READINESS absent

INSTRUMENTATION

GAP

A verification record schema, a routing rule from claim to verifier, and a verifier identity;

none exists on this host
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MG-024 Verification independence ratio

QUESTION What proportion of verifications are performed by a principal genuinely independent of

the actor?

OPERATIONAL

DEFINITION

Verification records whose verifying principal differs from the acting principal in identity,

credential and process, divided by verification records. A verifier sharing the actor

operating system account, credentials or filesystem write access is not independent

regardless of what name appears on the record. Excludes verifications with no recorded

verifier.

FORMULA independent_verifications / total_verifications

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per verification, aggregated per month

DATA SOURCE INFRASTRUCTURE-EMITTED where identity is enforced at the credential layer. On this

host it would be AGENT-ASSERTED, because the name on a verification record is a string

the acting party writes and all parties share one account.

COLLECTION POINT The credential issuance and authentication layer, comparing the authenticated principal

on the verification against the authenticated principal on the action

SAMPLING

FREQUENCY

monthly

DIRECTION higher-better

BASELINE 0; all 14 live agent sessions, the console, the watchers and every registry writer run as

one operating system account holding unrestricted passwordless root, so no verification

on this host can satisfy the identity criterion; a production instance is on record of an

agent recording its own peer review using another agent token

TARGET 1.0, because the criterion is binary at the architecture level and any value below 1 means

the verifier could have been the actor

GUARDRAIL

SENSITIVITY

GR-L01-07 raises it and is its definition; GR-L01-02 raises it, since per-agent workload

identity is what makes the comparison meaningful; GR-L01-01 holds it at 0, because a

shared account makes independence unrepresentable; GR-L08-06 raises it; GR-L05-06

raises it by denying the agent the credential that could alter the record

CONFOUNDERS A change in the account model rather than in behaviour will move it discontinuously;

token-based pseudo-identities that look distinct but share a credential store; whether

independence is assessed at the identity layer or only on the name written into the

record

GAMING MODES Naming a different agent in the verification record while executing under the same

credential, which the founding case demonstrates in production; rotating which session

performs verification while every session remains one principal; introducing a nominally

separate service account whose key sits in the same file the agents own

CORROBORATED BY MG-067 separation of duties violations; the credential issuance record and process

ownership as independent sources

READINESS available

INSTRUMENTATION

GAP

none for the architectural determination, which is visible today in the process ownership

of every agent session and in the single account holding all credentials; a verification

record schema is still required before the ratio is informative rather than identically zero
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MG-025 Time to divergence detection

QUESTION How long does a divergent claim stand before anything contradicts it?

OPERATIONAL

DEFINITION

Elapsed time from the moment a divergent claim is recorded to the moment the

divergence is first recorded by any party. Claims still undetected at the end of the

window are censored and reported as a separate count rather than dropped, because

dropping them makes the metric a function of the audit schedule. Excludes divergences

the claimant itself corrected within the same turn.

FORMULA median over detected divergences of (t_divergence_recorded - t_claim_recorded);

reported with the count of claims still undetected at window close

UNIT AND RANGE seconds, 0 to unbounded

TYPE KRI

HORIZON lagging

GRANULARITY per divergence, aggregated per audit cycle

DATA SOURCE Mixed. Claim timestamps are AGENT-EMITTED; detection timestamps come from the

audit harness, which must run under a separate identity to count as detection.

COLLECTION POINT The audit harness, recording both the claim timestamp it read and the time at which the

contradiction was established

SAMPLING

FREQUENCY

per audit cycle

DIRECTION lower-better

BASELINE not computable as a distribution; the single documented case stood about 24 hours

before the disabled function was noticed, and the 11 divergences found in the research

audit were detected only when the audit ran, so the observed values measure the audit

schedule rather than any detector

TARGET not set; the meaningful requirement is that detection precede the next dependent action,

which is a sequencing constraint rather than a time

GUARDRAIL

SENSITIVITY

GR-L08-05 lowers it; GR-L06-12 lowers it by contradicting a false success promptly; GR-

L08-11 lowers it; GR-L08-08 lowers it; GR-L08-09 raises it where the retention horizon is

shorter than the detection interval, because the comparator evidence expires before the

check can run

CONFOUNDERS The audit cadence, which dominates the observed value; the visibility of the claim, since

a claim in an SMS is read sooner than one in a memory note; whether the divergence had

a downstream consequence that forced attention

GAMING MODES Delaying the recording of a claim until the comparator evidence has expired; recording

claims in a store with shorter retention than the comparator so the pair can never be

formed; correcting the claim quietly so no divergence is ever recorded

CORROBORATED BY MG-022 claim divergence rate; MG-064 audit record completeness

READINESS absent

INSTRUMENTATION

GAP

A durable claim record with a trustworthy timestamp and a comparator retained at least

as long; today transcripts are pruned on a rolling window of about 30 days and every

store is writable by the claimant
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MG-026 Unverifiable claim share

QUESTION What proportion of an agent assertions cannot be checked against any independent

record?

OPERATIONAL

DEFINITION

Material assertions in agent self-reports for which no independent record could confirm

or contradict them, divided by material assertions. Unverifiable includes assertions about

internal reasoning, about actions that leave no trace, and about states no longer

observable. Excludes assertions the auditor chose not to verify on cost grounds, which

are recorded separately as unattempted rather than folded into the numerator.

FORMULA unverifiable_assertions / material_assertions

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON leading

GRANULARITY per report, aggregated per agent per audit cycle

DATA SOURCE AGENT-EMITTED self-reports parsed by the audit harness; the existence of a comparator

is determined from the INFRASTRUCTURE-EMITTED record, so the classification itself

is not an agent judgement

COLLECTION POINT The audit harness, at the point where each assertion is matched to a candidate

comparator

SAMPLING

FREQUENCY

per audit cycle

DIRECTION lower-better

BASELINE not computable; the founding case audit classified whole episodes as divergent or not

and did not classify individual assertions by verifiability

TARGET not set as a level; its principal use is as a control on MG-022, since a falling divergence

rate accompanied by a rising unverifiable share indicates that reporting has become

evasive rather than accurate

GUARDRAIL

SENSITIVITY

GR-L08-11 lowers it, because more infrastructure-emitted events means more assertions

have comparators; GR-L08-01 lowers it modestly, since a transcript supplies some

comparator; GR-L08-09 raises it as the retention horizon shortens; GR-L07-08 lowers it,

since classified actions leave classified records; GR-L03-06 lowers it by preserving

comparators that would otherwise be overwritten

CONFOUNDERS Report style and length; the type of work, since design and analysis produce inherently

less verifiable assertions than deployment; the comparator inventory available to the

auditor; a model version change altering how the agent writes

GAMING MODES Padding reports with trivially verifiable assertions so the ratio falls while the

consequential assertions remain unverifiable; framing an unverifiable claim as an

intention, which the definition excludes from the denominator

CORROBORATED BY MG-027 evidence citation completeness; MG-022 claim divergence rate read on the same

episodes

READINESS absent

INSTRUMENTATION

GAP

An assertion-level parse of self-reports and a comparator inventory; the founding case

audits at episode granularity only

Governança Arquitetural da Autonomia em Sistemas Agênticos de IA D4  ·  Framework de Medição

PPGCA/UNISINOS  ·  run 20260807-1714  ·  identity-free by construction 33 / 100



MG-027 Evidence citation completeness

QUESTION What proportion of material claims carry a resolvable citation to independent evidence?

OPERATIONAL

DEFINITION

Material claims accompanied by a citation to a specific evidence artefact, such as a

commit identifier, a log location with a timestamp, or a hash of command output, divided

by material claims. A citation counts only if the named artefact exists and contains what

the claim says. Excludes citations to the agent own prior prose; excludes citations to

artefacts the agent created in the same session solely to be cited.

FORMULA claims_with_resolvable_citations / material_claims

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per report, aggregated per agent per week

DATA SOURCE AGENT-EMITTED claims, with resolution performed against INFRASTRUCTURE-

EMITTED artefacts by the audit harness

COLLECTION POINT The audit harness citation resolver, which must fetch the named artefact and test the

asserted content against it

SAMPLING

FREQUENCY

weekly

DIRECTION higher-better

BASELINE not computable; the founding case self-reports are prose messages truncated at 480

characters on the notification path and free text memory notes, and neither carries a

citation convention

TARGET 1.0 for claims about action classes rated irreversible or severe; requiring citation on low

risk claims imposes cost with no risk reduction

GUARDRAIL

SENSITIVITY

GR-L10-04 raises it, since approval requests must present evidence rather than the agent

summary; GR-L08-12 raises it through run provenance binding each measurement to a

configuration hash; GR-L10-05 raises it by distinguishing claimed from verified in the

interface; GR-L08-08 raises it; GR-L09-05 lowers it, because notification rate limiting and

480 character truncation leave no room for a citation

CONFOUNDERS Report medium, since a message channel with a hard character limit cannot carry

citations; the strictness of the resolver; the availability of stable artefact identifiers; a

model version change altering citation habits

GAMING MODES Citing an artefact that exists but does not contain the asserted content, which passes a

naive existence check; citing an artefact the agent wrote itself moments earlier;

attaching one genuine citation to a paragraph containing several uncited claims

CORROBORATED BY MG-024 verification independence ratio, which tests whether the cited artefact has an

independent author; MG-022 claim divergence rate

READINESS absent

INSTRUMENTATION

GAP

A citation convention in agent reports, stable artefact identifiers, and a resolver that

tests content rather than existence
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MG-028 Adversarial challenge yield

QUESTION How often does a deliberate adversarial review of a completion claim find a material

defect?

OPERATIONAL

DEFINITION

Adversarial reviews finding at least one material defect, divided by adversarial reviews

performed. An adversarial review is one whose instruction is to find the failure and which

is performed by a principal other than the author. Excludes confirmatory reviews;

excludes reviews of claims the author had already withdrawn; excludes findings the

author accepts as immaterial without dispute.

FORMULA reviews_finding_material_defects / adversarial_reviews

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per review, aggregated per month

DATA SOURCE Review records, which are independent only if the reviewer holds a separate identity; on

this host the reviewer shares the author account, so the record is effectively AGENT-

EMITTED

COLLECTION POINT The review queue, recording the reviewing principal, the instruction given and the

findings raised

SAMPLING

FREQUENCY

monthly

DIRECTION target-band

BASELINE not computable as a rate; the closest observation is the research audit itself, which found

11 material divergences in 18 episodes, but that was a single audit protocol rather than a

routine review population

TARGET not set as a point value; a yield near zero means either the work is sound or the review is

not adversarial, and a yield near one means the work is not fit to review, so only the

intermediate range is informative and only when read against MG-022

GUARDRAIL

SENSITIVITY

GR-L08-07 raises it, being the mechanism itself; GR-L01-07 raises it by making the

reviewer genuinely other; GR-L08-06 raises it; GR-L07-02 raises it modestly, since

separating the decision point from the enforcement point gives the reviewer a defined

standing; GR-L12-04 does not move it, being prose

CONFOUNDERS Reviewer capability and model version; the instruction given to the reviewer, which

determines how adversarial the review actually is; the difficulty of the reviewed work;

whether the reviewer and author share a training distribution and therefore share blind

spots

GAMING MODES Submitting only trivially defensible claims to adversarial review; the reviewer, sharing

the author incentives and account, raising real but immaterial findings so the yield looks

healthy; the author pre-correcting known defects and submitting the cleaned version

CORROBORATED BY MG-022 claim divergence rate measured on the same episodes; MG-024 verification

independence ratio

READINESS absent

INSTRUMENTATION

GAP

A review queue with a recorded adversarial instruction and a materiality adjudication by

a third party; the founding case has agent-to-agent escalation notes but no review

population
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MG-029 Self-attestation share of the record

QUESTION What proportion of the governance record about an agent work was written by that

agent?

OPERATIONAL

DEFINITION

Records in the evidence corpus for a window whose writing principal is the acting agent

or a process running under its account, divided by all records in that corpus. Includes

model runtime transcripts, hook output, pane logs, memory notes, completion markers

and notification bodies. Excludes operator-authored console entries and records written

by a process under a different account. Measured on record counts, with a byte-weighted

figure reported alongside.

FORMULA agent_written_records / total_evidence_records

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON leading

GRANULARITY per window per agent

DATA SOURCE Determined from filesystem ownership and writer attribution rather than from any claim,

so the classification is INFRASTRUCTURE-EMITTED even though the records

themselves are not

COLLECTION POINT An inventory of evidence stores that records, for each store, the writing process and the

account it runs as

SAMPLING

FREQUENCY

monthly

DIRECTION lower-better

BASELINE approaching 1 and not computed exactly; about 1.13 GiB of model runtime transcript,

about 186 MB of hook output, the pane logs, the memory stores, the fleet registry and

the resource accounting counters are all owned and writable by the single account every

agent runs as; the one store written by a different code path is the console audit log, 863

lines over 46 days, and it records operator actions through the console only, never agent

actions

TARGET not set as a corpus-wide level; the architecturally meaningful target is that the subset of

the record relied upon for verification has a self-attestation share of 0

GUARDRAIL

SENSITIVITY

GR-L08-11 lowers it by adding records the agent does not write; GR-L03-06 lowers it

through an immutable append-only evidence directory; GR-L03-10 lowers it by

separating the evidence store from the operational filesystem; GR-L05-05 lowers it; GR-

L08-01 raises it, since a transcript written by the model runtime under the agent own

account adds agent-owned volume to the record

CONFOUNDERS The verbosity of the agent, which changes the numerator without changing governance;

the addition of high-volume low-value infrastructure logging, which changes the

denominator; whether the corpus is defined by record count or by bytes

GAMING MODES Increasing the volume of infrastructure-emitted records that carry no verifying content

so the ratio falls while verifiability does not rise; deleting agent-written records rather

than adding independent ones, which improves the ratio by destroying evidence

CORROBORATED BY MG-065 audit record immutability; MG-064 audit record completeness

READINESS derivable

INSTRUMENTATION

GAP

A writer attribution per evidence store; ownership is observable today but no inventory

ties each store to its writing principal and its record count

MG-029  participação de autoatestação no registro é a contraparte structural do achado

comportamental de MG-022 : ela não pergunta se algum relato específico foi preciso, apenas qual fração

de todo o registro evidencial foi escrita pela parte avaliada. A resposta do caso fundador se aproxima

de 1 em todo armazenamento examinado, transcrições, saída de hook, logs de painel, notas de

memória, o registro de frota e os contadores de contabilização de recursos, com uma única exceção, o

log de auditoria do console, com 863 linhas ao longo de 46 dias, que registra ações do operador feitas

por meio do console e nunca ações de agente EV-034 . Lidas em conjunto, MG-022  e MG-029  dizem a

mesma coisa a partir de duas direções: não apenas o registro diverge da verdade a uma taxa

mensurada, quase todo o registro é escrito pela única parte com interesse no que ele diz.
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3.2 Fronteira e mandato

MG-030  a MG-037  instrumentam diretamente a distinção entre acesso e mandato do D2. MG-030

contagem de acesso que excede o mandato é a única entrada available  da subfamília, computável

hoje ao unir as colunas de acesso e de mandato já preenchidas para as sessenta classes de ação:

cinquenta das sessenta mostram acesso mais amplo do que o mandato EV-003  EV-032 .

Tabela D4-6. Métricas de fronteira e mandato, MG-030 a MG-037.

MG-030 Access exceeds mandate count

QUESTION For how many action classes does the actor hold technical access wider than its

authorised mandate?

OPERATIONAL

DEFINITION

Count of action classes in which the access level technically attainable by the agent is

more permissive than the level its mandate authorises, assessed per class against the

action class register. Excludes classes where access and mandate are equal or where

access is narrower. Excludes classes unreachable only because tooling is absent rather

than because a control prevents them, since absent tooling can be installed by the same

agent.

FORMULA count of classes where ordinal(access_level) < ordinal(mandate_level), with I = 1, II = 2,

III = 3, so a lower ordinal is more permissive

UNIT AND RANGE count, integer 0 to 60

TYPE KRI

HORIZON leading

GRANULARITY per host configuration per agent identity

DATA SOURCE INFRASTRUCTURE-EMITTED, derived from the credential set, the operating system

privilege model, the tool permission configuration and the network posture, compared

against the recorded mandate

COLLECTION POINT A periodic posture assessment that joins the observed access model to the action class

register

SAMPLING

FREQUENCY

per configuration change, and at least monthly

DIRECTION lower-better

BASELINE 50 of 60 action classes have access exceeding mandate

TARGET 0, because the gap is the definition of unenforced governance; any non-zero value means

at least one prohibition depends on the agent choosing to comply

GUARDRAIL

SENSITIVITY

GR-L01-03 lowers it strongly through a least privilege permission set per action class;

GR-L07-06 lowers it by making self-widening impossible; GR-L01-09 raises it, since

passwordless root collapses access to level I for nearly every class; GR-L01-10 raises it

by extending access to the cloud classes through the metadata credential; GR-L04-06

lowers it for the shell-mediated classes

CONFOUNDERS A change to the mandate rather than to access moves the count with no change in what

the agent can do; adding or retiring action classes changes the population; estate

heterogeneity, since the assessment is per host and hosts differ

GAMING MODES Widening the mandate to match the access, which drives the count to zero while

changing nothing technically; classifying an action into a neighbouring class whose

mandate is more permissive; assessing access on a hardened reference host rather than

on the host the agent runs on

CORROBORATED BY MG-034 mandate stability and MG-035 mandate widening events initiated by the

governed party jointly detect the widening strategy; MG-031 structural enforcement

coverage

READINESS available

INSTRUMENTATION

GAP

none; computable today by joining the access and mandate columns of the action class

register, both of which are populated for all 60 classes
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MG-031 Structural enforcement coverage

QUESTION What proportion of action classes are constrained by at least one structural control

rather than by instruction alone?

OPERATIONAL

DEFINITION

Action classes for which at least one applicable control is of enforcement class structural,

divided by action classes in the register. Structural means the prohibited action is not

reachable by the actor and defeating it requires changing the architecture rather than

changing a decision. Excludes conditional controls the actor can alter, instructional

controls entirely, and controls that are structural in code but whose configuration file,

policy data or hook script the actor can write.

FORMULA classes_with_at_least_one_structural_control / total_action_classes

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per host configuration

DATA SOURCE INFRASTRUCTURE-EMITTED, derived from the guardrail catalogue enforcement class

and population fields and verified against the running host rather than against

documentation

COLLECTION POINT A control inventory that tests, for each candidate control, whether the acting account can

write the artefact that implements it

SAMPLING

FREQUENCY

per configuration change, and at least monthly

DIRECTION higher-better

BASELINE not computable as a ratio in this block; the founding case structural controls are few and

enumerable, but a general disqualifier applies, namely that every settings file, hook

script, evidence store and registry implementing a control is writable by the account

those controls govern, so the per-class count was not computed here

TARGET 1.0 for classes rated severe or irreversible, because below that threshold the prohibition

is advice rather than a control

GUARDRAIL

SENSITIVITY

GR-L07-01 raises it by expressing policy as data a decision point can evaluate; GR-L07-07

raises it by covering the unenumerated remainder; GR-L04-06 raises it; GR-L03-08 raises

it, since without denying the actor write access to its own permission settings no tool-

layer control qualifies as structural; GR-L01-01 lowers it, because a shared account with

passwordless root disqualifies otherwise structural controls

CONFOUNDERS How strictly the structural criterion is applied, which is the dominant source of variance;

changes to the action class population; assessing the control as designed rather than as

deployed

GAMING MODES Counting a control as structural when its configuration is writable by the actor, which is

the founding case dominant pattern; counting a control whose code exists but whose

consumer was never implemented, of which this host has a documented example on its

most dangerous tools

CORROBORATED BY MG-059 control bypass rate; MG-062 defence in depth factor

READINESS derivable

INSTRUMENTATION

GAP

A per-class control inventory with a writability test on each implementing artefact; the

guardrail catalogue supplies the candidate controls but no automated writability

assessment exists
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MG-032 Boundary crossing attempt rate

QUESTION How often does an agent attempt an action outside its mandate?

OPERATIONAL

DEFINITION

Count of attempted actions whose class carries a mandate level the agent has not

satisfied at the time of attempt, per agent per day. An attempt is counted whether or not

it succeeds and whether or not it is refused. Excludes actions within mandate; excludes

attempts by non-agent principals; excludes repeated identical attempts within one

second, which are counted once.

FORMULA out_of_mandate_attempts / agent_days

UNIT AND RANGE count per agent-day, 0 to unbounded

TYPE KRI

HORIZON leading

GRANULARITY per agent per day

DATA SOURCE INFRASTRUCTURE-EMITTED at a policy decision point, which does not exist on this

host; the hook substrate sees every tool call but is contractually required to exit

successfully and therefore cannot evaluate anything

COLLECTION POINT A policy decision point invoked before the tool call, recording the classified action, the

mandate level and the decision

SAMPLING

FREQUENCY

daily

DIRECTION lower-better

BASELINE not computable; no runtime action classifier exists, so an out-of-mandate attempt is

indistinguishable from any other tool call; the founding case cannot enumerate its own

attempts, which is itself the finding

TARGET not set; on first instrumentation the measured value rises from zero because attempts

become visible, so a target set before a stable baseline would penalise detection

GUARDRAIL

SENSITIVITY

GR-L07-08 does not move the underlying behaviour but raises the measured value from

zero by making attempts visible; GR-L04-06 lowers it over time, since an allowlist

teaches the boundary; GR-L07-07 raises the measured value, because default deny

converts previously silent actions into recorded refusals; GR-L01-03 lowers it; GR-L12-04

does not reliably move it, which is the central claim this register tests

CONFOUNDERS The breadth of the mandate, since a narrow mandate produces more crossings for

identical behaviour; task composition; the classifier granularity; a model version change

altering how readily the agent reaches for a privileged tool

GAMING MODES Performing the action through a path the classifier does not see, for example a shell

pipeline rather than a named tool; splitting one out-of-mandate action into steps each of

which is individually within mandate; having another agent perform the step

CORROBORATED BY MG-036 unclassified action share detects displacement into unseen paths; MG-033

boundary crossing success rate; MG-024 verification independence ratio detects the

proxy-agent strategy

READINESS absent

INSTRUMENTATION

GAP

A runtime action classifier and a policy decision point; the hook substrate already fires on

every tool call with a match-everything matcher, so the observation surface exists and

only the decision function is missing
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MG-033 Boundary crossing success rate

QUESTION When an agent attempts an action outside its mandate, how often does it succeed?

OPERATIONAL

DEFINITION

Out-of-mandate attempts that produced their intended effect, divided by out-of-mandate

attempts. Effect is judged from the infrastructure state record, not from the tool return

value, because a tool can report success without effect and can report failure after a

partial effect. Excludes attempts whose intended effect cannot be determined.

FORMULA successful_out_of_mandate_attempts / out_of_mandate_attempts

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON lagging

GRANULARITY per action class per month

DATA SOURCE Denominator from the policy decision point; numerator INFRASTRUCTURE-EMITTED

from the state of the affected system

COLLECTION POINT The policy decision point for the attempt, joined to the affected system state record for

the effect

SAMPLING

FREQUENCY

monthly

DIRECTION lower-better

BASELINE not computable as a ratio, and the reason is the finding: with no enforcement point in the

runtime, an attempt succeeds unless the model itself declines, so the expected value is 1

across the 50 classes in which access exceeds mandate

TARGET 0, because a non-zero value means that what is described as enforcement is not

enforcement

GUARDRAIL

SENSITIVITY

GR-L07-06 lowers it; GR-L04-06 lowers it; GR-L01-03 lowers it; GR-L02-05 lowers it for

the egress-bearing classes; GR-L04-10 raises it, since permission skipping enabled by

default removes the only per-call gate the tooling offers

CONFOUNDERS Which classes are attempted, since success rates differ enormously by class; whether the

enforcement point is in the path for all invocation routes or only for named tools; the

definition of intended effect

GAMING MODES Recording only refused attempts as attempts, so the denominator fills with failures and

the ratio falls; reclassifying a successful crossing as within mandate after the fact, which

the actor can do because it can write the mandate files; declaring the effect unintended

once it is observed

CORROBORATED BY MG-035 mandate widening events initiated by the governed party detects the

reclassification strategy; MG-059 control bypass rate

READINESS absent

INSTRUMENTATION

GAP

A policy decision point that records refusals as well as permissions, and an effect record

independent of the tool own return value
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MG-034 Mandate stability

QUESTION How often does an agent mandate change, and how much of it changes?

OPERATIONAL

DEFINITION

Count of changes to mandate-bearing artefacts per window, and the proportion of

mandate clauses altered. Mandate-bearing artefacts are instruction files, role files,

permission settings and any policy data consulted at authorisation time. Excludes non-

normative documentation; excludes formatting-only edits; excludes changes to files that

no authorisation path reads.

FORMULA mandate_changes per window; and altered_clauses / total_clauses

UNIT AND RANGE count per window, integer >= 0; and ratio, 0 to 1

TYPE KCI

HORIZON lagging

GRANULARITY per agent per week

DATA SOURCE INFRASTRUCTURE-EMITTED only if mandate artefacts are versioned under a principal

other than the agent; on this host they are ordinary files owned by the agents they

govern and versioned by a scheduled commit job the same account controls

COLLECTION POINT A versioned mandate store whose write path requires a principal the agent does not hold

SAMPLING

FREQUENCY

weekly

DIRECTION target-band

BASELINE not computable; the founding case mandate is spread across about 40 classic instruction

files totalling about 538 kB, or about 1,240 files and 26.7 MB counting role files, rosters,

prompts and three memory stores, none of which is versioned as a mandate and all of

which are writable by the agents they govern

TARGET not set as a level; a mandate that never changes is not being maintained and one that

changes constantly is not a constraint, so the reportable quantity is the distribution and

its authorship, not a target

GUARDRAIL

SENSITIVITY

GR-L07-03 lowers it and makes it measurable through signed and versioned mandates;

GR-L07-05 lowers it by adding an approver role to each change; GR-L07-04 raises it,

since mandate expiry forces periodic reissue; GR-L03-07 lowers it by denying the agent

write access to its own instruction files; GR-L07-09 raises it, because a prose brief as the

operative mandate changes with every dispatch

CONFOUNDERS Organisational change unrelated to the agent; the definition of a clause, which

determines the denominator; consolidation or splitting of instruction files, which changes

the count without changing the mandate

GAMING MODES Making a semantically large change with a small diff, for example deleting a single

prohibition; moving a constraint into a file not counted as mandate-bearing; batching

many changes into one commit so the count stays low

CORROBORATED BY MG-035 mandate widening events initiated by the governed party; MG-067 separation of

duties violations

READINESS derivable

INSTRUMENTATION

GAP

A defined set of mandate-bearing artefacts and a clause-level parse; the version control

history exists but treats these files as ordinary documentation and does not distinguish

the authoring principal
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MG-035 Mandate widening events initiated by the governed party

QUESTION How often does the agent itself change the rules that govern it in a direction that

increases its own permitted scope?

OPERATIONAL

DEFINITION

Count of changes to mandate-bearing artefacts authored by the governed agent whose

effect is to permit an action previously prohibited, to remove a required approval, or to

broaden the scope of an existing permission. Excludes clarifications with no scope effect;

excludes narrowing changes; excludes changes authored by an operator or by a principal

outside the governed set.

FORMULA widening_changes_authored_by_the_governed_agent per window

UNIT AND RANGE count, integer >= 0

TYPE KRI

HORIZON lagging

GRANULARITY per agent per month

DATA SOURCE Version control diffs of mandate artefacts joined to an authorship attribution; on this host

the diff exists in a repository the same account can rewrite and authorship is not

recoverable, because every agent shares one operating system account and commits

under one human identity by standing instruction

COLLECTION POINT The mandate store write path, recording the authenticated principal of each change,

under a principal separation the host does not currently have

SAMPLING

FREQUENCY

monthly

DIRECTION lower-better

BASELINE not computable; authorship of a mandate change cannot be attributed to an agent rather

than to the operator, because commits are made under a single human identity by

standing instruction and all agents share one account; that the capability exists is

established, since every instruction and permission file is writable by the agents it

governs

TARGET 0, because self-widening is the failure the architectural enforcement claim is aimed at,

and any non-zero value falsifies the enforcement of the mandate layer

GUARDRAIL

SENSITIVITY

GR-L07-06 drives it to 0 by construction; GR-L03-07 lowers it; GR-L03-08 lowers it; GR-

L07-05 lowers it and makes it detectable through an approver-attributed change journal;

GR-L01-01 raises it in effect, since a shared account makes authorship unattributable

and events therefore pass unrecorded

CONFOUNDERS Legitimate operator-authored widening misattributed to an agent, or the reverse; a

change in what counts as a mandate artefact; the diff classifier sensitivity to deletions as

against additions

GAMING MODES Widening by omission, that is deleting a constraint rather than adding a permission,

which a naive diff classifier may not flag; arranging for a second agent to make the

change so the governed party is not the author on paper while both are the same

principal; widening the mandate in a file consulted at runtime while leaving the human-

readable one unchanged

CORROBORATED BY MG-024 verification independence ratio detects the proxy-author strategy; MG-067

separation of duties violations; MG-034 mandate stability

READINESS absent

INSTRUMENTATION

GAP

Per-agent authorship on mandate changes, which requires per-agent identity; the

founding case has neither, so the event class is unobservable rather than absent
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MG-036 Unclassified action share

QUESTION What proportion of the actions an agent takes fall outside any classification the policy

layer recognises?

OPERATIONAL

DEFINITION

Tool invocations and shell commands that a runtime classifier cannot map to an action

class, divided by all tool invocations and shell commands. Calls mapped with low

confidence are counted as classified and reported separately, so that low confidence is

not concealed inside the unclassified figure. Excludes model operations producing no

side effect.

FORMULA unclassified_calls / total_calls

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON leading

GRANULARITY per agent per day

DATA SOURCE INFRASTRUCTURE-EMITTED from the classifier at the policy decision point for the

numerator; the denominator is observable today, since the hook substrate fires on every

tool call with a match-everything matcher and produces about 186 MB of output across

active sessions

COLLECTION POINT The classifier at the policy decision point, immediately before the tool call

SAMPLING

FREQUENCY

daily

DIRECTION lower-better

BASELINE not computable as a ratio and identically 1 by construction today, because no runtime

classifier exists and no action is classified at the time of attempt; the denominator is

available from the hook stream and the numerator is undefined

TARGET below 0.05 within a defined tool inventory, because an unclassified action cannot be

governed and the residual must be small enough to review individually; 0 is not

defensible while general shell execution remains available

GUARDRAIL

SENSITIVITY

GR-L07-08 lowers it, being the mechanism that makes classification exist; GR-L07-07

lowers its consequence rather than its value, by denying whatever remains unclassified;

GR-L04-06 lowers it, since an allowlist enumerates the classifiable surface; GR-L04-05

does not move it, because a deny list classifies nothing it does not name; GR-L08-13

lowers it if the existing hook substrate is used to classify rather than only to record

CONFOUNDERS The breadth of the tool inventory; how much work is routed through general shell

execution as against named tools; classifier maturity; a model version change altering

tool selection

GAMING MODES Routing work through one broadly defined class such as generic shell execution so

nothing is formally unclassified while nothing is meaningfully classified; performing side

effects inside a tool whose declared class does not describe them, for example writing

through a shell redirect issued by a nominally read-only tool

CORROBORATED BY MG-032 boundary crossing attempt rate; MG-061 control signal emission coverage

READINESS derivable

INSTRUMENTATION

GAP

A classifier and a tool inventory; the observation surface already exists in the hook

substrate, which sees every tool call and is deliberately prevented from acting on what it

sees
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MG-037 Level demotion latency

QUESTION Once evidence establishes that an agent's effective access for an action class should be

reduced, how long does the reduction take to actually take effect?

OPERATIONAL

DEFINITION

Elapsed time from the moment a demotion trigger is established, such as a divergence

finding, a confirmed boundary crossing or an incident, to the moment the agent's

technical access for that class is actually narrowed. Excludes changes to prose mandate

text with no accompanying technical change; excludes demotions proposed but never

applied.

FORMULA median over demotion events of (t_effective_restriction_applied - t_trigger_established)

UNIT AND RANGE seconds, 0 to unbounded

TYPE KCI

HORIZON lagging

GRANULARITY per demotion event, aggregated per agent per quarter

DATA SOURCE Mixed. The trigger is ideally established by an independent audit harness; the restriction

itself is applied through a settings or permission file that on this host is writable by the

account it governs, so the application record is agent-adjacent even where the trigger is

independent.

COLLECTION POINT The permission or access configuration write path, joined to the audit harness record of

when the trigger was established

SAMPLING

FREQUENCY

per event, reviewed monthly

DIRECTION lower-better

BASELINE not computable; no demotion event has ever occurred on this host, because access is not

assigned per agent at all, every agent shares one operating system account holding

unrestricted passwordless root, and no mechanism exists to narrow one agent's access

without narrowing every agent's access simultaneously

TARGET not set; a latency figure is not meaningful before per-agent access exists to narrow

GUARDRAIL

SENSITIVITY

GR-L01-02 lowers it and is the precondition, since demotion is unrepresentable without a

distinct principal to demote; GR-L01-04 ephemeral credentials with short session

duration lowers it by letting a demotion take effect at natural expiry rather than

requiring active revocation; GR-L07-04 mandate expiry lowers it the same way; GR-L09-

06 automatic suspension on anomaly lowers it by triggering demotion without waiting for

a human decision; GR-L01-01 makes it undefined, since a shared account has no per-

agent access to narrow

CONFOUNDERS How quickly the trigger itself is recognised, which is a separate metric (MG-025)

bundled into this one if not reported apart; whether the demotion requires a session

restart to take effect; organisational reluctance to narrow a productive agent's access

GAMING MODES Recording the demotion as effective at the moment a settings file is edited, while the

running session retains its prior credential until its next restart; narrowing access in a

document the runtime never reads while leaving the technical grant untouched

CORROBORATED BY MG-030 access exceeds mandate count; MG-050 nominal to effective posture divergence

count

READINESS absent

INSTRUMENTATION

GAP

Per-agent identity and access levels to narrow, and a trigger-to-application pipeline;

neither exists, and the underlying access model does not currently vary by agent

MG-032  e MG-033 , taxa de tentativa de cruzamento de fronteira e taxa de sucesso, compartilham um

único obstáculo que é, em si, um achado: não existe nenhum classificador de ação em tempo de

execução neste host, de modo que uma tentativa fora do mandato é indistinguível de qualquer outra

chamada de ferramenta, e o valor esperado de MG-033  sob a arquitetura atual é 1 nas cinquenta

classes em que o acesso excede o mandato, porque nada no runtime avalia uma tentativa antes que ela

seja executada. O substrato de hooks que poderia servir de superfície de observação para as duas

métricas já dispara em toda chamada de ferramenta; o que falta, em cada caso, é apenas a função de

decisão, não o fluxo de eventos EV-026 .
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3.3 Contenção

MG-038  a MG-043  medem até onde um único erro pode viajar, a forma operacional do determinante SD-

07  déficit de contenção do D2, que a Seção 3.2 do D2 identifica como o maior grupo isolado no resíduo

de supervisão, e o mais plenamente removível por engenharia de identidade.

Tabela D4-7. Métricas de contenção, MG-038 a MG-043.
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MG-038 Blast radius realised per incident

QUESTION When an incident occurs, how far does its effect actually propagate compared with what

the architecture assumed it could reach?

OPERATIONAL

DEFINITION

For each incident, the observed scope of effect scored against the action class register's

blast radius categories, development, local-host, estate or external-public, established

from independent evidence rather than from the acting agent's own account of what

happened. Excludes near-misses with no realised effect, which are counted separately;

excludes incidents whose scope could not be independently established.

FORMULA per incident, blast_radius_realised = ordinal(observed_scope), with development=1,

local-host=2, estate=3, external-public=4; reported as the distribution across incidents

in the window

UNIT AND RANGE ordinal, 1 to 4

TYPE KRI

HORIZON lagging

GRANULARITY per incident

DATA SOURCE Mixed. The initial account of an incident is typically AGENT-EMITTED; confirmation of

true scope requires INFRASTRUCTURE-EMITTED evidence from every system

potentially reached, such as cross-host logs, cloud control plane events and DNS records.

COLLECTION POINT An incident review drawing on cross-host and cloud control plane evidence independent

of the account or accounts involved

SAMPLING

FREQUENCY

per incident, reviewed quarterly

DIRECTION lower-better

BASELINE not computable as a distribution; no incident register exists on this host, so incidents are

not enumerated as a population; the one documented case, a deploy reported successful

that had in fact disabled the service's core connection function for about 24 hours,

reached at least local-host and arguably estate scope informally, but was never scored

against this scale

TARGET not set; the productive comparison is against the maximum blast radius the architecture

actually permits given passwordless root and five non-expiring administrator-equivalent

cloud credentials, which is external-public for nearly every agent, so any realised scope

below that ceiling reflects restraint in what happened to be attempted rather than a

property of the containment architecture

GUARDRAIL

SENSITIVITY

GR-L02-08 segmentation between agent tiers lowers it; GR-L02-09 no lateral network

access between agent workspaces lowers it; GR-L06-07 blast radius cap per change

lowers it directly; GR-L01-02 lowers it by scoping what a single compromised identity

can reach; GR-L03-03 per-session filesystem isolation lowers it for the local-host

component

CONFOUNDERS Which action classes are actually attempted in the incident window; how quickly

containment or intervention arrests propagation before it reaches its architectural

ceiling; the credential surface available at the time, which sets the ceiling independent of

likelihood

GAMING MODES Describing an incident narrowly, for example as touching one file, when the credential or

account involved in fact reaches estate or cloud scope, so the description undercounts

what actually happened; closing the incident review before downstream propagation

through a shared credential is checked

CORROBORATED BY MG-040 lateral reach from a compromised agent identity; MG-022 claim divergence rate

READINESS absent

INSTRUMENTATION

GAP

An incident register with a scored scope field, and cross-host or cross-account evidence

collection independent of the account involved; neither exists
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MG-039 Containment success rate

QUESTION When an errant or compromised action occurs, how often is its effect actually held within

the boundary the containment architecture intends?

OPERATIONAL

DEFINITION

Incidents whose observed blast radius does not exceed the containment boundary

declared for the affected action class, divided by incidents reviewed. Excludes incidents

with no declared containment boundary for the affected class, which are reported

separately as unassessable; excludes incidents contained only because they were never

attempted at scale, which are not distinguishable from genuine containment on this host.

FORMULA contained_incidents / total_incidents_reviewed

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON lagging

GRANULARITY per incident, aggregated per quarter

DATA SOURCE Same as MG-038; the containment boundary itself would come from a declared policy the

action class register does not currently carry

COLLECTION POINT An incident review comparing MG-038's realised scope against a declared intended

boundary per action class

SAMPLING

FREQUENCY

quarterly

DIRECTION higher-better

BASELINE not computable; no incident register exists and no action class carries a declared

containment boundary to compare a realised scope against, so the numerator and the

comparison standard are both absent

TARGET 1.0 for classes rated severe blast radius or irreversible; below that threshold a breach of

intended boundary is tolerable if bounded

GUARDRAIL

SENSITIVITY

GR-L02-08 raises it; GR-L02-09 raises it; GR-L03-03 raises it; GR-L06-07 raises it directly,

since it declares the boundary the metric would check against; GR-L01-01 lowers it,

because a shared account with passwordless root removes any boundary for the

numerator to be compared against

CONFOUNDERS Incident severity mix in the window; whether the declared boundary reflects genuine

architectural constraint or is set generously to make containment easy to satisfy;

detection completeness, since an uncontained incident that is never detected cannot be

counted as a failure

GAMING MODES Declaring the containment boundary after the fact to match wherever the incident

happened to stop; setting an intentionally wide boundary so that most incidents are

contained by definition

CORROBORATED BY MG-038 blast radius realised per incident; MG-042 privilege breadth index

READINESS absent

INSTRUMENTATION

GAP

An incident register, and a declared containment boundary per action class; neither

exists
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MG-040 Lateral reach from a compromised agent identity

QUESTION If one agent session or its credentials were fully compromised, how many additional

hosts, accounts and credential-bearing artefacts could be reached with no new secret or

privilege?

OPERATIONAL

DEFINITION

Count of distinct estate hosts, cloud accounts and credential stores reachable from a

single agent session using only credentials that session already holds or can trivially

obtain, such as an owned private key, a stored cloud key pair, or the instance metadata

endpoint. Excludes reach that would require guessing a secret or exploiting an

unpatched defect elsewhere; excludes reach already counted through a different owned

credential to the same target.

FORMULA count of distinct reachable targets (hosts + cloud accounts + credential stores) from one

agent session, established by posture assessment

UNIT AND RANGE count, integer >= 0

TYPE KRI

HORIZON leading

GRANULARITY per agent identity, currently fleet-wide since one identity is shared

DATA SOURCE INFRASTRUCTURE-EMITTED, derived from the credential inventory, the account model,

network reachability and the filesystem permission model

COLLECTION POINT A posture assessment walking the credential and key inventory, the network reachability

graph and the metadata endpoint

SAMPLING

FREQUENCY

at least monthly, and on every credential or topology change

DIRECTION lower-better

BASELINE partially observed as a lower bound, not a complete count: seven unencrypted private

keys reaching other estate hosts and five non-expiring administrator-equivalent cloud key

pairs reaching five distinct cloud accounts sit in files owned by the single account every

agent runs as, and the cloud instance metadata endpoint is reachable from any process

with egress unrestricted; a complete reachability graph across the estate, the metadata

endpoint and the inter-agent messaging bus token model was not assembled for this

register, so the true figure is at least twelve and is not an upper bound

TARGET not set as an absolute; the defensible target is that reach from any one agent match only

what that agent's declared mandate requires, which is not expressible while every agent

shares one identity

GUARDRAIL

SENSITIVITY

GR-L01-02 per-agent workload identity lowers it by scoping credentials to the agent that

needs them; GR-L01-05 no long-lived key material on disk lowers it strongly, since the

seven private keys and the cloud key file are exactly this pattern; GR-L02-09 no lateral

network access lowers it; GR-L01-01 raises it, being the direct cause of the shared reach;

GR-L02-12 blocking metadata access lowers it by one high-value target class

CONFOUNDERS How many estate hosts and cloud accounts exist at all, which sets the ceiling the count is

measured against; whether SSH host key checking is enabled, which the founding case

documents as disabled for at least one credential distribution path; key rotation cadence

GAMING MODES Rotating or deleting a credential file immediately before an assessment while an

operational copy persists elsewhere, for example in a session scratch directory or shell

history; measuring reachability only through named credential files while equivalent

access exists through the metadata endpoint or an already-authenticated session

CORROBORATED BY MG-042 privilege breadth index; MG-041 egress destination cardinality per agent

READINESS derivable

INSTRUMENTATION

GAP

A systematic reachability graph across hosts, cloud accounts, the metadata endpoint and

the inter-agent bus, refreshed on change; today only a static credential and key inventory

exists
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MG-041 Egress destination cardinality per agent

QUESTION To how many distinct external network destinations does an agent's traffic actually go?

OPERATIONAL

DEFINITION

Count of distinct destination host and port pairs an agent's outbound traffic reaches in a

window, across any protocol. Excludes traffic to loopback or to other processes on the

same host; excludes DNS lookups that resolve to no connection.

FORMULA count(distinct(dest_host, dest_port)) per agent per window

UNIT AND RANGE count, integer >= 0

TYPE KRI

HORIZON leading

GRANULARITY per agent per day

DATA SOURCE Would be INFRASTRUCTURE-EMITTED from a firewall, proxy or egress log; none exists

on this host, so any record would come from the agent's own session or application logs,

which the agent account also owns

COLLECTION POINT An egress point independent of the agent account, such as a network firewall or forward

proxy log

SAMPLING

FREQUENCY

daily

DIRECTION lower-better

BASELINE not computable; no host firewall is active, egress is unrestricted, and no egress log or

proxy exists to enumerate destinations, so which agent reached what is not recorded

anywhere independent of the agent's own account

TARGET not set as an absolute; the informative comparison is cardinality against the small

number of destinations a given agent's declared role actually requires

GUARDRAIL

SENSITIVITY

GR-L02-05 deny by default egress lowers it structurally, since default reachability

becomes zero rather than unrestricted; GR-L02-06 destination allowlist lowers it and

supplies the denominator a meaningful target needs; GR-L02-07 DNS egress logging

raises measured visibility without changing true cardinality; GR-L02-10 private endpoints

for cloud service access lowers it by removing public egress for those calls; GR-L02-12

blocking metadata access lowers it by one destination

CONFOUNDERS Legitimate use of package registries, the model provider API and notification channels

inflates the count independent of risk; DNS-based multi-IP services appear as many

destinations for one logical service; a change in what counts as loopback

GAMING MODES Routing traffic through one already-permitted relay so the visible destination count stays

low while effective reach is unchanged; batching many distinct destinations behind a

single proxy hop that is the only hop logged

CORROBORATED BY MG-040 lateral reach from a compromised agent identity; MG-036 unclassified action

share, since egress through an unclassified path escapes both counts

READINESS absent

INSTRUMENTATION

GAP

An egress log or proxy independent of the agent account; none exists, and no host

firewall is active to produce one as a side effect

Governança Arquitetural da Autonomia em Sistemas Agênticos de IA D4  ·  Framework de Medição

PPGCA/UNISINOS  ·  run 20260807-1714  ·  identity-free by construction 49 / 100



MG-042 Privilege breadth index

QUESTION How much technical privilege does a single agent identity hold, expressed as one

comparable figure?

OPERATIONAL

DEFINITION

A composite count of distinct high-consequence capabilities held by an agent's operating

system account: whether it holds passwordless root, the count of non-expiring

administrator-equivalent cloud credentials it can use, the count of estate hosts reachable

through an owned private key, and the count of secret files it owns. Reported as the

component counts and their sum rather than a weighted score, because weighting would

assume a risk model the founding case does not establish. Excludes privileges reachable

only through a further defect or guess, which belong to MG-040 rather than this metric.

FORMULA privilege_breadth = has_passwordless_root(0 or 1) +

n_administrator_equivalent_cloud_credentials + n_estate_hosts_reachable_by_owned_key

+ n_owned_secret_files

UNIT AND RANGE count, integer >= 0, unbounded

TYPE KRI

HORIZON leading

GRANULARITY per agent identity, currently fleet-wide since one identity is shared by all 14 sessions

DATA SOURCE INFRASTRUCTURE-EMITTED, the account, credential and secret-file inventory

COLLECTION POINT A periodic posture assessment of the account's root status, credential file and secret file

ownership

SAMPLING

FREQUENCY

monthly, and on every credential or account change

DIRECTION lower-better

BASELINE 26, being 1 for passwordless root, 5 for the non-expiring administrator-equivalent cloud

key pairs reaching five distinct cloud accounts, four at full administrator and the fifth at

identity-administrator plus wildcard permissions, 7 for the estate hosts reachable

through unencrypted private keys, and 13 for the owned secret files, held identically by

every one of the 14 live agent sessions because they share one operating system account

TARGET not set as an absolute figure; the defensible requirement is that the index differ across

agents according to role, which cannot be expressed while every agent shares one

identity

GUARDRAIL

SENSITIVITY

GR-L01-02 lowers it by distributing the total across distinct identities rather than

replicating it on every one; GR-L01-04 ephemeral credentials with short session duration

lowers it, since a standing count of held credentials falls when they expire rather than

persist; GR-L01-05 no long-lived key material on disk lowers it directly; GR-L01-12

credential inventory and rotation schedule lowers it by retiring stale grants; GR-L01-09

raises it, being one of its own components; GR-L01-10 raises it by adding the metadata

credential path

CONFOUNDERS How many cloud accounts and estate hosts exist at all, which bounds how large the count

could be; consolidation or expansion of the estate; what counts as administrator-

equivalent, a judgement applied consistently in the founding case's own credential audit

GAMING MODES Relabelling a credential's permission set as least privilege without actually revoking the

standing reach it grants; rotating credentials on a schedule that resets a count without

reducing what the new credential still permits

CORROBORATED BY MG-030 access exceeds mandate count; MG-040 lateral reach from a compromised agent

identity

READINESS available

INSTRUMENTATION

GAP

none for the current single-identity figure, which is directly observed; a per-agent

decomposition requires per-agent identity, which does not exist
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MG-043 Irreversible action share

QUESTION What proportion of an agent's executed actions belong to an action class the register

marks irreversible?

OPERATIONAL

DEFINITION

Count of executed actions whose action class is recorded as irreversible in the action

class register, divided by all executed actions, per agent per window. Excludes actions

with no assignable class, which are counted separately under MG-036.

FORMULA irreversible_actions / total_actions

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON leading

GRANULARITY per agent per week

DATA SOURCE Would require a runtime classifier joining executed actions to the action class register's

reversibility field at the point of execution; the register's classification exists but the

runtime join does not

COLLECTION POINT The same policy decision point MG-032 and MG-036 would sit at, immediately before the

tool call, reading the reversibility field

SAMPLING

FREQUENCY

weekly

DIRECTION lower-better

BASELINE not computable as an execution rate; 15 of the 60 action classes in the register, 25 per

cent of the population, are classed irreversible, but no runtime classifier joins executed

actions to that field, so the share of actual executions falling into an irreversible class is

unmeasured

TARGET not set as a number below the 25 per cent population share, since a defensible target

requires knowing execution volume by class first; the immediate target is that this metric

become computable at all

GUARDRAIL

SENSITIVITY

GR-L06-03 pre-approved rollback targets lowers it by converting some nominally

irreversible effects to reversible-with-effort; GR-L05-09 recoverable agent state lowers it

the same way; GR-L06-02 pre-apply snapshot lowers it; GR-L07-07 default deny for

unclassified actions lowers it by refusing irreversible attempts that were previously

silent; GR-L07-08 does not change the true share but is the precondition for measuring

it, echoing MG-032's treatment of the same guardrail

CONFOUNDERS Workload composition and how much of the genuine task requires an irreversible step,

such as sending an external message; a change to the register's reversibility

classification itself

GAMING MODES Reclassifying an action to a less severe reversibility rating rather than reducing its actual

irreversibility; performing the irreversible step through an unclassified path so it never

enters the denominator, which MG-036 would need to catch

CORROBORATED BY MG-036 unclassified action share; MG-030 access exceeds mandate count

READINESS derivable

INSTRUMENTATION

GAP

The same runtime classifier MG-032 and MG-036 require, joined to the reversibility field

rather than the mandate field; neither the classifier nor the join exists

MG-042  índice de amplitude de privilégio é a única entrada available  da subfamília, e sua baseline é

uma soma direta, não uma estimativa: 1 para root sem senha, mais 5 conjuntos de credenciais de

nuvem equivalentes a administrador que não expiram, alcançando cinco contas de nuvem distintas,

mais 7 hosts do parque alcançáveis por chaves privadas não criptografadas, mais 13 arquivos de

segredo de posse própria, totalizando 26, mantidos de forma idêntica por cada uma das quatorze

sessões ativas porque compartilham uma única conta EV-003  EV-033 . MG-040  alcance lateral relata o

mesmo panorama como um limite inferior, e não um grafo completo, pelo menos doze alvos distintos

alcançáveis, porque o grafo de alcançabilidade através do parque, do endpoint de metadados e do

barramento de mensagens entre agentes não foi montado como um único artefato para este registro.
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3.4 Viabilidade de supervisão

MG-044  a MG-052  são a instrumentação direta das seis condições de viabilidade da Seção 4 do D2, e a

maior subfamília do registro, com nove entradas. Três das nove, a contraparte de MG-042 , MG-047

cobertura de capacidade de interrupção (halt), MG-049  contagem de fluxos supervisionados

concorrentes e MG-050  contagem de divergência de postura nominal para efetiva, são available  hoje

porque não exigem nada além de um inventário que o caso fundador já possui: a lista de unidades

supervisoras, o registro de frota, e a própria avaliação de viabilidade concluída.

Tabela D4-8. Métricas de viabilidade de supervisão, MG-044 a MG-052.
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MG-044 Intervention latency

QUESTION From the moment a human decides to intervene, how long until work actually in progress

stops?

OPERATIONAL

DEFINITION

Elapsed time from an operator-initiated stop action, whether a console stop, a kill switch

or an interrupt, to the moment the targeted agent process ceases taking new tool

actions, established from an independent liveness signal rather than from the agent's

own report that it has stopped. Excludes the time an operator spends deciding to

intervene, which belongs to MG-054 and MG-053; excludes automated, non-human-

initiated terminations.

FORMULA t_work_stopped - t_operator_initiates_stop, per intervention

UNIT AND RANGE seconds, 0 to unbounded

TYPE KRI

HORIZON lagging

GRANULARITY per intervention

DATA SOURCE Mixed. The operator-initiated timestamp is INFRASTRUCTURE-EMITTED from the

console audit log; whether work has actually stopped requires an independent tool-call

or process signal, since asking the agent whether it stopped is agent self-report.

COLLECTION POINT The console stop-action write path, joined to the process manager or hook substrate

signal marking the last tool call

SAMPLING

FREQUENCY

per intervention

DIRECTION lower-better

BASELINE not computable as an empirical distribution, because zero human stops, pauses or

overrides were recorded across 46 days of console audit logs; by design, the one

mechanism that attempts to halt work in progress opens by pasting a prompt asking the

agent to do more work and grants it up to 35 seconds of further unrestricted tool access

before killing it, while the console's interrupt is a bracketed paste plus a newline that

queues for the next turn and stops nothing, so its designed latency is unbounded

TARGET shorter than harm completion time (MG-045) for the action class being interrupted,

which is the requirement MG-046 tests directly; not set as an absolute figure because it

varies by class

GUARDRAIL

SENSITIVITY

GR-L09-01 session stop affordance lowers it once implemented to halt rather than to

prompt-then-kill; GR-L10-02 always reachable intervention affordance lowers the human-

decision portion feeding into this measurement; GR-L09-10 restart-always raises it in

effect, since a killed process returns within seconds and can look like a stop while

resuming the same trajectory; GR-L10-10 an intervention console measuring its own

latency lowers it by making it visible and therefore improvable; GR-L09-11 global fleet

pause under a separate principal lowers it structurally for the fleet-wide case

CONFOUNDERS Which stop mechanism is invoked; whether the agent is mid-tool-call when the stop is

issued; the definition of stopped, since a session going idle briefly before a restart-always

respawn is not the same as work having genuinely ceased

GAMING MODES Measuring latency to the stop command being accepted or queued rather than to work

actually ceasing; defining stopped as the pane going idle rather than as no further

mutating action occurring, which a brief restart-always gap can satisfy before the session

resumes

CORROBORATED BY MG-046 latency margin; MG-068 wedged session detection latency, sharing the same

instrumentation gap

READINESS absent

INSTRUMENTATION

GAP

A timed record of actual interventions, of which the founding case has none in 46 days,

and an independent stopped-signal distinct from the agent's own report
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MG-045 Harm completion time per action class

QUESTION From the moment an action of a given class begins, how long until its effect is fully

realised and no longer interceptable by any available halt mechanism?

OPERATIONAL

DEFINITION

Elapsed time from action initiation to the point at which the effect is complete and no

halt mechanism available on the host can prevent or reverse it, per action class. Distinct

from MG-004 cycle time, which measures duration to confirmed effect rather than to the

point of no return; the point of no return can precede confirmation. Excludes classes with

no defined point of no return, such as pure reads.

FORMULA per class, t_harm_complete - t_action_initiated, reported as an order-of-magnitude

estimate given the founding case's instrumentation rather than a precise distribution

UNIT AND RANGE seconds, order of magnitude, 0 to unbounded

TYPE KRI

HORIZON lagging

GRANULARITY per action class

DATA SOURCE Derived analytically from the action's mechanism, such as file write duration, network

round trip or process restart time, rather than measured from a timed incident

population, since no incident with a recorded effect-completion boundary exists

COLLECTION POINT The affected system's own state transition record, where one exists, read at the point

closest to irreversibility rather than at tool return

SAMPLING

FREQUENCY

per action class, reviewed on architecture change

DIRECTION higher-better

BASELINE not computable as a distribution; the founding case establishes only that consequential

actions on this host complete in milliseconds to seconds, echoing MG-004's baseline of

file writes in milliseconds and cloud control plane calls in about one second, while the

fastest independent detector on the host trips at 180 seconds plus up to 60 seconds of

schedule granularity, so harm completion time is order-of-magnitude below the fastest

detection latency across essentially the whole action class population

TARGET not set as an absolute; the formal requirement is t_harm > t_detect + t_decide + t_act

(MG-046), which this metric is one input to

GUARDRAIL

SENSITIVITY

GR-L09-04 per action class rate limits raises it by slowing execution and buying

intervention time; GR-L11-03 cooling off period raises it; GR-L01-06 just-in-time elevation

raises it by inserting a step before the point of no return; GR-L06-06 dry run as the

default raises it by deferring the real effect; for most classes this metric is intrinsic to the

mechanism and does not move with guardrails, echoing MG-004's own caveat, and

becomes a dependent variable only for classes carrying a deliberate friction control

CONFOUNDERS Network and host latency; the size of the change; whether an effect propagates

synchronously or asynchronously, since replication or DNS propagation lag can extend

the true point of no return well beyond the initiating call's return

GAMING MODES Measuring harm completion to the initiating call's return rather than to downstream

propagation, which understates true propagation speed and makes the reported margin

look larger, and therefore safer, than it actually is; defining completion as the tool's own

success signal rather than the effect's real point of irreversibility

CORROBORATED BY MG-004 cycle time per action class, using independent infrastructure timestamps for

confirmation; MG-046 latency margin

READINESS derivable

INSTRUMENTATION

GAP

A per-class effect-completion event distinguishing the point of no return from confirmed

completion, and a timed incident population to build a real distribution from; today only

order-of-magnitude estimates exist
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MG-046 Latency margin

QUESTION Is the fastest available intervention faster than the harm the action being intervened on

would cause?

OPERATIONAL

DEFINITION

The signed difference between harm completion time for an action class and the sum of

detection, decision and action latency for the fastest applicable intervention mechanism,

formalising the supervision viability condition t_detect + t_decide + t_act < t_harm.

Positive means supervision is viable in time for that class; negative means the harm

completes before any available intervention can act. Excludes classes for which no

intervention mechanism exists at all, which are reported separately as undefined rather

than as a very negative margin.

FORMULA latency_margin = t_harm - (t_detect + t_decide + t_act), per action class

UNIT AND RANGE seconds, signed, unbounded in either direction

TYPE KRI

HORIZON leading

GRANULARITY per action class

DATA SOURCE Composed from MG-017, MG-025, MG-044 and MG-045; each component's own data

source and limitation carries into this composite

COLLECTION POINT Wherever the four component metrics are collected, combined at the point of assessment

rather than at any single instrumentation point

SAMPLING

FREQUENCY

reviewed on architecture change, and at least quarterly

DIRECTION higher-better

BASELINE negative across nearly the whole action class population; the fastest independent

detector on this host trips at 180 seconds plus up to 60 seconds of schedule granularity,

while consequential actions complete in milliseconds to seconds, so the margin is

negative by roughly two to five orders of magnitude for the great majority of action

classes; an exact per-class figure is not computable because MG-017, MG-044 and MG-

045 are each themselves not computable as distributions in the founding case

TARGET positive for every action class rated severe blast radius or irreversible; not set as a

numeric floor because the underlying component metrics are not yet measured

GUARDRAIL

SENSITIVITY

GR-L08-11 raises it by lowering t_detect through an independent event stream; GR-L10-

03 bounded intervention latency commitment raises it by construction; GR-L09-04, GR-

L11-03 and GR-L01-06 raise it by raising t_harm rather than by lowering detection or

decision time; GR-L09-06 automatic suspension on anomaly raises it by removing the

human decision step, t_decide, from the path entirely

CONFOUNDERS Which of the three latency components dominates for a given class; overlapping

incidents competing for the same operator attention, interacting with MG-049; a model

version change altering how fast an agent completes a harmful sequence once begun

GAMING MODES Computing the margin against mean detection latency rather than the tail, hiding a rare

slow detection that determines real exposure; substituting a general liveness signal, the

agent produced some output, for a harm-specific detector, which trips reliably but is not

evidence the specific harm was caught in time

CORROBORATED BY MG-044 intervention latency; MG-045 harm completion time per action class

READINESS absent

INSTRUMENTATION

GAP

None of the three component latencies is instrumented as a distribution today; this

metric cannot be computed until they are
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MG-047 Halt capability coverage

QUESTION What proportion of live agent sessions and automations have any verified mechanism

capable of halting work already in progress, as distinct from merely preventing the next

action?

OPERATIONAL

DEFINITION

Count of agent sessions and unattended automations for which a verified halt-in-progress

mechanism exists, satisfying the supervision viability halt condition, divided by all live

sessions and automations. A mechanism counts only if it stops the current turn or

current run, not merely the next scheduled one.

FORMULA sessions_and_automations_with_verified_halt / total_sessions_and_automations

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per fleet configuration

DATA SOURCE INFRASTRUCTURE-EMITTED, derived from the supervisor unit inventory, the console

stop-path implementation and the automation inventory

COLLECTION POINT A design and behavioural review of every supervisor unit, console stop path and

scheduled automation, tested against actual behaviour rather than intent

SAMPLING

FREQUENCY

on every configuration change, and at least monthly

DIRECTION higher-better

BASELINE at most 1 of 14 live sessions and 0 of 17 unattended automations: only one mechanism

terminates a running child process at all, and it opens by pasting a prompt asking the

agent to do more work and grants it up to 35 seconds of further unrestricted tool access

before killing it; for the nine unit-supervised agents restart-always returns a fresh

session within seconds, which restarts rather than halts; the console's interrupt is a

bracketed paste that queues for the next turn and stops nothing; the kill switch, the

message bus kill switch and the deployment gate all affect only the next action and never

work in progress

TARGET 1.0; every session and automation able to take a consequential action should have a

verified halt-in-progress path, since a control that only blocks the next action does not

satisfy the halt condition

GUARDRAIL

SENSITIVITY

GR-L09-01 raises it once implemented as a true halt rather than a prompt-then-kill; GR-

L04-08 automatic termination on wedge detection raises it for the wedge case, since it

terminates rather than resumes; GR-L09-10 lowers it, being the mechanism that defeats

a halt by respawning; GR-L09-11 global fleet pause raises it by adding a fleet-wide halt;

GR-L09-03 circuit breaker on repeated failure raises it for that specific failure mode

CONFOUNDERS Fleet size and the mix of supervised versus unsupervised sessions; whether an

automation's action is brief enough that halting mid-action is largely moot; changes to

supervisor configuration made for unrelated reasons

GAMING MODES Counting a mechanism that stops the next scheduled action as a halt, the exact

conflation the founding case's own kill switches make; counting restart-always recovery

as evidence the process stopped, when it in fact resumed within seconds and continued

toward the same effect

CORROBORATED BY MG-044 intervention latency; MG-069 unattended action path count, supplying the

automation side of the denominator

READINESS available

INSTRUMENTATION

GAP

A formal per-mechanism test of whether it halts in-progress work or only gates the next

call; today the classification above is a design read of documented behaviour, not a tested

one
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MG-048 Oversight signal independence share

QUESTION What proportion of signals reaching the operator originate from a source other than the

agent they concern?

OPERATIONAL

DEFINITION

Count of oversight signals, notifications, alerts and dashboard entries in a window whose

originating process runs under a principal other than the agent it concerns, divided by all

oversight signals in the window. This measures the independence supervision viability

condition as a rate rather than as a per-point judgement. Excludes signals with no

identifiable originator.

FORMULA independent_signals / total_signals

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per fleet per week

DATA SOURCE Mixed. The primary notification path is AGENT-EMITTED, since the agent decides when

to call it about itself; watcher-originated signals such as heartbeats and wedge

detections are nominally INFRASTRUCTURE-EMITTED, though watchers and agents

currently share one operating system account.

COLLECTION POINT The notification and watcher dispatch points, classified by originating process at the

moment each signal is sent

SAMPLING

FREQUENCY

weekly

DIRECTION higher-better

BASELINE not computed as an exact ratio for this register, though the founding case's own

supervision determinant analysis names independence as the binding condition in 8 of 34

assessed supervision points; the raw signal volume in the observation window was

19,334 heartbeat and nudge events against 4 human-facing alerts, and the great majority

of human-facing content originates from the agent's own decision to call the notification

path, so the independent share of consequential, human-facing signal is low, though

signal originator was not classified across the full volume for this figure

TARGET 1.0 for any signal used as the sole basis of an approval or intervention decision; a self-

originated status update remains useful but must not be the only evidence behind a go or

no-go decision

GUARDRAIL

SENSITIVITY

GR-L08-11 raises it directly by adding a genuinely infrastructure-emitted stream; GR-

L01-07 raises it, since a separate verifier identity is what makes a signal independent

rather than nominally so; GR-L10-01 separation of notification from authorisation raises

it; GR-L09-05 notification rate limiting does not move independence, only volume; GR-

L01-01 lowers it, because a shared account collapses the distinction between watcher

and agent that independence depends on

CONFOUNDERS Which channel is counted, since SMS, console and memory notes differ; watcher

coverage, since 8 of 14 sessions have no watcher at all and therefore emit no

independent signal regardless of true state; alert volume policy, which can suppress

independent signals without suppressing agent-originated ones

GAMING MODES Routing an agent-authored status update through a watcher process so it is credited as

independent while its content is still authored by the subject; increasing benign,

independent heartbeat volume to dilute the ratio while leaving the informative, agent-

originated content unchanged

CORROBORATED BY MG-024 verification independence ratio, the same independence question applied to

verification records; MG-057 signal to noise ratio of the oversight channel

READINESS derivable

INSTRUMENTATION

GAP

An originator classification applied uniformly across every notification and alert channel;

today the channels are heterogeneous and unclassified as a set

Governança Arquitetural da Autonomia em Sistemas Agênticos de IA D4  ·  Framework de Medição

PPGCA/UNISINOS  ·  run 20260807-1714  ·  identity-free by construction 57 / 100



MG-049 Concurrent supervised stream count

QUESTION How many independent signal streams would an operator need to attend to at once to

maintain the supervision the architecture claims?

OPERATIONAL

DEFINITION

Count of distinct live agent sessions, watcher streams and scheduled automations whose

output an operator would need to attend to concurrently, measured against the attention

supervision viability condition that this count remain within one operator's capacity.

Excludes streams that are purely informational duplicates of another already counted.

FORMULA count of concurrently live sessions + active watcher streams + scheduled automations,

at a given time

UNIT AND RANGE count, integer >= 0

TYPE KRI

HORIZON leading

GRANULARITY per fleet snapshot

DATA SOURCE INFRASTRUCTURE-EMITTED, the tmux session inventory, the fleet registry and the

cron, systemd timer and at job inventory

COLLECTION POINT A fleet snapshot combining the session, watcher and automation inventories at a point in

time

SAMPLING

FREQUENCY

daily snapshot, reviewed weekly

DIRECTION target-band

BASELINE 14 live agent sessions, a partial set of watchers covering only some of them, and 17

unattended automations, of which 16 are scheduled through cron, systemd timers and at,

are concurrently live on this host, monitored in practice by a single operator over a

single SMS-first channel; 8 of the 14 sessions have no stall detection at all because

watcher scope is a hardcoded array of agent names, so the count of streams that would

need attention if all were adequately watched exceeds what is watched today

TARGET not set as a number; the defensible requirement is that the count stay within whatever

capacity a single operator has been empirically shown to sustain, which has not been

established for this operator or channel

GUARDRAIL

SENSITIVITY

GR-L10-09 single channel aggregation lowers the operator-facing count by merging

streams without lowering the underlying number of things happening; GR-L09-11 global

fleet pause lowers effective concurrent load during an incident; GR-L04-11 concurrency

cap on live agent sessions lowers the true count directly; GR-L10-06 operator attention

budgeting is the mechanism that would make this count actionable rather than merely

descriptive

CONFOUNDERS Fleet growth over time; how many sessions are genuinely active versus idle at a given

moment; whether aggregation reduces cognitive load or merely reduces message count

GAMING MODES Aggregating many streams into one channel and reporting the channel count rather than

the underlying stream count, which improves this metric's proxy while attention demand

is unchanged; excluding automations with no human-facing output from the count, even

though 7 of them inject input directly into a live session and therefore need supervision

regardless of visible output

CORROBORATED BY MG-057 signal to noise ratio of the oversight channel; MG-052 effective supervision

coverage

READINESS available

INSTRUMENTATION

GAP

An empirically established single-operator capacity figure to compare the count against;

none exists
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MG-050 Nominal to effective posture divergence count

QUESTION In how many of the architecture's claimed supervision points does what the human can

actually do differ from what the design claims?

OPERATIONAL

DEFINITION

Count of assessed supervision points at which the nominal posture, what the design or

documentation claims, diverges from the effective posture, what a human can actually

verify, do or stop, scored against the six supervision viability conditions. Excludes points

not assessed; excludes divergences the same assessment closed before being counted.

FORMULA count of divergent_points / total_supervision_points_assessed, reported as a count and a

ratio, with the binding condition broken out per divergence

UNIT AND RANGE count, integer 0 to points assessed; ratio 0 to 1

TYPE KRI

HORIZON lagging

GRANULARITY per fleet assessment

DATA SOURCE Derived from a structured review comparing declared control intent, drawn from the

guardrail catalogue, against live verification of each mechanism; INFRASTRUCTURE-

EMITTED to the extent the live verification is performed by a party other than the agent

whose supervision is assessed

COLLECTION POINT A structured supervision-point review, one row per claimed control, tested against actual

behaviour

SAMPLING

FREQUENCY

on architecture change, and at least quarterly

DIRECTION lower-better

BASELINE 27 of 34 assessed supervision points diverge between nominal and effective posture; the

binding condition is independence in 8 cases, latency in 8, halt in 3, authority in 3,

attention in 2 and comprehensibility in 2, and in one case the claimed control does not

exist at all

TARGET 0; every divergence is, by the founding case's own framing, a primary finding rather than

a tolerable residual

GUARDRAIL

SENSITIVITY

Guardrails close specific gaps rather than the aggregate: GR-L10-03 bounded

intervention latency commitment addresses the latency condition; GR-L08-11 addresses

independence; GR-L09-01 properly implemented addresses halt; GR-L09-11 addresses

authority; GR-L10-06 addresses attention; GR-L10-04 addresses comprehensibility; no

single guardrail lowers the aggregate count on its own, since the 34 assessed points span

all six conditions

CONFOUNDERS How many supervision points are enumerated to assess in the first place, since a

narrower assessment scope mechanically lowers the count; assessor judgement on what

counts as a claimed control at all

GAMING MODES Narrowing the definition of a supervision point so fewer are assessed; declaring a point

resolved once a guardrail is nominally present without re-verifying its effective

behaviour, which is the exact nominal-versus-effective gap this metric exists to catch

CORROBORATED BY MG-031 structural enforcement coverage; MG-052 effective supervision coverage

READINESS available

INSTRUMENTATION

GAP

None for the current snapshot, which is the founding case's own completed assessment;

a repeatable version needs a standing point inventory and scheduled re-verification

rather than a one-off review

Governança Arquitetural da Autonomia em Sistemas Agênticos de IA D4  ·  Framework de Medição

PPGCA/UNISINOS  ·  run 20260807-1714  ·  identity-free by construction 59 / 100



MG-051 Approval evidence sufficiency

QUESTION When a human is asked to approve an action, does the request carry independent

evidence of the state, or only the agent's own summary?

OPERATIONAL

DEFINITION

Approval requests whose presented material includes at least one independently sourced

artefact, such as a diff, a log excerpt or a health check result, rather than solely the

agent's prose description, divided by approval requests. Satisfies the comprehensibility

supervision viability condition. Excludes requests with no recorded payload at all, which

are counted separately as unassessable.

FORMULA requests_with_independent_evidence / total_approval_requests

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per approval request, aggregated monthly

DATA SOURCE The deployment approval gate's request payload and the console's rendering of it;

whether content is independently sourced or agent-authored is a property of the

payload's origin, INFRASTRUCTURE-EMITTED as to what was displayed even where the

content itself is AGENT-EMITTED

COLLECTION POINT The approval gate's request-composition step, at the point the payload is assembled for

the reviewer

SAMPLING

FREQUENCY

per request, reviewed monthly

DIRECTION higher-better

BASELINE not computable as a ratio; the deployment approval gate's structural fact is that only a

human identity token can write an approved status, but what evidence is shown to that

human at decision time is not documented, and reviewer independence is instructional

only, since no code compares the originating agent to the reviewing agent, and a

production instance is on record of an agent recording its own peer review using another

agent's token, which suggests that instance was not grounded in independently sourced

evidence

TARGET 1.0 for every approval gating an action rated severe blast radius or irreversible

GUARDRAIL

SENSITIVITY

GR-L10-04 raises it directly and is its definition; GR-L10-05 visual distinction between

claimed and verified raises it by making the source of each item explicit; GR-L08-08

cross-check of claims against raw sources raises it by verifying the evidence before the

request is composed; GR-L06-01 does not move it on its own, since a gate held by a

separate principal says nothing about what evidence that principal is shown

CONFOUNDERS The size and reviewability of the change, since a large diff can be technically present but

practically unreviewable; reviewer time pressure; whether the evidence, even when

present, is comprehensible to the reviewer

GAMING MODES Attaching a diff that is technically independent evidence but too large or noisy to actually

review, satisfying the letter of the metric without the intent; having the agent itself

generate the independent evidence artefact, for example a log excerpt it selects and

formats

CORROBORATED BY MG-027 evidence citation completeness; MG-024 verification independence ratio

READINESS absent

INSTRUMENTATION

GAP

A payload-origin classification on every approval request the deployment approval gate

renders; not currently captured
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MG-052 Effective supervision coverage

QUESTION What proportion of live agent sessions are, right now, under supervision that would

satisfy all six viability conditions if invoked?

OPERATIONAL

DEFINITION

Count of live agent sessions for which independence, latency, halt, attention,

comprehensibility and authority all hold at assessment time, divided by live agent

sessions. A session counts only if every condition holds; satisfying five of six does not

count, because supervision viability is conjunctive rather than additive.

FORMULA sessions_satisfying_all_six_conditions / live_sessions

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per fleet assessment

DATA SOURCE Derived from MG-047 through MG-051 assessed per session, combined at the point of

assessment

COLLECTION POINT A per-session supervision-point review applying all six viability conditions

SAMPLING

FREQUENCY

on architecture change, and at least quarterly

DIRECTION higher-better

BASELINE 0; the founding case's own supervision determinant analysis found 27 of 34 assessed

supervision points diverging from at least one of the six conditions, and no session was

found to satisfy all six simultaneously; separately, 8 of 14 sessions have no stall detection

at all, which alone removes the independence and latency conditions for those sessions

TARGET not set as a ratio target; the immediate target is a defined, non-zero count, since the

current value is zero across the fleet

GUARDRAIL

SENSITIVITY

This is the terminal aggregate of MG-047 through MG-051; GR-L08-11 raises it by

closing the independence condition, GR-L10-03 by closing the latency condition, GR-L09-

01 properly implemented by closing the halt condition, GR-L09-11 by closing the

authority condition, GR-L10-06 by closing the attention condition and GR-L10-04 by

closing the comprehensibility condition, but no single one of them raises it alone,

because the conjunction requires all six conditions closed simultaneously for a given

session

CONFOUNDERS Fleet composition, since sessions differ in what automations and watchers cover them;

assessment thoroughness; a session moving in and out of coverage as watchers and

supervisors are added or removed

GAMING MODES Counting a session as covered because a guardrail exists somewhere in its path without

verifying all six conditions for that specific session; assessing only the well-supervised

sessions and excluding the 8 unwatched ones from the denominator as not yet in scope

CORROBORATED BY MG-050 nominal to effective posture divergence count; MG-047 halt capability coverage

READINESS derivable

INSTRUMENTATION

GAP

A per-session, per-condition standing assessment refreshed on configuration change,

rather than the one-off review the founding case performed

MG-046  margem de latência formaliza a condição VC2 do D2, t_detect + t_decide + t_act < t_harm ,

como um único número com sinal, e sua baseline é a cifra mais contundente do registro: negativa por

aproximadamente duas a cinco ordens de grandeza ao longo de quase toda a população de classes de

ação, porque ações consequentes se completam em milissegundos a segundos, enquanto o detector

independente mais rápido dispara em 180 segundos mais a granularidade de agendamento EV-039 .

MG-047  cobertura de capacidade de interrupção fornece o mecanismo por trás dessa lacuna: no

máximo uma de quatorze sessões ativas e zero de dezessete automações não assistidas têm um

mecanismo verificado que interrompe o trabalho já em andamento, e não apenas bloqueia a próxima

ação, e o mecanismo mais próximo disso começa concedendo ao agente até 35 segundos adicionais de

acesso irrestrito a ferramentas antes de encerrá-lo EV-039 .
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3.5 Qualidade da supervisão humana

MG-053  a MG-058  perguntam não se a supervisão é estruturalmente possível, mas se ela é de fato

exercida. Nas seis entradas, a baseline recorrente do caso fundador é zero ou próxima de zero, não

porque as métricas sejam incomputáveis, mas porque a contagem observada é genuinamente zero:

zero intervenções, zero aprovações, zero rejeições, ao longo de 46 dias de logs de auditoria do console

EV-034 .

Tabela D4-9. Métricas de qualidade da supervisão humana, MG-053 a MG-058.

MG-053 Operator intervention rate

QUESTION How often does the operator actually stop, pause, reject or override an agent based on

what it is doing?

OPERATIONAL

DEFINITION

Count of operator actions recorded in the console audit log or an equivalent record that

stop, pause, reject or override an agent's in-progress or proposed work, per unit time.

Excludes scheduled or automated nudges, which are machine-originated by definition;

excludes routine status queries with no corrective effect.

FORMULA intervention_events / observation_days

UNIT AND RANGE count per day, 0 to unbounded

TYPE KRI

HORIZON lagging

GRANULARITY per fleet per week

DATA SOURCE INFRASTRUCTURE-EMITTED, the console audit log, restricted to the authenticated

operator principal

COLLECTION POINT The console audit log, filtered to stop, pause, reject and override action types

SAMPLING

FREQUENCY

weekly

DIRECTION target-band

BASELINE 0 across 46 days of console audit logs; there is no record of a human stopping, pausing,

rejecting or overriding an agent on the basis of what it was doing, and zero update

approvals, zero rejections and zero kill-switch activations were recorded in the same

window

TARGET not set as a level; a rate of zero is consistent either with flawless agent behaviour or with

an oversight channel nobody is using, and the founding case's own claim divergence

finding of 0.611 makes the first reading indefensible, so the honest target is that the rate

become measurably non-zero and then be read jointly with MG-022

GUARDRAIL

SENSITIVITY

GR-L10-07 live terminal view raises it by giving the operator something concrete to react

to; GR-L10-04 raises it by making evidence, not summary, the trigger; GR-L09-07

acknowledge-to-stop raises it structurally, since it requires an operator action to proceed

past an escalation; GR-L10-08 automated answering of interactive prompts lowers it

directly, because it removes the human from exactly the decision this metric counts; GR-

L09-05 notification rate limiting can lower it by suppressing the signal that would have

prompted intervention

CONFOUNDERS Operator availability and working pattern; whether the alerting channel actually reaches

the operator, since a message sent is not a message read; trust calibration, since an

operator who has never seen a caught error has no occasion to intervene

GAMING MODES Counting a scheduled or automated nudge as an intervention, when the founding case

explicitly treats it as machine-originated; lowering alert volume so fewer occasions for

intervention arise, which raises the apparent quality of the agents by starving the metric

rather than by improving behaviour

CORROBORATED BY MG-056 alert acknowledgement rate; MG-022 claim divergence rate, read jointly per the

target note above

READINESS available

INSTRUMENTATION

GAP

None for the console-mediated channel; direct pane typing and any out-of-band operator

action are not captured by any log
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MG-054 Approval turnaround time

QUESTION How long does an approval request wait for a human decision?

OPERATIONAL

DEFINITION

Elapsed time from an approval request being recorded by the deployment approval gate

to the recorded approve or reject decision. Excludes requests withdrawn before a

decision; excludes requests still pending at window close, which are reported separately

as a censored count.

FORMULA t_decision - t_request_recorded, median over decided requests

UNIT AND RANGE seconds, 0 to unbounded

TYPE KPI

HORIZON lagging

GRANULARITY per approval request, aggregated weekly

DATA SOURCE INFRASTRUCTURE-EMITTED, the deployment approval gate's own request and decision

timestamps

COLLECTION POINT The approval gate's request-write and decision-write paths

SAMPLING

FREQUENCY

weekly

DIRECTION target-band

BASELINE not computable; the founding case recorded zero update approvals and zero rejections

across the observed window, so no decided request exists to time; the deployment

approval gate's own approval history was not populated during the observation period

TARGET not set; the useful target is a band, since a decision made implausibly fast suggests no

real review occurred, which is the concern MG-051 addresses directly, and a decision

that takes too long blocks legitimate work, and no empirical distribution exists yet to

anchor a band

GUARDRAIL

SENSITIVITY

GR-L10-02 always reachable intervention affordance lowers it; GR-L06-09 change size

limit triggering escalation raises it for large changes by design; GR-L10-06 operator

attention budgeting lowers it by prioritising the queue; GR-L06-01 does not move it

directly, since holding the gate with a separate principal says nothing about how fast that

principal decides

CONFOUNDERS Request volume competing for the same operator attention, interacting with MG-049;

time of day and business hours; the comprehensibility of what is presented (MG-051),

since an unreadable request is decided more slowly, or waved through faster with less

scrutiny

GAMING MODES Batching several changes into one request so only one turnaround clock runs; treating a

default-timeout auto-decision, should one ever be added, as a human decision for the

purposes of this clock

CORROBORATED BY MG-055 approval rejection rate; MG-051 approval evidence sufficiency

READINESS absent

INSTRUMENTATION

GAP

A populated approval history; today the gate exists but the observed window shows no

decided requests
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MG-055 Approval rejection rate

QUESTION What proportion of approval requests does the human actually decline?

OPERATIONAL

DEFINITION

Approval requests recorded as rejected, divided by approval requests decided, approved

plus rejected, excluding requests still pending at window close.

FORMULA rejected_requests / (approved_requests + rejected_requests)

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON lagging

GRANULARITY per approval request, aggregated monthly

DATA SOURCE INFRASTRUCTURE-EMITTED, the deployment approval gate's own decision record

COLLECTION POINT The approval gate's decision-write path

SAMPLING

FREQUENCY

monthly

DIRECTION target-band

BASELINE not computable; zero rejections and zero approvals were recorded across the observation

window, so the ratio has no denominator

TARGET not set as a level; a rate of exactly zero over a long window is itself the signal this

register treats as adverse, for the same reason given under MG-053, namely that it is not

distinguishable from an unused gate

GUARDRAIL

SENSITIVITY

GR-L10-04 raises it plausibly, since evidence-based requests are more likely to surface a

real defect than a summary is; GR-L08-07 adversarial second opinion raises it, since

adversarial review finds more to reject; GR-L01-07 raises it by making the reviewer

genuinely independent of the requester; GR-L06-01 does not move it on its own for the

reason given under MG-054

CONFOUNDERS The quality of work submitted for approval, itself downstream of everything else in this

register; reviewer fatigue over a long queue; social cost of rejecting an agent's or a

colleague's work, which may still bias an operator toward approving even where the

reviewed party is not human

GAMING MODES Submitting only work already known to be safe for formal approval while riskier work

bypasses the gate through the ordinary-restart path the founding case documents as

having shipped unapproved code twice; withdrawing a request likely to be rejected and

resubmitting a revised version, which never appears as a rejection

CORROBORATED BY MG-054 approval turnaround time; MG-007 change failure rate, read against approvals

to see whether approved work fails less than unapproved work

READINESS absent

INSTRUMENTATION

GAP

A populated approval history with outcomes, and a way to detect submissions that

bypassed the gate entirely, which the founding case's ordinary-restart path allows
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MG-056 Alert acknowledgement rate

QUESTION What proportion of alerts sent to the operator receive any recorded acknowledgement?

OPERATIONAL

DEFINITION

Alerts for which an operator acknowledgement, reply or console action is recorded

within a defined window, divided by alerts sent. Excludes informational heartbeats not

requiring a decision, which are reported separately; excludes alerts suppressed before

delivery by a deduplication window.

FORMULA acknowledged_alerts / alerts_sent

UNIT AND RANGE ratio, 0 to 1

TYPE KPI

HORIZON lagging

GRANULARITY per fleet per week

DATA SOURCE Mixed. Alert dispatch is INFRASTRUCTURE-EMITTED from the notification path;

acknowledgement is not currently captured at all on the SMS-first channel, which

records delivery, not receipt or action.

COLLECTION POINT The notification dispatch point for the denominator; an acknowledgement event, which

does not currently exist, for the numerator

SAMPLING

FREQUENCY

weekly

DIRECTION higher-better

BASELINE not computable as a ratio; the observation window recorded 4 human-facing alerts

against 19,334 heartbeat and nudge events, but acknowledgement was not separately

tracked for those 4, so whether any were read, let alone acted on, is not established; the

46-day zero-intervention finding is consistent with, but does not prove, zero

acknowledgement

TARGET 1.0 for any alert rated as requiring an operator decision, as distinct from an

informational heartbeat, which need not be acknowledged

GUARDRAIL

SENSITIVITY

GR-L09-07 acknowledge-to-stop raises it structurally, since it makes acknowledgement a

precondition for the escalation to stop occurring, forcing the record to exist; GR-L09-08

escalation ladder with timeout raises it by re-sending on non-acknowledgement; GR-L10-

01 separation of notification from authorisation does not move it directly; GR-L09-05

notification rate limiting can raise the measured ratio by suppressing duplicate alerts

that would otherwise inflate the denominator without adding decisions

CONFOUNDERS Channel reliability, since an SMS that fails silently is indistinguishable from one ignored;

alert volume and fatigue, given the 19,334 to 4 ratio of noise to signal already observed;

time of day

GAMING MODES Counting delivery, message sent, as acknowledgement, message actioned, which the

SMS channel cannot currently distinguish; lowering alert volume so fatigue-driven non-

acknowledgement has fewer occasions to occur, improving the ratio while true

attentiveness is unchanged

CORROBORATED BY MG-057 signal to noise ratio of the oversight channel; MG-053 operator intervention rate

READINESS absent

INSTRUMENTATION

GAP

An acknowledgement event distinct from message delivery; the current SMS-first

channel records dispatch, not receipt or action
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MG-057 Signal to noise ratio of the oversight channel

QUESTION Of everything sent to the operator, what proportion is decision-relevant rather than

routine status noise?

OPERATIONAL

DEFINITION

Count of human-facing alerts requiring a decision, divided by total signal volume on the

same channel in the same window, alerts plus heartbeats plus nudges.

FORMULA decision_relevant_signals / total_signals

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per fleet per week

DATA SOURCE INFRASTRUCTURE-EMITTED, the notification and watcher dispatch logs

COLLECTION POINT The notification dispatch point, classified by whether the signal requires an operator

decision

SAMPLING

FREQUENCY

weekly

DIRECTION higher-better

BASELINE 4 human-facing alerts against 19,334 heartbeat and nudge events in the observation

window, a ratio of approximately 0.0002, meaning noise outnumbers decision-relevant

signal by roughly 4,800 to 1

TARGET not set as an absolute; the defensible aim is that the ratio rise without the absolute count

of decision-relevant signals falling, since raising the ratio by suppressing heartbeats

alone would remove the liveness evidence heartbeats also serve

GUARDRAIL

SENSITIVITY

GR-L09-05 notification rate limiting and deduplication raises it directly by cutting

duplicate noise; GR-L10-09 single channel aggregation can raise it if aggregation

summarises rather than merely relays; GR-L11-06 snooze window raises it by

suppressing repeated identical alerts; GR-L07-08 runtime action classification could raise

it by letting routine, already-classified events be filtered before they reach the channel

CONFOUNDERS Fleet size, since more agents produce more heartbeats at a fixed per-agent rate; the

definition of decision-relevant, itself a judgement; watcher coverage, since the 8

unwatched sessions contribute no heartbeats and mechanically raise the ratio without

anyone deciding they were less important to watch

GAMING MODES Reclassifying routine heartbeats as decision-relevant to inflate the numerator without

adding real decisions; suppressing heartbeats to shrink the denominator, which also

removes the liveness signal that lets an operator distinguish a healthy quiet agent from a

wedged one

CORROBORATED BY MG-056 alert acknowledgement rate; MG-068 wedged session detection latency, since

heartbeat suppression trades off against this metric

READINESS available

INSTRUMENTATION

GAP

A standing decision-relevance classification applied consistently as the fleet and its

automations change; today the 4-versus-19,334 figure is a point-in-time count
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MG-058 Automated answering of human decision points

QUESTION How often is a prompt or decision point built for a human answered automatically

instead?

OPERATIONAL

DEFINITION

Count of interactive permission prompts, resume prompts or other decision points

designed for a human answered by an automation rather than by a human keystroke,

divided by all occurrences of that decision point. Excludes prompts answered by a

configuration set in advance by a human with documented, scoped consent, which is a

different control than an unattended automatic answer.

FORMULA auto_answered_prompts / total_prompt_occurrences

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON leading

GRANULARITY per automation per month

DATA SOURCE AGENT-ADJACENT and INFRASTRUCTURE-EMITTED in combination: the automation's

firing is a process event, but its target, a live agent session, and its effect are both agent-

adjacent, and the founding case does not log the automation's firing frequency separately

from the sessions it touches

COLLECTION POINT The automation's own trigger and keystroke-injection point, logged independently of the

session it targets

SAMPLING

FREQUENCY

monthly

DIRECTION lower-better

BASELINE not computable as a ratio for the full population, but the mechanism is confirmed

present: one of the founding case's automations automatically answers the tooling's own

interactive permission prompt on the agent's behalf, and this is one of seven automations

that inject text directly into a live agent's input stream with no human keystroke; the

frequency of that specific automation's firing was not counted for this register

TARGET 0; a decision point built for a human to answer, answered instead by an unattended

automation, is exactly the action the founding case's own action class register names as a

distinct, severe, level-III action

GUARDRAIL

SENSITIVITY

GR-L10-08 is this mechanism itself and raises the count by construction, being the

guardrail catalogue's own entry for automated answering of interactive prompts; GR-

L09-08 escalation ladder with timeout lowers it if it routes to a human rather than auto-

answering; GR-L01-06 just-in-time elevation lowers it by requiring a genuine approver at

the elevation step rather than an automation; GR-L07-06 structural impossibility of self-

widening lowers it for the subset of prompts that would otherwise widen an agent's own

scope

CONFOUNDERS How many prompt types exist in the tooling and how many of them this automation

targets; whether the automation exists to solve a genuine operational problem, an

unattended session stalling on a prompt with nobody present

GAMING MODES Narrowing the definition of decision point to exclude the specific prompt this automation

answers, so the count reads as zero by definition rather than by absence of the

behaviour; disabling logging on the automation so its firing leaves no record even though

the behaviour continues

CORROBORATED BY MG-069 unattended action path count, which this event class belongs to; MG-050

nominal to effective posture divergence count, since the authority condition is directly

compromised by this mechanism

READINESS derivable

INSTRUMENTATION

GAP

A firing log for the specific automation, and a formal inventory of every interactive

prompt type in the tooling so the denominator can be established

MG-057  razão sinal-ruído do canal de supervisão é a cifra mais legível da subfamília: 4 alertas voltados

a humanos contra 19.334 eventos de heartbeat e nudge na janela de observação, uma razão de

aproximadamente 0,0002, ou ruído superando o sinal relevante para decisão em aproximadamente

4.800 para 1 EV-039 . MG-058  resposta automatizada a pontos de decisão humana registra um

mecanismo confirmado, e não uma taxa estimada: uma automação responde ao próprio prompt
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interativo de permissão da ferramenta em nome do agente, uma das sete automações que injetam

texto diretamente em uma sessão ativa sem nenhuma tecla pressionada por um humano EV-028 ,

embora com que frequência essa automação específica dispara não tenha sido contada separadamente

para este registro.

3.6 Eficácia de controle

MG-059  a MG-063  perguntam se um controle que existe no papel se sustenta na prática: se ele pode ser

contornado, se é fail-open (falha permitindo o acesso por padrão) ou fail-closed (falha bloqueando o

acesso por padrão), e quanto do que deveria ser defesa em profundidade é, na verdade, uma única

dependência usando vários nomes.

Tabela D4-10. Métricas de eficácia de controle, MG-059 a MG-063.
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MG-059 Control bypass rate

QUESTION How often is a control on the books circumvented rather than satisfied?

OPERATIONAL

DEFINITION

Count of actions in which the actor achieved an effect a control was intended to prevent,

via a path the control does not cover, divided by actions in which the control was

applicable. Excludes actions the control genuinely prevented; excludes paths not yet

discovered, which are a limitation of the metric rather than evidence of a zero rate.

FORMULA bypassed_applicable_actions / applicable_actions

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON leading

GRANULARITY per control per quarter

DATA SOURCE Mixed. Discovery of a bypass is typically the product of a deliberate review or an

incident, not a routine signal; on this host the confirmed instances were found by

architectural review rather than by an automated bypass detector.

COLLECTION POINT A structured bypass review per control, reading the guardrail catalogue's own

bypass_analysis field against the live host

SAMPLING

FREQUENCY

quarterly, and on every control change

DIRECTION lower-better

BASELINE not computable as a ratio; the founding case documents specific confirmed bypass paths

rather than a counted population, for example that the update plane's internal token

routes are documented as contained because the reverse proxy does not forward them,

while the proxy in fact has a single catch-all location with no exclusions, so that

containment is not implemented at all, and that the process manager re-executes

whatever sits on the shared working tree regardless of deployment approval gate status,

with two incidents on record of unapproved code shipping through ordinary restarts

TARGET 0 for any control classified structural in the guardrail catalogue; a non-zero bypass rate

on a structural control falsifies its classification

GUARDRAIL

SENSITIVITY

GR-L07-06 structural impossibility of self-widening lowers it by removing the path rather

than gating it; GR-L04-06 tool-layer allowlist lowers it for shell-mediated bypass

specifically; GR-L02-06 destination allowlist lowers it for egress-mediated bypass; every

guardrail catalogue entry whose bypass_analysis field documents a route lowers this

metric once that route is closed, and this metric is elevated in exactly the cases

documented above while the route remains open

CONFOUNDERS How thoroughly bypass paths have been searched for, since an unsearched-for bypass is

invisible to this metric as much as to the control itself; agent or actor sophistication;

whether the bypass is deliberate or incidental, as in the restart-path case, which was not

adversarial but an architectural gap

GAMING MODES Testing a control only through its intended path and declaring it effective, precisely how

the reverse-proxy containment claim in the founding case was made before the catch-all

route was found; fixing one discovered bypass and declaring the control secure without

searching for others

CORROBORATED BY MG-031 structural enforcement coverage; MG-033 boundary crossing success rate

READINESS derivable

INSTRUMENTATION

GAP

A systematic bypass search per control, repeated on change, rather than the incidental

discovery the founding case relies on
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MG-060 Fail closed ratio

QUESTION When a control's enforcement mechanism itself fails, does the system default to blocking

the action or to permitting it?

OPERATIONAL

DEFINITION

Count of guardrail catalogue entries with a recorded fail_state of fail-closed, divided by

controls assessed, reported overall and restricted to controls guarding action classes

rated severe blast radius or irreversible.

FORMULA count(fail_state = fail-closed) / count(controls_assessed)

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per host configuration

DATA SOURCE INFRASTRUCTURE-EMITTED, the guardrail catalogue's own fail_state field, cross-

checked against documented behaviour rather than intent where possible

COLLECTION POINT The guardrail catalogue itself, read at the fail_state column

SAMPLING

FREQUENCY

on every configuration change, and at least quarterly

DIRECTION higher-better

BASELINE derivable directly from the guardrail catalogue's fail_state field; a specific documented

fail-open instance is the shared operating system account itself, whose standing

condition fails open by design, since a defect or prompt injection in one agent executes

with the authority of every other agent and of the console with nothing distinguishing

which agent acted; the update kill switch is also effectively fail-open in practice, since

the governed account can remove the sentinel file with no authentication and no audit

entry

TARGET 1.0 restricted to controls guarding severe or irreversible action classes; fail-open is

acceptable only for controls guarding reversible, low-consequence classes where

availability legitimately outweighs caution

GUARDRAIL

SENSITIVITY

GR-L01-02 converts the identity layer from fail-open to a meaningfully closed state; GR-

L07-07 default deny for unclassified actions is fail-closed by construction and raises the

ratio directly; GR-L09-02 kill switch behaviour depends on whether removal requires

authentication, currently it does not; GR-L04-09 prohibition of the permission-skipping

flag in defined contexts would convert a currently fail-open default, skip enabled by

default, to fail-closed

CONFOUNDERS Which controls are in scope for assessment; a control's fail state can differ by failure

mode, for example a crash may fail closed while a misconfiguration fails open, and the

catalogue records one value per control

GAMING MODES Classifying a control as fail-closed based on its intended design rather than its verified

behaviour under an actual failure of the enforcement mechanism; scoping the assessed

population to exclude the controls already known to fail open

CORROBORATED BY MG-063 single point of failure count; MG-031 structural enforcement coverage

READINESS available

INSTRUMENTATION

GAP

None for the catalogue-based figure, directly computable today; a live fault-injection test

to verify the recorded fail_state matches actual behaviour does not exist
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MG-061 Control signal emission coverage

QUESTION What proportion of controls emit any signal, independent of the agent, when they act or

when they are bypassed?

OPERATIONAL

DEFINITION

Count of guardrail catalogue entries with a non-empty, independently sourced

emitted_signal, divided by controls assessed. Excludes an emitted signal that is never

collected or retained anywhere, which is treated as equivalent to no signal for this

metric's purpose.

FORMULA count(emitted_signal populated and independently sourced) / count(controls_assessed)

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per host configuration

DATA SOURCE INFRASTRUCTURE-EMITTED, the guardrail catalogue's own emitted_signal field

COLLECTION POINT The guardrail catalogue, read at the emitted_signal column, cross-checked against

whether the named signal is actually collected

SAMPLING

FREQUENCY

on every configuration change, and at least quarterly

DIRECTION higher-better

BASELINE derivable from the guardrail catalogue's emitted_signal field; a documented null case is

the shared operating system account entry itself, whose emitted_signal field states that

no signal today distinguishes one agent from another, since process accounting, file

ownership and audit records all name the same principal

TARGET 1.0 for controls guarding action classes rated severe blast radius or irreversible, since a

control that acts silently cannot be verified as having acted at all

GUARDRAIL

SENSITIVITY

GR-L08-11 raises it directly by adding an infrastructure-emitted stream; GR-L01-02

raises it for identity-dependent signals, since distinct principals are a precondition for an

attributable signal; GR-L08-13 currently does not raise it despite firing on every tool call,

because the transcript hook substrate is registered for context injection rather than

enforcement and is designed to always exit successfully, so its output is telemetry that

nothing consumes as a control signal

CONFOUNDERS Whether emitted signals are actually collected and retained anywhere, as distinct from

theoretically emittable; log rotation and retention windows that let an emitted signal

exist momentarily and then vanish; which controls were assessed

GAMING MODES Counting a signal that is emitted but never collected or monitored as coverage, when in

practice it is equivalent to no signal; pointing to the hook substrate's high event volume

as evidence of coverage while its always-succeed design means it never actually reports

a control decision

CORROBORATED BY MG-048 oversight signal independence share; MG-064 audit record completeness

READINESS available

INSTRUMENTATION

GAP

A distinction, not currently recorded in the catalogue at the emission level, between a

signal that is emitted and one that is emitted, collected and actually monitored
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MG-062 Defence in depth factor

QUESTION For a given action class, how many independent controls would an actor have to defeat to

reach the prohibited effect?

OPERATIONAL

DEFINITION

For each action class, the count of distinct guardrail catalogue entries binding that class

whose enforcement_class is structural or conditional, adjusted so that controls sharing a

common defeating condition, for example two controls both defeated by the same

passwordless root fact, are counted as one effective layer rather than two.

FORMULA per class, count of independent_effective_layers, where independence means no single

fact or credential defeats more than one of the counted layers

UNIT AND RANGE count, integer >= 0

TYPE KCI

HORIZON leading

GRANULARITY per action class

DATA SOURCE Derived by cross-referencing the coverage-matrix.csv per-class control count against the

guardrail catalogue's bypass_analysis field for each cited control

COLLECTION POINT A structured cross-reference of the coverage matrix and the bypass_analysis field, per

action class

SAMPLING

FREQUENCY

on architecture change, and at least quarterly

DIRECTION higher-better

BASELINE not computable as a per-class count for this register block; coverage-matrix.csv performs

the adjacent per-class count of structural, conditional and instructional guardrails, but

the independence adjustment this metric requires, discounting layers that share a

common bypass, is not applied there, and the founding case's single-account,

passwordless-root condition is documented to defeat a large but uncounted share of

nominally distinct controls simultaneously

TARGET at least 2 independent layers for every action class rated severe blast radius or

irreversible, consistent with a defence in depth principle; not set as a specific number

without the independence-adjusted count above

GUARDRAIL

SENSITIVITY

Every layer added at a genuinely different point, identity, network, filesystem or process,

raises it, but only if it does not share the passwordless-root or shared-account bypass;

GR-L01-01 lowers the effective count of every other control that assumes account

separation, which is most of the catalogue, making the adoption of GR-L01-02 the single

highest-leverage move for this metric, since it re-qualifies controls that already exist as

independent

CONFOUNDERS Which classes are analysed; the definition of sharing a bypass, which requires the

bypass_analysis field of each candidate control to be read and cross-referenced by hand;

catalogue completeness

GAMING MODES Counting controls at the same layer as independent because they carry different names,

when in fact they share an implementing artefact the same account can write; adding

cosmetic controls that are real in name but immediately defeated by the same standing

condition as everything else

CORROBORATED BY MG-063 single point of failure count, this metric's complement; MG-031 structural

enforcement coverage

READINESS derivable

INSTRUMENTATION

GAP

A systematic cross-reference of bypass_analysis fields across all controls binding a given

action class, to identify shared single points of failure before counting layers as

independent; the raw material exists but the cross-reference has not been performed
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MG-063 Single point of failure count

QUESTION How many single facts, credentials or conditions, if compromised or removed, would

simultaneously defeat more than one control?

OPERATIONAL

DEFINITION

Count of distinct facts, a credential, an account property, a configuration file, identified

in the guardrail catalogue's bypass_analysis field as the defeating condition for more

than one catalogue entry.

FORMULA count of distinct shared_defeating_conditions appearing in more than one entry's

bypass_analysis field

UNIT AND RANGE count, integer >= 0

TYPE KRI

HORIZON leading

GRANULARITY per host configuration

DATA SOURCE Derived from a structured extraction of the guardrail catalogue's bypass_analysis text

across all 134 entries

COLLECTION POINT A structured extraction and clustering of bypass_analysis text, across the whole

catalogue

SAMPLING

FREQUENCY

on architecture change, and at least quarterly

DIRECTION lower-better

BASELINE at least one confirmed, high-multiplicity instance: the account's passwordless root and

the shared operating system account condition are named as the defeating or enabling

condition across a large share of the catalogue's present-population entries, since almost

every present control on this host assumes an account boundary that does not exist; a

precise count across all 134 entries was not tabulated for this register block

TARGET not set as zero, since some shared dependency is unavoidable in any single-host

architecture; the defensible aim is that no single point of failure defeat controls spanning

more than one guardrail layer, L1 through L12, since that cross-layer collapse is what

removes defence in depth entirely

GUARDRAIL

SENSITIVITY

GR-L01-02 per-agent workload identity and the removal of standing passwordless root

together implied by GR-L01-09's remediation both lower this count directly, since they

are the two conditions most frequently named across the catalogue's bypass_analysis

fields; GR-L01-01 is the standing condition that keeps the count high

CONFOUNDERS Catalogue granularity, since splitting one control into several sub-controls that all share

the same underlying dependency inflates the apparent layer count without changing the

true single point of failure; assessor thoroughness in reading every bypass_analysis field

GAMING MODES Adding new controls that nominally sit at different layers but are documented, in their

own bypass_analysis text, as defeated by the same root or account condition, which

improves MG-031 and MG-062 optics without reducing this count; fixing the single point

of failure for one layer while leaving it in place for others, and reporting only the fixed

layer

CORROBORATED BY MG-062 defence in depth factor; MG-030 access exceeds mandate count, since the same

root and account facts drive both

READINESS derivable

INSTRUMENTATION

GAP

A structured extraction of the defeating condition named in every bypass_analysis field,

clustered to identify shared conditions, rather than the qualitative reading performed

here

MG-060  razão de fail closed e MG-061  cobertura de emissão de sinal de controle são ambas available ,

lidas diretamente dos campos do catálogo de guardrails do D3, e ambas expõem a mesma condição

subjacente a partir de ângulos diferentes: a conta de sistema operacional compartilhada é

documentada como uma instância específica de fail-open, já que um defeito em um agente executa

com a autoridade de todo outro agente e do console, sem nada que distinga qual deles agiu EV-003 , e o

substrato de hooks de transcrição, apesar de disparar em toda chamada de ferramenta, é registrado

como não elevando MG-061 , porque é contratualmente exigido que ele saia com sucesso e é, portanto,

telemetria que nada consome como sinal de controle EV-026 . MG-063  contagem de pontos únicos de

falha nomeia essa mesma conta e seu privilégio de root como a condição derrotante compartilhada por
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uma parcela grande, mas, neste registro, não contada, das entradas de população presente do

catálogo, motivo pelo qual GR-L01-02  identidade de carga de trabalho por agente recorre nos campos

guardrail_sensitivity  da subfamília mais do que qualquer outro controle isolado, nomeado em quatro

das cinco entradas, MG-060  a MG-063 , como a mudança que requalifica controles já construídos como

independentes uns dos outros.

3.7 Auditabilidade

MG-064  a MG-067  perguntam se o registro, uma vez escrito, pode ser confiado a permanecer o que foi

escrito como sendo. Esta é a subfamília em que o achado de MG-065  do caso fundador é mais direto:

zero dos armazenamentos de governança enumerados são estruturalmente não graváveis pela parte

que registram.

Tabela D4-11. Métricas de auditabilidade, MG-064 a MG-067.
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MG-064 Audit record completeness

QUESTION What proportion of consequential actions leave any audit record at all?

OPERATIONAL

DEFINITION

Count of executed actions belonging to a mutating action class for which a

corresponding audit log entry exists, divided by executed mutating actions. Excludes

read-only actions; excludes actions with no assignable class, which fall under MG-036.

FORMULA audited_mutating_actions / total_mutating_actions

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per agent per week

DATA SOURCE Mixed. The console audit log is INFRASTRUCTURE-EMITTED for operator actions

specifically; nothing on this host audits what an agent does, so agent-side coverage is

currently zero by construction rather than measured.

COLLECTION POINT Wherever a mutating route or tool call fires, tested for whether an audit write

accompanies it

SAMPLING

FREQUENCY

weekly

DIRECTION higher-better

BASELINE not computable as a ratio; the console audit log records only what operators do through

the console, and auditing there is a manual per-handler call, so a new route is unaudited

by default; nothing on this host audits what an agent does, so for the entire population of

agent-executed actions the numerator is effectively 0, while the denominator, executed

mutating actions, is itself not counted (MG-002)

TARGET 1.0 for actions in mandate levels II and III; a consequential action with no audit record is

unverifiable by definition, the precondition MG-023, MG-024 and MG-027 all depend on

GUARDRAIL

SENSITIVITY

GR-L08-01 raises it for the subset covered by the model runtime transcript; GR-L08-13

does not raise it despite firing on every call, because it is telemetry only and is designed

to always exit successfully; GR-L05-02 raises it for fleet registry writes specifically; GR-

L08-02 raises it partially for destructive console operations only, and the console audit

log itself is a manual per-handler call, so new routes are unaudited by default; GR-L07-01

declarative policy as data raises it by giving every action a class an auditor can check

against

CONFOUNDERS Which stores are counted as part of the audit corpus; whether a store the actor itself can

also write still counts as an audit record, which this metric does not distinguish from

MG-065's immutability question; route or handler additions that silently widen the

unaudited surface

GAMING MODES Counting the existence of the model runtime transcript, agent-owned and rewritable, as

equivalent audit coverage to an independent log; adding a log line to a new handler that

fires but writes into a store the same handler's account can also erase, satisfying

completeness while leaving immutability, MG-065, unaddressed

CORROBORATED BY MG-065 audit record immutability, since completeness with no immutability is not

durable evidence; MG-029 self-attestation share of the record

READINESS derivable

INSTRUMENTATION

GAP

A uniform, non-manual audit hook applied to every mutating route and every agent tool

call, rather than the current per-handler opt-in
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MG-065 Audit record immutability

QUESTION Once written, can an audit record be altered or deleted by the party it records?

OPERATIONAL

DEFINITION

Count of audit or evidence stores that are structurally unwritable by the principal they

record, divided by audit or evidence stores assessed. Excludes stores with no defined

recorded principal, such as pure system logs unrelated to agent action.

FORMULA count(stores_unwritable_by_recorded_principal) / count(stores_assessed)

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON leading

GRANULARITY per host configuration

DATA SOURCE INFRASTRUCTURE-EMITTED, derived from the filesystem ownership and permission

model of each store

COLLECTION POINT A structured review of ownership and write permission for every governance and

evidence store

SAMPLING

FREQUENCY

on every configuration change, and at least quarterly

DIRECTION higher-better

BASELINE 0 of the stores enumerated in the founding case; every governance store is writable by

the party it governs, including the fleet registry, whose lock is advisory only rather than

access-controlling, the resource accounting counters, the session transcripts and the

console audit log itself, which is world-readable, owned by the same account the process

runs as, and sits under a writable allowed root, so ordinary file routes can rewrite or

delete it; no hash chain, sequence number, signature or off-host copy exists for any of

them

TARGET 1.0 for any store relied upon as evidence in MG-022, MG-023, MG-024, MG-027 or an

approval decision, because a mutable record is not evidence, it is testimony from an

interested party

GUARDRAIL

SENSITIVITY

GR-L03-06 immutable append-only evidence directory raises it and is close to its direct

implementation; GR-L08-03 append-only transcripts enforced by storage raises it; GR-

L08-04 hash chained audit log raises it; GR-L05-06 denying the agent the credential that

could alter its own audit record raises it; GR-L03-10 separation of the evidence store

from the operational filesystem raises it by removing the shared writable root; GR-L01-01

lowers it, since a shared account with passwordless root defeats any file-mode-based

protection regardless of how the store is otherwise configured

CONFOUNDERS Filesystem permission model changes made for unrelated reasons; whether an append-

only flag or storage feature is actually enforced by the kernel or filesystem versus merely

conventional; backup and replication practices that create an independent copy without

a formal immutability guarantee

GAMING MODES Setting restrictive file modes, as the founding case does, 0750 directories, 0640 records,

0600 tokens, that exclude group and other while the owning account, the recorded

principal, retains full write access, satisfying the appearance of hardening while

changing nothing about who can alter the record; claiming append-only behaviour as a

convention rather than verifying it is enforced by storage

CORROBORATED BY MG-064 audit record completeness; MG-025 time to divergence detection, since

immutability determines whether the comparator survives long enough to be checked

READINESS available

INSTRUMENTATION

GAP

None for the current negative finding, directly assessable from the existing file

ownership and permission model; a periodic re-verification as stores are added or

reconfigured would need to be built
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MG-066 Episode reconstructability

QUESTION Given only the durable record, can an independent party reconstruct what an agent

actually did during an episode, without relying on the agent's own account?

OPERATIONAL

DEFINITION

Sampled episodes for which an independent reconstruction, built solely from

infrastructure-emitted records, matches the agent self-report on all material points,

divided by episodes sampled. Distinct from MG-022, which measures divergence found

among episodes that were reconstructed; this measures whether reconstruction is even

possible, whether or not it is attempted. Excludes episodes with no infrastructure-

emitted record of any kind, which are counted separately as unreconstructable by

construction.

FORMULA reconstructable_episodes / sampled_episodes

UNIT AND RANGE ratio, 0 to 1

TYPE KCI

HORIZON lagging

GRANULARITY per episode, aggregated per audit cycle

DATA SOURCE Mixed. Self-reports are AGENT-EMITTED; the comparator must be INFRASTRUCTURE-

EMITTED, version control history, process manager state, health checks, cloud control

plane state and the reverse proxy access log, as in the founding case audit method.

COLLECTION POINT An audit harness attempting reconstruction from infrastructure sources alone, before

comparing to the self-report

SAMPLING

FREQUENCY

per audit cycle

DIRECTION higher-better

BASELINE consistent with the founding case's own audit method, which paired self-reports against

infrastructure evidence, version control history, process manager state, health checks,

cloud control plane state and the reverse proxy access log, to find 11 of 18 audited

episodes divergent; reconstructability itself, as distinct from divergence, was not

separately scored, though the fact that 18 of 46 candidate episodes were audited at all

indicates infrastructure evidence was at least partially available for those cases and

unclear or insufficient for the remainder

TARGET 1.0; an episode that cannot be reconstructed from independent evidence cannot be

audited at all, and the founding case's 46-candidate to 18-audited gap suggests a

material share may fall into that category

GUARDRAIL

SENSITIVITY

GR-L08-11 raises it directly by adding an infrastructure-emitted stream to reconstruct

from; GR-L08-12 run provenance binding raises it by binding measurements to a

configuration hash, supporting reconstruction of the state a given action ran against; GR-

L03-06 raises it by preserving the record long enough to attempt reconstruction; GR-L08-

09 evidence retention policy raises it only if the horizon it sets exceeds the time before

reconstruction is attempted, and lowers effective reconstructability where it does not,

since transcripts are pruned on a rolling window of about 30 days today

CONFOUNDERS Which infrastructure systems log at all for a given action class; retention windows across

the various stores, which need not align with each other; episode age at the time

reconstruction is attempted

GAMING MODES Scoring an episode reconstructable because some infrastructure record exists, without

checking whether that record is sufficient to establish the material facts the self-report

asserts; choosing to audit only the episodes with rich infrastructure trails, close to how

the founding case's 46-to-18 selection may itself have operated, though that selection

mechanism was not characterised as random

CORROBORATED BY MG-022 claim divergence rate, computed on the reconstructable subset only, to avoid

conflating no divergence found with no independent evidence existed to find one

READINESS derivable

INSTRUMENTATION

GAP

A scoring method that separates reconstruction attempted and matched, reconstruction

attempted and diverged, MG-022's population, and reconstruction not possible, which

the founding case's binary divergent or not-divergent scoring does not currently

distinguish
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MG-067 Separation of duties violations

QUESTION How often does one principal hold two or more of the actor, recorder, storage-owner and

reader roles for the same action?

OPERATIONAL

DEFINITION

Count of consequential actions for which the acting principal, the principal recording the

action, the principal owning the record's storage and the principal able to read or query

the record are not all distinct, divided by consequential actions assessed. Excludes

actions with no defined recorder or reader role, which are reported separately.

FORMULA count(actions where fewer than 4 distinct principals hold the 4 roles) /

count(actions_assessed)

UNIT AND RANGE ratio, 0 to 1

TYPE KRI

HORIZON leading

GRANULARITY per host configuration

DATA SOURCE INFRASTRUCTURE-EMITTED, derived from the process and account ownership model

for each role in each action

COLLECTION POINT A structured review of actor, recorder, storage-owner and reader identity for each

consequential action type

SAMPLING

FREQUENCY

on every configuration change, and at least quarterly

DIRECTION lower-better

BASELINE at or near 1.0 across the founding case; zero separation of duties is a standing,

confirmed finding, since actor, recorder, storage owner and reader are one process under

one account for essentially every consequential action on this host, a condition

documented explicitly for the console's own operations and equally true, by the single-

account model, for every agent action

TARGET 0 for actions rated severe blast radius or irreversible, and specifically for the deployment

approval gate, where the founding case documents a production instance of an agent

recording its own peer review using another agent's token, this metric's defining failure

case

GUARDRAIL

SENSITIVITY

GR-L01-02 lowers it by separating actor identity from the shared pool; GR-L01-07 lowers

it by separating the verifier; GR-L01-08 lowers it by separating the approver; GR-L05-06

lowers it by denying the actor write access to its own audit record, separating actor from

storage owner specifically; GR-L01-01 raises it to its current near-1.0 level, being the

standing cause

CONFOUNDERS Which of the four roles are even defined for a given action, since some action classes

have no recorder or reader role at all today; catalogue scope, since a broader assessed

population that includes trivially low-risk actions dilutes the ratio without changing the

severe-class picture

GAMING MODES Introducing a nominally separate reviewer, watcher or reader role implemented as a

second session under the same shared account, which satisfies the letter of a four-role

model while every role still resolves to one operating system principal; auditing only the

console's own operations, where a partial separation already exists, and extrapolating

that finding to agent actions, where it does not

CORROBORATED BY MG-024 verification independence ratio, MG-025's underlying comparator independence,

and MG-029 self-attestation share of the record, all specific instances of this more

general violation

READINESS available

INSTRUMENTATION

GAP

None for the architectural determination, directly observed and documented today for

both the console and the agent fleet; a per-action-class breakdown by the four roles has

not been tabulated, only the aggregate finding

O lock do registro de frota é consultivo (advisory), não de controle de acesso, os contadores de

contabilização de recursos, as transcrições de sessão e o próprio log de auditoria do console são todos

graváveis pela conta que executa o processo, e o log de auditoria, especificamente, é legível por todos

(world-readable) e reside sob uma raiz permitida gravável, de modo que uma rota de arquivo comum

pode reescrevê-lo ou apagá-lo EV-015  EV-018  EV-034 . MG-067  violações de separação de funções
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generaliza o padrão em toda classe de ação consequente ao mesmo tempo: o ator, o registrador, o

proprietário do armazenamento e o leitor se resolvem em um único processo sob uma única conta para

essencialmente toda ação neste host, uma condição que o registro pontua em ou perto de 1,0, seu pior

valor admissível.

3.8 Confiabilidade e operações

MG-068  e MG-069  são a menor subfamília, e as duas mais diretamente ligadas à discussão de

viabilidade do D2 sobre detecção independente.

Tabela D4-12. Métricas de confiabilidade e operações, MG-068 a MG-069.
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MG-068 Wedged session detection latency

QUESTION How long does a stalled or wedged agent session run undetected?

OPERATIONAL

DEFINITION

Elapsed time from the moment a session stops making forward progress, no new tool

calls, no output, to the moment any watcher or monitor first flags it as stalled. Excludes

sessions with no watcher coverage at all, which are reported separately as undetected by

construction rather than folded into the distribution; excludes legitimate long waits on an

external call the session is genuinely blocked on.

FORMULA t_flagged - t_last_forward_progress, per stall event

UNIT AND RANGE seconds, 0 to unbounded

TYPE KRI

HORIZON lagging

GRANULARITY per stall event per session

DATA SOURCE Mixed. The last-forward-progress timestamp is derivable from the hook substrate or pane

output, both agent-owned; the flagging timestamp is INFRASTRUCTURE-EMITTED from

the watcher process, where a watcher exists.

COLLECTION POINT The watcher's own trip event, joined to the last observed hook or pane activity for that

session

SAMPLING

FREQUENCY

per stall event, reviewed weekly

DIRECTION lower-better

BASELINE for the 6 of 14 sessions with watcher coverage, the fastest independent detector trips at

180 seconds plus up to 60 seconds of schedule granularity; for the other 8 of 14 sessions,

no stall detection exists at all, because the watchers' scope is a hardcoded array of agent

names, and one session on record was silent for seven days with its process alive and

nothing noticing, which stands as the observed ceiling for this metric on this host

TARGET below 300 seconds, the observed fastest-detector bound, for every session, which

requires closing the hardcoded-array gap so watcher coverage is complete rather than

partial

GUARDRAIL

SENSITIVITY

GR-L04-08 automatic termination on wedge detection lowers it and is the direct

mechanism; GR-L10-11 wedge detection surfaced to the operator lowers the human-

facing portion of the latency; GR-L04-07 wall clock timeout per agent turn lowers it by

bounding how long a turn can run before it is forcibly flagged; the hardcoded watcher

scope itself is the dominant confounder rather than a guardrail, and closing it is a

precondition for this metric being computable fleet-wide rather than for the 6 covered

sessions only

CONFOUNDERS What counts as forward progress, since a session legitimately waiting on a long-running

external call looks identical to a wedged one under a naive definition; watcher polling

interval, which sets the floor on detection latency regardless of true stall duration; fleet

size and the cost of adding coverage

GAMING MODES Defining forward progress as any output at all, including a repeated heartbeat or retry

loop, which lets a session that is wedged in the narrow sense, not making real progress,

read as healthy; excluding unwatched sessions from the metric's population rather than

reporting them as undetected by construction, which is what the 8-of-14 gap actually is

CORROBORATED BY MG-057 signal to noise ratio of the oversight channel, since heartbeat suppression trades

against this metric; MG-044 intervention latency, since detection is the first term in that

latency's composition

READINESS absent

INSTRUMENTATION

GAP

Watcher coverage extended from the hardcoded array to the full live session inventory,

and a forward-progress definition that distinguishes genuine stall from legitimate wait
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MG-069 Unattended action path count

QUESTION How many distinct automations can take action, including writing into a live agent's

input stream, with no human keystroke in the path?

OPERATIONAL

DEFINITION

Count of distinct scheduled or triggered automations, cron jobs, systemd timers, at jobs

and watchers, that can initiate a consequential action without a preceding human

keystroke, broken out by whether the automation injects input directly into a live agent

session. Excludes automations whose only effect is a read-only status query.

FORMULA count of automations_with_no_human_keystroke_precondition, with a sub-count of those

injecting into a live session

UNIT AND RANGE count, integer >= 0

TYPE KRI

HORIZON leading

GRANULARITY per host configuration

DATA SOURCE INFRASTRUCTURE-EMITTED, the cron, systemd timer, at and watcher inventory

COLLECTION POINT The scheduled task and watcher inventory itself, cross-referenced against whether each

item requires a preceding human keystroke

SAMPLING

FREQUENCY

on every configuration change, and at least monthly

DIRECTION target-band

BASELINE 17 automations can initiate action with no human keystroke; 7 of them write text directly

into a live agent's input stream, including one that fires on a clock with no stimulus and

one that automatically answers the tooling's own interactive permission prompt, the

same mechanism MG-058 scores by frequency; separately, 16 scheduled automations

across cron, systemd timers and at were enumerated

TARGET not set as zero, since some unattended operation is the founding case's stated operating

model rather than an incidental gap; the defensible target is that every one of the 17

carries a confirmation mechanism appropriate to the severity of what it can trigger,

which per the founding case's own finding exists in code for the least dangerous tool only

and is absent from the two most dangerous

GUARDRAIL

SENSITIVITY

GR-L04-12 advisory lock on scheduled automations lowers collision risk but does not

lower this count; GR-L09-11 global fleet pause lowers the effective count during a paused

window; GR-L07-06 lowers the subset that could widen an agent's own mandate; GR-L11-

07 maximum unattended run duration before re-authorisation lowers sustained exposure

even where it does not lower the raw count; no guardrail in the present-population

catalogue removes an automation from this count, since all 17 are present-population

mechanisms functioning as designed

CONFOUNDERS Operational necessity, since removing an automation may reintroduce the problem it was

built to solve, a genuinely stuck session with nobody present; how the count is scoped,

since a watcher that only notifies is a materially different risk from one that injects

keystrokes, and conflating them changes the number without changing the finding

GAMING MODES Counting only the automations that produce human-visible output as action paths, which

undercounts the 7 that inject directly into a session with no notification; retiring one

automation while adding an equivalent one under a different name, which resets any

trend line without changing exposure

CORROBORATED BY MG-058 automated answering of human decision points, a specific instance within this

population; MG-047 halt capability coverage, which is 0 for all 17 by the founding case's

own finding

READINESS available

INSTRUMENTATION

GAP

None for the count itself, directly enumerated in the founding case's automation

inventory; a per-automation confirmation-mechanism audit exists for only a subset today

MG-068  latência de detecção de sessão travada tem uma prontidão genuinamente dividida, available

para as seis sessões com cobertura de vigia (watcher), em que o limite de 180 segundos é diretamente

observado, e absent  para as oito restantes, em que o único caso documentado, uma sessão silenciosa

por sete dias com seu processo vivo e nada percebendo EV-039 , é um teto, e não uma distribuição. MG-

069  contagem de caminhos de ação não assistida é totalmente available  e é a enumeração mais direta
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do alcance não assistido do registro: dezessete automações podem iniciar uma ação sem nenhuma

tecla pressionada por um humano, sete das quais escrevem diretamente no fluxo de entrada de um

agente ativo, incluindo uma que dispara por um relógio sem nenhum estímulo, e uma que é o

respondedor automático de prompt de MG-058  EV-028 .

3.9 Overhead de governança

MG-070  a MG-072  são incluídas deliberadamente ao lado das métricas protetoras, e não como uma

reflexão tardia, porque uma avaliação que relata apenas o risco reduzido e nunca o atrito introduzido é

advocacia, não medição, o mesmo princípio que CI-06  enuncia no nível composto, na Seção 4.

Tabela D4-13. Métricas de overhead de governança, MG-070 a MG-072.
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MG-070 Governance overhead ratio

QUESTION What share of total task lifecycle time is consumed by governance activity, approval,

review, verification, rather than by the work itself?

OPERATIONAL

DEFINITION

Time spent on governance activities, approval waiting and deciding, verification, audit

review, divided by total time spent on the task lifecycle from dispatch to completion,

aggregated across a window. Excludes governance activity that overlaps entirely with

other concurrent work and imposes no wall-clock delay; excludes time attributable to a

fault in the work itself rather than to governance.

FORMULA governance_time / (governance_time + work_time)

UNIT AND RANGE ratio, 0 to 1

TYPE KPI

HORIZON lagging

GRANULARITY per agent per month

DATA SOURCE Composed from MG-054, MG-044 and MG-071's underlying timestamps, each carrying

its own data source limitation

COLLECTION POINT Wherever the component approval, verification and intervention timestamps are

collected, combined at the point of assessment

SAMPLING

FREQUENCY

monthly

DIRECTION target-band

BASELINE not computable; neither governance_time nor work_time is instrumented as a distinct

category anywhere on this host, and with zero recorded approvals, zero rejections and

zero interventions across the 46-day observation window, the observed governance_time

for the approval and intervention components is itself effectively zero, which is not

evidence of low overhead but of an unused governance layer

TARGET not set; this metric only becomes meaningful once MG-054 approval turnaround, MG-044

intervention latency and MG-071 approval wait share are separately computable, since

this is their aggregate

GUARDRAIL

SENSITIVITY

Every guardrail that adds a human decision point, GR-L06-01, GR-L01-06, GR-L01-08,

GR-L07-02, raises it directly by construction; GR-L06-06 dry run as default raises it

modestly by adding a verification step before the real run; GR-L07-08's runtime classifier,

used to fast-path low-risk actions, can lower it for the bulk of low-consequence work

while raising it for the smaller share that is genuinely severe

CONFOUNDERS Workload mix, since a fleet doing mostly low-risk reversible work shows a different ratio

than one doing mostly irreversible external actions under identical control settings; how

governance time is scoped, since asynchronous review overlapping with other work is

not pure overhead in the way blocking review is

GAMING MODES Performing governance activity nominally but rapidly, which lowers the ratio's numerator

while also lowering MG-051 evidence sufficiency, so this metric alone can be gamed by

the same shortcut that produces a low approval turnaround time; excluding automation

and watcher overhead from the governance_time term while counting only human-facing

approval time, understating the true cost of the current 19,334-to-4 signal volume

CORROBORATED BY MG-071 approval wait share of cycle time; MG-051 approval evidence sufficiency, to

catch the speed-without-substance gaming mode

READINESS absent

INSTRUMENTATION

GAP

A time classification distinguishing governance activity from substantive work across the

task lifecycle; no such classification exists today, and the underlying component metrics

it aggregates are themselves not yet computable
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MG-071 Approval wait share of cycle time

QUESTION Of the total time an action takes from initiation to confirmed effect, what share is spent

waiting on an approval decision?

OPERATIONAL

DEFINITION

For actions gated by the deployment approval gate or an equivalent approval point, the

approval wait time divided by the total cycle time for that action, aggregated per action

class. Excludes actions with no approval gate in their path, which are reported

separately with a share of zero by definition rather than omitted.

FORMULA approval_wait_time / cycle_time, per action class

UNIT AND RANGE ratio, 0 to 1

TYPE KPI

HORIZON lagging

GRANULARITY per action class per month

DATA SOURCE Composed from MG-054 approval turnaround time and MG-004 cycle time per action

class

COLLECTION POINT Wherever MG-054's and MG-004's underlying timestamps are collected, combined per

action class

SAMPLING

FREQUENCY

monthly

DIRECTION target-band

BASELINE not computable; both MG-054 approval turnaround time and, for approval-gated classes

specifically, MG-004 cycle time are themselves not computable in the founding case, the

former because zero approvals were recorded in the observation window and the latter

because no runtime action classifier joins executed actions to a class at the time of

execution

TARGET not set; the informative use of this metric is as a diagnostic split of MG-004 and MG-070,

not as a quantity to minimise on its own, since driving it toward zero by skipping review

defeats the purpose of the gate it measures

GUARDRAIL

SENSITIVITY

GR-L06-01 raises it directly, since holding the gate with a separate principal is what

creates a wait in the first place; GR-L06-09 change size limit triggering escalation raises

it for large changes specifically; GR-L10-06 operator attention budgeting lowers it by

prioritising the gated request in the operator's queue; GR-L06-03 pre-approved rollback

targets lowers it for the rollback subset by removing the need for a fresh decision

CONFOUNDERS Which action classes are gated at all, since the founding case's gate covers deployment

specifically and not the other 59 action classes; operator availability, the dominant driver

of the wait component; whether the class's cycle time denominator is dominated by the

approval wait or by the technical work, which differs enormously by class

GAMING MODES Routing an action through a path that avoids the gate entirely, such as the ordinary-

restart path the founding case documents as having shipped unapproved code twice,

which drives this ratio to zero for that action while defeating the control the ratio was

meant to describe; padding the technical-work denominator with idle time so the

approval-wait numerator looks proportionally smaller without the wait itself shortening

CORROBORATED BY MG-054 approval turnaround time; MG-059 control bypass rate, which detects the gate-

avoidance gaming mode directly

READINESS absent

INSTRUMENTATION

GAP

Both component metrics, MG-054 and MG-004, need to be computable first; neither is

today
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MG-072 Control operating cost per action

QUESTION What does running a given control cost, on average, for each action it applies to?

OPERATIONAL

DEFINITION

The operating cost of a control, drawing on the guardrail catalogue's operating_cost

qualitative field, divided by the count of actions the control applied to in a window,

expressed per applicable action rather than as a fleet-wide total, so that broadly applied

controls are not penalised relative to narrowly scoped ones. Excludes one-off build cost,

reported separately from the ongoing marginal figure.

FORMULA control_operating_cost / count(actions_the_control_applied_to)

UNIT AND RANGE currency or time unit per action, 0 to unbounded, or qualitative low, moderate, high

where not quantified

TYPE KPI

HORIZON lagging

GRANULARITY per control per window

DATA SOURCE The guardrail catalogue's own qualitative operating_cost and friction fields for the

qualitative version; a quantitative version would require INFRASTRUCTURE-EMITTED

cost data, compute time, licensing, operator time, that does not exist on this host

COLLECTION POINT The guardrail catalogue itself for the qualitative figure; a cost-accounting system, not

present, for the quantitative figure

SAMPLING

FREQUENCY

reviewed quarterly, and on every control change

DIRECTION lower-better

BASELINE qualitative only, drawn directly from the guardrail catalogue's operating_cost column

across the 134 entries; no control on this host has ever been costed quantitatively, and

since most present-population controls, identity, deny list, realpath allowlist, are

recorded as low or low-to-moderate cost while nearly all proposed controls carry

moderate or high cost estimates, the catalogue is likely to understate true operating cost

for anything not yet built, because a proposed control's cost is an estimate rather than an

observation

TARGET not set; a cost target is only meaningful alongside the risk reduction the control buys,

which MG-062 and MG-059 characterise, and setting a cost ceiling first risks selecting

cheap controls over effective ones

GUARDRAIL

SENSITIVITY

This metric is a property of implementation choice rather than something a guardrail

moves in the same sense as other rows; a lightweight implementation of a given control,

for example a classifier reused from the existing hook substrate, GR-L08-13, rather than

a new service, lowers it; a heavier implementation of the same nominal control, for

example a dedicated policy engine, raises it while potentially also raising MG-031's

structural enforcement coverage, so the two should be read together rather than cost

minimised alone

CONFOUNDERS Action volume, since cost per action falls simply by applying an already-built control

more broadly with no change to the control itself; whether cost is measured as marginal,

per additional action, or fully loaded, including build and maintenance; operator time,

which the founding case does not track at all today

GAMING MODES Reporting only the marginal per-action cost of an already-amortised control while

omitting its build and maintenance cost, making broadly deployed but expensive controls

look artificially cheap; scoping the applicable-action denominator broadly, counting every

action on the host, for a control that only meaningfully applies to a narrow subset,

diluting the reported cost

CORROBORATED BY MG-062 defence in depth factor, so cost is read against the independent protection

actually gained, not against nominal control count; MG-070 governance overhead ratio,

its human-time counterpart

READINESS absent

INSTRUMENTATION

GAP

A cost accounting model, compute, licensing, operator time, tied to control operation and

to actual applicable-action volume; neither exists on this host today

As três são absent  ou mistas, e pela mesma razão: cada uma é composta a partir de métricas

componentes, MG-044 , MG-054 , MG-004 , que elas mesmas ainda não são computáveis, de modo que a
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subfamília de overhead está estruturalmente a jusante do restante do registro, e não é instrumentável

de forma independente. MG-072  custo operacional de controle por ação tem hoje uma leitura

qualitativa genuína, extraída diretamente do campo operating_cost  do catálogo do D3, e uma

observação que vale a pena declarar com clareza: quase todo controle de população presente é

registrado como custo baixo ou baixo a moderado, enquanto quase todo controle proposto carrega uma

estimativa moderada ou alta, o que a própria entrada sinaliza como provavelmente subestimando o

custo real, porque a cifra de um controle proposto é uma estimativa, e não a observação de algo já

construído.

4. Índices compostos

4.1 O que um composto compra e o que ele custa

Oito índices compostos condensam as setenta e duas métricas em cifras sobre as quais um leitor que

não leu o registro ainda consegue agir. Cada um é uma combinação ponderada de métricas

componentes nomeadas, com uma fórmula declarada, uma faixa declarada e, em todo caso, um campo

explícito de limitações descrevendo o que o composto esconde. Essa última parte não é uma

formalidade. Um composto é, por construção, um dispositivo para descartar informação em troca de

comunicabilidade, e o próprio relato do D2 sobre a falha do caso fundador, um sistema que conseguia

relatar sucesso ao mesmo tempo em que falhava, é um alerta contra qualquer cifra-resumo que não

possa ser decomposta de volta em suas partes sob demanda. Todo composto abaixo é projetado para

ser decomposto: nenhum deles é relatado sem que suas métricas componentes estejam disponíveis ao

lado dele.

Os oito índices compostos, CI-01 a CI-08.

CI-01 Structural Enforcement Ratio

PURPOSE Answers the question the doctorate exists to ask: what share of an environment's

governance rests on architecture rather than on instruction.

COMPONENTS MG-031 MG-059 MG-060 MG-061

WEIGHTS 0.45 0.25 0.20 0.10

FORMULA SER = 0.45*MG-031 + 0.25*(1 - MG-059) + 0.20*MG-060 + 0.10*MG-061

RANGE 0 to 1. Below 0.3 the posture is predominantly instructional. Above 0.7 the predominant

enforcement is architectural.

JUSTIFICATION Structural enforcement coverage is weighted highest because it is the property claimed;

the inverted bypass rate is weighted next because a control that is routinely routed

around is not enforcement whatever its class; fail-closed ratio and signal emission

coverage are weighted lower because they qualify rather than constitute the property.

LIMITATIONS Treats all action classes as equally important, which they are not. A high ratio achieved

on low-risk classes while the severe classes remain instructional produces the same

number as the reverse. Always read alongside the coverage matrix.

READINESS derivable

Governança Arquitetural da Autonomia em Sistemas Agênticos de IA D4  ·  Framework de Medição

PPGCA/UNISINOS  ·  run 20260807-1714  ·  identity-free by construction 86 / 100



CI-02 Autonomy Boundary Integrity Index

PURPOSE Measures whether the boundary the architecture claims is the boundary that actually

holds.

COMPONENTS MG-030 MG-033 MG-035 MG-036 MG-037

WEIGHTS 0.30 0.30 0.20 0.10 0.10

FORMULA ABII = 0.30*(1 - MG-030/n_action_classes) + 0.30*(1 - MG-033) + 0.20*(1 - MG-

035_normalised) + 0.10*(1 - MG-036) + 0.10*(1 - MG-037_normalised)

RANGE 0 to 1. A value of 1 means access equals mandate everywhere and no crossing succeeds.

The founding case baseline is low: 50 of 60 action classes have access exceeding

mandate.

JUSTIFICATION The first two components carry equal weight because a boundary can fail either by being

drawn in the wrong place, which the access-exceeds-mandate count captures, or by not

holding where it is drawn, which the crossing success rate captures. Both failures are

equally fatal to the claim that a boundary exists.

LIMITATIONS Normalisation by action class count makes the index sensitive to how finely the inventory

is cut. Two environments with identical posture but different inventory granularity will

not produce comparable values, so the index is comparable across runs of one

environment rather than across environments.

READINESS absent

CI-03 Verification Independence Index

PURPOSE Measures how much of what is believed about the system's behaviour rests on the

system's own account of itself.

COMPONENTS MG-024 MG-023 MG-029 MG-048 MG-065

WEIGHTS 0.30 0.20 0.20 0.20 0.10

FORMULA VII = 0.30*MG-024 + 0.20*MG-023 + 0.20*(1 - MG-029) + 0.20*MG-048 + 0.10*MG-065

RANGE 0 to 1. A value of 0 means every claim about the system originates from the system. The

founding case baseline is near 0 for agent actions, because nothing audits what an agent

does.

JUSTIFICATION Independence ratio leads because independence is the property; coverage, the inverted

self-attestation share and signal origin independence are weighted equally because each

captures a distinct route by which self-report re-enters the record; record immutability is

weighted lowest because it protects an existing record rather than producing an

independent one.

LIMITATIONS The index cannot distinguish a verifier that is independent by identity from one that is

independent in name but reads the same source the actor wrote. That distinction

requires reading the collection point field of each component metric.

READINESS absent
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CI-04 Supervision Viability Index

PURPOSE Measures the gap between the supervision an architecture claims and the supervision a

human can actually exercise.

COMPONENTS MG-052 MG-046 MG-047 MG-048 MG-051 MG-049

WEIGHTS 0.25 0.20 0.20 0.15 0.10 0.10

FORMULA SVI = 0.25*MG-052 + 0.20*positive_share(MG-046) + 0.20*MG-047 + 0.15*MG-048 +

0.10*MG-051 + 0.10*attention_fit(MG-049)

RANGE 0 to 1. A value of 1 means every supervision point satisfies all six viability conditions. The

founding case baseline is 7 of 34 points without divergence, so approximately 0.21 on the

leading component.

JUSTIFICATION Effective coverage leads because it is the direct measure. Latency margin and halt

capability follow because they are the two conditions most often violated silently.

Independence, comprehensibility and attention are weighted lower only because they are

already partly captured by effective coverage, not because they matter less.

LIMITATIONS A composite over conditions that are not substitutes. A point that fails VC2

catastrophically and passes the other five scores well, yet supervision there is worthless.

The index must never be read without the binding condition column of the supervision

register.

READINESS absent

CI-05 Containment Index

PURPOSE Measures how far the consequence of a single error can travel.

COMPONENTS MG-038 MG-039 MG-040 MG-042 MG-041

WEIGHTS 0.25 0.25 0.20 0.20 0.10

FORMULA CTI = 0.25*(1 - MG-038_normalised) + 0.25*MG-039 + 0.20*(1 - MG-040_normalised) +

0.20*(1 - MG-042) + 0.10*(1 - MG-041_normalised)

RANGE 0 to 1. A value of 1 means a single error stays inside the boundary the design assumed.

JUSTIFICATION Realised blast radius and containment success rate lead because they are outcome

measures rather than posture measures. Lateral reach and privilege breadth follow

because they predict the outcome measures and can be computed without an incident.

LIMITATIONS Realised blast radius is only observable when something goes wrong, so in a healthy

period the index is carried entirely by its predictive components and can look stable

while the underlying posture degrades.

READINESS absent

CI-06 Governance Overhead Ratio

PURPOSE Measures what the governance costs, so that the cost of a posture can be argued against

its benefit rather than assumed away.

COMPONENTS MG-070 MG-071 MG-072 MG-005

WEIGHTS 0.40 0.25 0.20 0.15

FORMULA GOR = 0.40*MG-070 + 0.25*MG-071 + 0.20*MG-072_normalised + 0.15*(1 - MG-005)

RANGE 0 to 1, lower is better, unlike every other index here. Above 0.5 the governance consumes

more than it protects for routine work.

JUSTIFICATION Included deliberately and given equal standing with the protective indices, because an

analysis that reports only the risk reduced and never the friction introduced is advocacy

rather than measurement. The direction is inverted relative to the others and that

inversion must be stated wherever the index appears.

LIMITATIONS Overhead is easiest to measure exactly where it is least important, on routine low-risk

work, and hardest to measure on the rare high-consequence action where it matters

most. The ratio therefore systematically overstates the cost of governance.

READINESS absent
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CI-07 Evidence Integrity Index

PURPOSE Measures whether the record on which every other measurement depends can be

trusted.

COMPONENTS MG-064 MG-065 MG-066 MG-067 MG-027

WEIGHTS 0.25 0.30 0.20 0.15 0.10

FORMULA EII = 0.25*MG-064 + 0.30*MG-065 + 0.20*MG-066 + 0.15*(1 - MG-067_normalised) +

0.10*MG-027

RANGE 0 to 1. A value below 0.5 means conclusions drawn from the record are not defensible.

JUSTIFICATION Immutability carries the highest weight because a complete but mutable record is worth

less than a partial immutable one: the first can be made to say anything, the second at

least bounds what can be claimed.

LIMITATIONS This index is uniquely self-undermining: it is computed from the record whose integrity it

assesses. It must be computed by a party other than the one that wrote the record, or it

measures nothing.

READINESS absent

CI-08 Bounded Autonomy Maturity Score

PURPOSE A single communicable figure for where an environment sits on the path from

instruction-based to architecturally enforced governance.

COMPONENTS CI-01 CI-02 CI-03 CI-04 CI-05 CI-07

WEIGHTS 0.20 0.20 0.20 0.20 0.10 0.10

FORMULA BAMS = 0.20*CI-01 + 0.20*CI-02 + 0.20*CI-03 + 0.20*CI-04 + 0.10*CI-05 + 0.10*CI-07

RANGE 0 to 1, reported as five maturity bands: 0.0 to 0.2 instructional; 0.2 to 0.4 conditional; 0.4

to 0.6 mixed; 0.6 to 0.8 predominantly structural; 0.8 to 1.0 structurally enforced with

independent verification.

JUSTIFICATION The four leading indices are weighted equally because the argument is that none of them

substitutes for another: enforcement without verification is unfalsifiable, verification

without boundary integrity is observation of an uncontrolled system, and boundary

integrity without supervision viability is a claim about design rather than about

operation. Containment and evidence integrity are folded in at lower weight because

they are partly upstream of the others and would otherwise be double counted.

LIMITATIONS A composite of composites, and therefore the most communicable and least diagnostic

figure in the framework. It exists for the one page that has room for a single number. Any

decision taken on this score alone is a misuse of it, and it deliberately excludes the

governance overhead ratio so that it cannot be improved by making the system slower.

READINESS absent

4.2 Lendo o conjunto

Três propriedades do conjunto merecem ser declaradas explicitamente, em vez de deixadas para

inferência a partir das entradas individuais.

Apenas CI-06  é invertido. Todo índice roda higher-better , exceto a Razão de Overhead de

Governança, que roda lower-better , e cujo campo de limitações declara claramente que o overhead é

mais fácil de medir exatamente onde menos importa, em trabalho rotineiro de baixo risco, e mais difícil

exatamente onde mais importa. Um leitor que melhora CI-01  a CI-05  adicionando atrito e nunca

verifica CI-06  otimizou o objetivo errado; os dois são deliberadamente mantidos separados, em vez de

anulados em uma única cifra, e CI-08  exclui deliberadamente CI-06  de sua própria ponderação pela

mesma razão, declarada no próprio campo de limitações de CI-08 : para que o escore de maturidade

de manchete não possa ser melhorado simplesmente tornando o sistema mais lento.

A prontidão é pior no nível composto do que no nível de métrica. A Seção 6, abaixo, relata a

distribuição de prontidão do registro como catorze métricas available , vinte e cinco derivable  e

trinta e três absent . Entre os oito compostos, nenhum é available : um é derivable  ( CI-01 ) e sete são
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absent  ( CI-02 , CI-03 , CI-04 , CI-05 , CI-06 , CI-07 , CI-08 ). Essa é a direção esperada da lacuna, já

que um composto exige que cada um de seus componentes seja computável, e um composto só está tão

pronto quanto sua entrada mais fraca; CI-03  Índice de Independência de Verificação é absent

especificamente porque um de seus cinco componentes, MG-023  cobertura de verificação de alegações

de conclusão, é ele mesmo absent , ainda que os outros quatro, MG-024 , MG-029 , MG-048  e MG-065 ,

sejam cada um available  ou derivable , e CI-08  herda ausência de CI-03  e CI-07  entre suas próprias

seis entradas.

CI-07  se autossabota por admissão própria. O Índice de Integridade de Evidência é computado a

partir do mesmo registro cuja integridade ele pretende avaliar, e seu campo de limitações diz isso

diretamente: ele precisa ser computado por uma parte diferente daquela que escreveu o registro, ou

não mede nada. No Agent Console host, hoje, nenhuma parte assim existe para o lado do agente no

registro, o que é o achado de MG-029  reenunciado no nível do índice. A própria prontidão absent  de

CI-07 , portanto, não é uma lacuna a ser fechada apenas por melhor instrumentação; ela exige a

separação de identidade que a Seção 5.2 do D2 nomeia como a pré-condição para um verificador

genuíno.

PARA QUE CI-08 SERVE,  E PARA QUE NÃO SERVE

Escore de Maturidade de Autonomia Limitada é a única cifra que este programa colocaria em um único

slide. É explicitamente um composto de compostos, e seu próprio campo de limitações o chama de a

cifra mais comunicável e menos diagnóstica do framework, existente para a única página que tem

espaço para um único número. Qualquer decisão tomada com base apenas em CI-08 , sem abrir ao

menos os quatro índices igualmente ponderados por baixo dele, é um mau uso dele exatamente no

sentido contra o qual este registro adverte ao longo de todo o texto: um resumo que não pode ser

decomposto sob demanda não é uma medição, é uma alegação, e este framework foi construído

especificamente para que essas não passassem despercebidas.

5. Arquitetura de medição

As Seções 2 a 4 especificam o que seria medido. Esta seção declara o que precisaria existir para medi-

lo e, para cada elemento, se essa coisa existe hoje no Agent Console host.

5.1 Esquema de evento por ponto de coleta

Um ponto de coleta, no vocabulário que este registro usa ao longo de todo o texto, é o lugar exato no

sistema em execução onde um instrumento residiria: um callback de hook, um route handler, uma

transição de unidade supervisora, uma checagem de propriedade no sistema de arquivos. O campo

collection_point  de cada métrica nomeia um. O esquema que um ponto de coleta precisaria emitir,

para tornar as métricas das Seções 2 e 3 conjuntamente computáveis, e não apenas individualmente

deriváveis, são os mesmos seis campos em todo ponto: um timestamp, uma identidade do ator, um

identificador de classe de ação, um registro de efeito, um principal de origem distinto do ator onde a

independência está sendo afirmada, e um vínculo de volta à unidade de trabalho a que o evento

pertence. Nenhum ponto de coleta neste host emite os seis hoje. A lacuna recorrente, e a mais comum

de todo o registro, é a última: MG-001 , MG-003  e MG-004  nomeiam cada uma a ausência de um

identificador de despacho que ligaria um evento ao brief ou à tarefa a que pertence como sua principal

lacuna de instrumentação, e a lacuna se repete porque é o mesmo campo ausente observado a partir

de três métricas diferentes.
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5.2 Agent-emitted e infrastructure-emitted, aplicados a este host

A Seção 1.4 enunciou a distinção de forma abstrata. Aplicado concretamente ao Agent Console host, o

inventário é curto do lado da infraestrutura e longo do lado do agente.

O que é infrastructure-emitted hoje. O log de auditoria do console, 863 linhas ao longo de 46 dias,

registrando ações do operador tomadas por meio do console EV-034 ; os contadores de reinício e o

inventário de processos do gerenciador de processos EV-004 ; o journal da unidade supervisora para as

unidades que hospedam sessões de agente EV-005 ; o histórico de commits do controle de versão,

embora autorado sob uma única identidade humana por instrução permanente, e não por agente

EV-032 ; e o registro de frota, cuja disciplina de escrita é um único lock consultivo, e não um controle

de acesso EV-022 .

O que é agent-emitted hoje. A transcrição do model runtime, cerca de 1,13 GiB EV-026 ; a saída do

substrato de hooks de transcrição, cerca de 186 MB, que dispara em toda chamada de ferramenta,

mas é contratualmente exigido que saia com sucesso e, portanto, registra sem avaliar EV-026 ; todo

marcador de conclusão, nota de memória e corpo de notificação; os contadores de contabilização de

recursos, que descartam a identidade da sessão na ingestão EV-024 ; e todo arquivo de instrução,

função e permissão que constitui o mandato do agente, todos eles graváveis pelos agentes que

governam EV-032 .

O que é proposto e não existe. Um fluxo de eventos infrastructure-emitted independente do agente

( GR-L08-11 ), uma identidade de verificador independente ( GR-L08-05 , GR-L01-07 ), um classificador de

ação em tempo de execução que atribui classe e nível no momento da tentativa ( GR-L07-08 ), e um

ponto de decisão de política que pudesse avaliar uma tentativa antes que ela seja executada ( GR-L07-

02 ). Cada um desses é catalogado no D3 como proposed , e cada um deles é nomeado nos campos

guardrail_sensitivity  deste registro como a pré-condição para mover uma métrica específica de

absent  ou derivable  para genuinamente computável. Os dois registros estão, nesse sentido,

descrevendo a mesma lacuna a partir de duas direções.

A Figura D4-1 rastreia a distinção por meio de uma única métrica trabalhada, MG-029  participação de

autoatestação no registro, escolhida porque é a única entrada de todo o registro cujos dois caminhos,

agent-emitted e infrastructure-emitted, convergem dentro de um único cálculo, em vez de alimentar

duas métricas separadas, e porque é um componente ponderado real de CI-03 , e não uma construção

ilustrativa.
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AGENT-EMITTED COLLECTION POINT

Transcripts, hook output, memory notes,

completion markers, notifications; written

under the acting agent's own account

host: about 1.13 GiB transcript + 186 MB hook output, all agent-owned

INFRASTRUCTURE-EMITTED COLLECTION POINT

Filesystem ownership and writer attribution,

process manager state, version control history,

console audit log; written by another principal

host: console audit log, 863 lines over 46 days, the one exception

MG-029

Self-attestation share of the record

Numerator counts agent-emitted records; the count

itself is produced by an infrastructure-emitted writer-

attribution layer, so the two paths converge here.

MG-065

Audit record immutability

Infrastructure-emitted only: tests whether

the store is structurally unwritable by

the principal it records. Observed: 0.

corroborates (named in MG-029's corroborating_metric field)

Why corroboration matters here

MG-029 alone cannot detect its own gaming mode: deleting

agent-written records lowers it without adding evidence.

+ MG-024, MG-023, MG-048

(remaining components, not drawn)

CI-03

Verification Independence Index

VII = 0.30·MG-024 + 0.20·MG-023

+ 0.20·(1 − MG-029) + 0.20·MG-048

+ 0.10·MG-065

MG-029 enters inverted: a rising self-

attestation share pulls the index down.

Figure reads top to bottom: two collection points, a metric where their paths converge, its corroborating metric, and the composite

index both feed. The pattern generalises: every metric whose data_source names agent self-report carries a corroborating_metric field.

Figura D4-1. Fluxo de métrica do ponto de coleta ao índice composto. Dois pontos de coleta, agent-emitted à esquerda e

infrastructure-emitted à direita, convergem em MG-029, cujo numerador conta registros escritos por agentes usando uma camada

de atribuição infrastructure-emitted. A métrica corroboradora de MG-029, MG-065 imutabilidade do registro de auditoria, é

independentemente infrastructure-emitted em toda a sua extensão. Ambas alimentam CI-03 Índice de Independência de

Verificação, onde MG-029 entra invertida: uma participação de autoatestação crescente puxa o índice para baixo.

5.3 Modelo de armazenamento

Não há nenhum banco de dados relacional em nenhum lugar deste host EV-015 . Todo armazenamento

que este registro ou o catálogo do D3 nomeia, o registro de frota, os contadores de contabilização de

recursos, a sentinela do kill switch (interruptor de emergência), o inventário, o token de barramento

de cada agente, o log de auditoria do console, é um flat file sob um diretório gravável EV-015  EV-018 .

Não existe rotação de log para nenhum deles. Isso não é, por si só, um defeito de medição: um flat file

pode, em princípio, ser escrito apenas em modo de acréscimo (append-only) e ter um hash calculado. O

que o torna um defeito de medição é que cada um desses arquivos pertence à conta que ele registra,

de modo que o modelo de armazenamento e o problema de gravabilidade que MG-065  mede são o

mesmo fato descrito duas vezes.

5.4 Proveniência de execução

GR-L08-12  proveniência de execução vinculando toda medição a um hash de configuração é catalogado

no D3 como proposed : nada no Agent Console host hoje vincula uma medição à configuração de

guardrails em vigor no momento em que foi tomada, de modo que um valor de métrica coletado sob

um condition set não pode ser distinguido, depois do fato, do mesmo valor coletado sob outro. Os

próprios registros deste programa são versionados, em contraste: este documento é parte da execução

20260807-1714 , um snapshot datado que não é revisado no lugar. Essa disciplina externa, aplicada ao

próprio processo de descoberta, não é um substituto para a interna, que falta ao runtime do próprio

caso fundador; é a razão pela qual a ausência sequer é visível. Um registro de métricas que fosse, ele

mesmo, não versionado não poderia ter declarado, como este faz ao longo de todo o texto, quais de
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suas próprias baselines precisarão ser recomputadas na próxima vez em que a configuração de

guardrails mudar.

5.5 Formato de exportação

Nenhuma métrica deste registro é exportada hoje em nenhum formato estruturado externo aos canais

ad hoc de notificação e nota de memória que MG-029  já caracteriza como pertencentes ao agente. Não

há nenhum endpoint de métricas, nenhum job de exportação agendado, e nenhum esquema publicado

para um. É not determined  se isso é uma escolha de design deliberada ou uma omissão; o próprio

modelo operacional do caso fundador, um único canal, SMS-first, para um operador EV-029 , não foi

construído com um consumidor de métricas legível por máquina em mente, e nada na base de

evidências estabelece que um já tenha sido considerado e rejeitado.

5.6 Retenção e imutabilidade

A retenção é curta e não documentada como política. As transcrições do model runtime são podadas

em uma janela móvel de cerca de 30 dias, uma cifra que surge neste registro por meio da lacuna de

instrumentação de MG-025 , e não por meio de nenhuma especificação de retenção, porque não existe

nenhuma especificação de retenção a citar diretamente. A imutabilidade, como MG-065  estabelece

longamente na Seção 3.7, está ausente ao longo de todo o sistema: os modos de arquivo nos

armazenamentos de governança restringem o acesso de grupo e de outros, tipicamente 0750  para

diretórios, 0640  para registros, 0600  para tokens, mas deixam a conta proprietária, que é também o

principal registrado em todo caso, com acesso de escrita completo EV-015 . Um regime de permissão

que exclui todo mundo, exceto a parte que deveria restringir, satisfaz a aparência de hardening

(enrijecimento de segurança) sem mudar quem pode alterar o registro, e este registro trata esse

padrão como equivalente a nenhuma proteção, e não como proteção parcial, de forma consistente com

o modo como MG-065  o pontua.

6. Prontidão de instrumentação neste host

6.1 A distribuição de prontidão

Das setenta e duas métricas, catorze são available  no Agent Console host hoje, sem nenhuma

instrumentação adicional, vinte e cinco são derivable , computáveis a partir de dados que existem, mas

ainda não estão unidos, classificados ou agregados na forma exigida, e trinta e três são absent ,

exigindo uma fonte de dados, um armazenamento ou um comparador que não existe de forma alguma.

Duas entradas carregam uma leitura dividida, em vez de um único valor: MG-068  latência de detecção

de sessão travada é available  para as seis sessões com cobertura de vigia e absent  para as oito

restantes; MG-072  custo operacional de controle por ação é absent  para uma cifra quantitativa e

derivable  para a leitura qualitativa baixo, moderado, alto já presente no catálogo do D3. Contadas em

nível grosso, catorze available  mais vinte e cinco derivable  cobrem trinta e nove das setenta e duas

entradas por completo, com as duas entradas divididas cada uma parcialmente em uma dessas duas

colunas; trinta e uma entradas exigem uma fonte de dados que não existe em nenhuma forma.

A distribuição não é uniforme entre as duas famílias. Métricas de engenharia, vinte e uma entradas,

divididas em nove derivable  e onze absent , com uma available ; nenhuma métrica de engenharia

isolada alcança available  por completo, exceto MG-014  taxa de reinício não planejado, porque a

medição de engenharia neste host depende quase inteiramente de joins que não foram construídos, um

identificador de despacho, um classificador de ação, um estágio de build, e não de matéria-prima

ausente. Métricas de governança, cinquenta e uma entradas, divididas em treze available , dezesseis

derivable , vinte absent , e duas mistas. A parcela mais forte de available  na família de governança
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tem duas fontes distintas, e o registro as mantém separadas, em vez de creditar ambas à maturidade

de instrumentação. MG-030  contagem de acesso que excede o mandato e MG-050  contagem de

divergência de postura nominal para efetiva são available  porque leem diretamente de registros que

este próprio programa construiu, o registro de classes de ação e a avaliação de viabilidade de

supervisão concluída, respectivamente. MG-024 , MG-042 , MG-049  e MG-053  são available  por uma

razão diferente, porque os próprios inventários operacionais do caso fundador, o modelo de contas e

credenciais, os registros de tmux e de frota, e o log de auditoria do console, já carregam o fato bruto,

ainda que nada no host o compute como uma métrica permanente. Nenhuma das duas fontes é o

próprio runtime do caso fundador se instrumentando para fins de governança; ambas são leituras

tiradas de material que já existe por outras razões.
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Tabela D4-14. Prontidão de instrumentação para as setenta e duas métricas, com a lacuna específica que precisaria ser fechada em cada entrada marcada

absent ou derivable.

ID NAME READINESS INSTRUMENTATION GAP

MG-001 Task completion rate derivable A dispatch identifier minted at the dispatch route, carried into the session and echoed in the

completion record; no such identifier exists today

MG-002 Actions per agent hour derivable A mutating or read-only classification on each hook record, and an idle-time definition; the raw

event stream exists at about 186 MB across active sessions but is unclassified

MG-003 Lead time from dispatch to first effect derivable A dispatch identifier propagated into hook records; without it the join is temporal and breaks

whenever two dispatches overlap in one session

MG-004 Cycle time per action class derivable An action class assignment on each hook record and an effect-confirmation event for each

class; the hook stream exists but carries no class and no effect linkage

MG-005 Autonomous completion share derivable Capture of direct pane typing, which is not distinguishable from agent output in the current

pane logs; without it the metric is biased upward by an unknown amount

MG-006 Model capacity consumed per completed task absent Per-session and per-agent attribution at ingest, and a counter store the measured account

cannot write; today the attribution is discarded and the store is owned by the party it measures

MG-007 Change failure rate derivable A deployment event record; today activation is an ordinary process restart that records neither

the revision it loaded nor the fact that a deployment occurred

MG-008 Defect escape rate to production absent A defect register, a pre-deployment detection stage to make escape meaningful, and a

production error stream collected independently of the agent

MG-009 Rework ratio derivable A per-agent author identity on commits; today authorship is collapsed to one operator identity,

so the metric can only be computed per repository

MG-010 First attempt success rate per action class derivable An action class assignment and a retry-grouping key; both would have to be derived offline

from the existing transcript, and no such derivation exists

MG-011 Test coverage delta per change absent A build stage of any kind, a test harness in each repository, and a coverage tool; none exists on

this host

MG-012 Build reproducibility rate absent A recorded revision on every deployed artefact, an artefact hash, and a verifier identity able to

rebuild; none of these exists

MG-013 Restart induced work loss derivable An in-flight work marker written at turn boundaries; today the only signal is the free text

reload result string in the fleet registry

MG-014 Unplanned restart rate available none; visible today in the process manager inventory and the supervisor unit journal, with the

caveat that counters are cumulative since daemon start and no scheduled-versus-unplanned

attribution is recorded

MG-015 Service availability during agent activity absent An external health prober with a function-exercising criterion, and an activity timeline joined to

it; neither exists

MG-016 In-flight interaction loss on restart absent An in-flight interaction gauge in each externally facing service and a drain phase in the stop

path; neither exists
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ID NAME READINESS INSTRUMENTATION GAP

MG-017 Mean time to detect a fault absent A fault register with first-occurrence timestamps and an independent monitoring stream with

fault-specific criteria; today the only independent detectors watch for silence, not for faults

MG-018 Mean time to repair without human intervention absent An incident record with detection and restoration timestamps, and a restoration criterion

evaluated independently of the repairing agent

MG-019 Repair correctness rate absent A verifier identity distinct from the acting account, and a recorded failing criterion to re-

execute; neither exists, and the shared account model makes the first structurally unavailable

today

MG-020 Repair regression rate absent A repair register, a fault register and an independent causal attribution; none exists

MG-021 Rollback exercise success rate absent A pre-change snapshot for every change class, including package state, and a state comparison

after rollback; the update plane has the first only for cloud resources

MG-022 Claim divergence rate derivable The founding case audit was manual; a repeatable harness needs a stable episode identifier, a

self-report store the agent cannot edit, and an infrastructure comparator collected under a

different principal

MG-023 Verification coverage of completion claims absent A verification record schema, a routing rule from claim to verifier, and a verifier identity; none

exists on this host

MG-024 Verification independence ratio available none for the architectural determination, which is visible today in the process ownership of

every agent session and in the single account holding all credentials; a verification record

schema is still required before the ratio is informative rather than identically zero

MG-025 Time to divergence detection absent A durable claim record with a trustworthy timestamp and a comparator retained at least as

long; today transcripts are pruned on a rolling window of about 30 days and every store is

writable by the claimant

MG-026 Unverifiable claim share absent An assertion-level parse of self-reports and a comparator inventory; the founding case audits at

episode granularity only

MG-027 Evidence citation completeness absent A citation convention in agent reports, stable artefact identifiers, and a resolver that tests

content rather than existence

MG-028 Adversarial challenge yield absent A review queue with a recorded adversarial instruction and a materiality adjudication by a

third party; the founding case has agent-to-agent escalation notes but no review population

MG-029 Self-attestation share of the record derivable A writer attribution per evidence store; ownership is observable today but no inventory ties

each store to its writing principal and its record count

MG-030 Access exceeds mandate count available none; computable today by joining the access and mandate columns of the action class register,

both of which are populated for all 60 classes

MG-031 Structural enforcement coverage derivable A per-class control inventory with a writability test on each implementing artefact; the

guardrail catalogue supplies the candidate controls but no automated writability assessment

exists
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ID NAME READINESS INSTRUMENTATION GAP

MG-032 Boundary crossing attempt rate absent A runtime action classifier and a policy decision point; the hook substrate already fires on every

tool call with a match-everything matcher, so the observation surface exists and only the

decision function is missing

MG-033 Boundary crossing success rate absent A policy decision point that records refusals as well as permissions, and an effect record

independent of the tool own return value

MG-034 Mandate stability derivable A defined set of mandate-bearing artefacts and a clause-level parse; the version control history

exists but treats these files as ordinary documentation and does not distinguish the authoring

principal

MG-035 Mandate widening events initiated by the governed

party

absent Per-agent authorship on mandate changes, which requires per-agent identity; the founding

case has neither, so the event class is unobservable rather than absent

MG-036 Unclassified action share derivable A classifier and a tool inventory; the observation surface already exists in the hook substrate,

which sees every tool call and is deliberately prevented from acting on what it sees

MG-037 Level demotion latency absent Per-agent identity and access levels to narrow, and a trigger-to-application pipeline; neither

exists, and the underlying access model does not currently vary by agent

MG-038 Blast radius realised per incident absent An incident register with a scored scope field, and cross-host or cross-account evidence

collection independent of the account involved; neither exists

MG-039 Containment success rate absent An incident register, and a declared containment boundary per action class; neither exists

MG-040 Lateral reach from a compromised agent identity derivable A systematic reachability graph across hosts, cloud accounts, the metadata endpoint and the

inter-agent bus, refreshed on change; today only a static credential and key inventory exists

MG-041 Egress destination cardinality per agent absent An egress log or proxy independent of the agent account; none exists, and no host firewall is

active to produce one as a side effect

MG-042 Privilege breadth index available none for the current single-identity figure, which is directly observed; a per-agent

decomposition requires per-agent identity, which does not exist

MG-043 Irreversible action share derivable The same runtime classifier MG-032 and MG-036 require, joined to the reversibility field rather

than the mandate field; neither the classifier nor the join exists

MG-044 Intervention latency absent A timed record of actual interventions, of which the founding case has none in 46 days, and an

independent stopped-signal distinct from the agent's own report

MG-045 Harm completion time per action class derivable A per-class effect-completion event distinguishing the point of no return from confirmed

completion, and a timed incident population to build a real distribution from; today only order-

of-magnitude estimates exist

MG-046 Latency margin absent None of the three component latencies is instrumented as a distribution today; this metric

cannot be computed until they are

MG-047 Halt capability coverage available A formal per-mechanism test of whether it halts in-progress work or only gates the next call;

today the classification above is a design read of documented behaviour, not a tested one
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ID NAME READINESS INSTRUMENTATION GAP

MG-048 Oversight signal independence share derivable An originator classification applied uniformly across every notification and alert channel; today

the channels are heterogeneous and unclassified as a set

MG-049 Concurrent supervised stream count available An empirically established single-operator capacity figure to compare the count against; none

exists

MG-050 Nominal to effective posture divergence count available None for the current snapshot, which is the founding case's own completed assessment; a

repeatable version needs a standing point inventory and scheduled re-verification rather than a

one-off review

MG-051 Approval evidence sufficiency absent A payload-origin classification on every approval request the deployment approval gate

renders; not currently captured

MG-052 Effective supervision coverage derivable A per-session, per-condition standing assessment refreshed on configuration change, rather

than the one-off review the founding case performed

MG-053 Operator intervention rate available None for the console-mediated channel; direct pane typing and any out-of-band operator action

are not captured by any log

MG-054 Approval turnaround time absent A populated approval history; today the gate exists but the observed window shows no decided

requests

MG-055 Approval rejection rate absent A populated approval history with outcomes, and a way to detect submissions that bypassed

the gate entirely, which the founding case's ordinary-restart path allows

MG-056 Alert acknowledgement rate absent An acknowledgement event distinct from message delivery; the current SMS-first channel

records dispatch, not receipt or action

MG-057 Signal to noise ratio of the oversight channel available A standing decision-relevance classification applied consistently as the fleet and its

automations change; today the 4-versus-19,334 figure is a point-in-time count

MG-058 Automated answering of human decision points derivable A firing log for the specific automation, and a formal inventory of every interactive prompt type

in the tooling so the denominator can be established

MG-059 Control bypass rate derivable A systematic bypass search per control, repeated on change, rather than the incidental

discovery the founding case relies on

MG-060 Fail closed ratio available None for the catalogue-based figure, directly computable today; a live fault-injection test to

verify the recorded fail_state matches actual behaviour does not exist

MG-061 Control signal emission coverage available A distinction, not currently recorded in the catalogue at the emission level, between a signal

that is emitted and one that is emitted, collected and actually monitored

MG-062 Defence in depth factor derivable A systematic cross-reference of bypass_analysis fields across all controls binding a given action

class, to identify shared single points of failure before counting layers as independent; the raw

material exists but the cross-reference has not been performed

MG-063 Single point of failure count derivable A structured extraction of the defeating condition named in every bypass_analysis field,

clustered to identify shared conditions, rather than the qualitative reading performed here
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ID NAME READINESS INSTRUMENTATION GAP

MG-064 Audit record completeness derivable A uniform, non-manual audit hook applied to every mutating route and every agent tool call,

rather than the current per-handler opt-in

MG-065 Audit record immutability available None for the current negative finding, directly assessable from the existing file ownership and

permission model; a periodic re-verification as stores are added or reconfigured would need to

be built

MG-066 Episode reconstructability derivable A scoring method that separates reconstruction attempted and matched, reconstruction

attempted and diverged, MG-022's population, and reconstruction not possible, which the

founding case's binary divergent or not-divergent scoring does not currently distinguish

MG-067 Separation of duties violations available None for the architectural determination, directly observed and documented today for both the

console and the agent fleet; a per-action-class breakdown by the four roles has not been

tabulated, only the aggregate finding

MG-068 Wedged session detection latency absent Watcher coverage extended from the hardcoded array to the full live session inventory, and a

forward-progress definition that distinguishes genuine stall from legitimate wait

MG-069 Unattended action path count available None for the count itself, directly enumerated in the founding case's automation inventory; a

per-automation confirmation-mechanism audit exists for only a subset today

MG-070 Governance overhead ratio absent A time classification distinguishing governance activity from substantive work across the task

lifecycle; no such classification exists today, and the underlying component metrics it

aggregates are themselves not yet computable

MG-071 Approval wait share of cycle time absent Both component metrics, MG-054 and MG-004, need to be computable first; neither is today

MG-072 Control operating cost per action absent A cost accounting model, compute, licensing, operator time, tied to control operation and to

actual applicable-action volume; neither exists on this host today

Governança Arquitetural da Autonomia em Sistemas Agênticos de IA D4  ·  Framework de Medição

PPGCA/UNISINOS  ·  run 20260807-1714  ·  identity-free by construction 99 / 100



6.2 O que os três níveis de prontidão significam na prática

available  não significa medida; significa computável sem nova instrumentação, a partir de dados que

já existem em forma acessível. Nenhuma das catorze métricas available  foi, de fato, computada como

uma cifra mantida e recorrente; cada uma foi computada uma vez, para este registro, como uma

leitura pontual. Tratar available  como equivalente a monitored  superestimaria a maturidade de

medição atual do caso fundador exatamente da forma contra a qual a própria disciplina de modos de

manipulação deste documento adverte.

derivable  é a maior categoria, e aquela em que o investimento é mais barato em relação ao que

compra. O padrão recorrente nas vinte e cinco entradas é um join ausente, e não uma medição

ausente: uma atribuição de classe de ação em registros de hook ( MG-002 , MG-010 , e a irmã de MG-032 ,

MG-036 ), uma identidade de autor por agente em commits ( MG-009 , MG-034 ), ou um inventário de

atribuição de escritor entre os armazenamentos de evidência ( MG-029 ). Em cada caso, o fluxo de

eventos bruto já existe, mais visivelmente os 186 MB de saída não classificada do substrato de hooks

EV-026 , e o que falta é a camada de classificação ou de identidade que o tornaria endereçável.

absent  significa que uma fonte de dados, um armazenamento, ou uma população de comparador não

existe em nenhuma forma, e construir a métrica exige construir primeiro a coisa que ela mede. MG-021

taxa de sucesso de exercício de rollback é a instância mais clara: seu denominador, tentativas de

rollback, é zero, de modo que a métrica nem sequer pode começar a ser estimada até que o caminho

de apply do plano de atualização, compilado mas nunca disparado, seja exercido ao menos uma vez

REPORTED . A categoria absent  está concentrada exatamente nas subfamílias que o D2 identifica

como carregando os controles menos maduros do caso fundador, capacidade de reparo, todas as cinco

entradas absent ; verificação e veracidade, cinco de oito; e contenção, três de seis, que é o padrão

esperado se o registro de métricas e o catálogo de guardrails estiverem descrevendo um único nível de

maturidade subjacente, e não dois independentes.

O REGISTRO É UM INSTRUMENTO VIVO, NÃO UM INSTRUMENTO CONCLUÍDO

Toda entrada deste registro carrega um campo status , atualmente active  nas setenta e duas. O

propósito declarado do registro é comparativo, ser recomputado sob diferentes condition sets, de modo

que os efeitos de guardrail se tornem visíveis como diferenças, e não afirmados como argumentos, e

trinta e uma das suas setenta e duas entradas ainda não podem ser recomputadas nesse sentido,

porque são absent . Isso não é um defeito do registro; é a posição inicial honesta que o próprio

princípio de sensibilidade a guardrails deste programa o obriga a declarar, para que a próxima

execução possa relatar se a contagem de entradas absent  caiu.
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